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Abstract:Now a day’s security is very essential because the
fords are increasing day by day. Everywhere we need security.
To provide security and to give access to the right person
authentication is very important. In the traditional time for
authentication purpose we use password, pins but now a days
theses authentication schemes are not sufficient. From this
biometric is invented to provide the authentication. Biometrics
deals with human’s physical as well as behavioral
characteristics. The biometric data which is extracted from the
human’s physical as well as behavioral characteristics is
fingerprint, palm print, face, retina and so many. This
biometric data is used for authentication and verification
purpose and save in database as a biometric template. Mostly
fingerprint is used as a biometric trait. To give access to the
correct person is the great challenge to the biometric system.
In this paper research is done on various biometric template
security schemes. Initially the biometric is introduced in the
paper later the working of biometric system in introduce.
There are certain attack are possible on biometric system those
attack of biometric system are introduced later. Attack on
biometric system move this to study the existing biometric
template attacks and the various techniques that are used for
securing the biometric template. While storing the biometric
template in the database increases the chance of compromising
it. Security of the biometric system is the most challenging
task. This paper proposed the review of various techniques
that are used for securing the biometric template. Biometric is
initially introduced in the paper later on preprocessing step are
given. There are certain attacks are possible on the two phases
of biometric system that are enrollment and authentication
phase. One of the attack is possible during storing the template
in the database. To secure from this attack various technique
are used. Review is done on those techniques.

I.
INTRODUCTION
Biometrics deals with human’s physical as well as behavioral
characteristics. Fingerprint, iris, hand geometry, voice, palm
print, face, handwritten signatures are the commonly used
biometric traits.
Reliability, convenience, and universality are the desirable
properties of biometric traits with respect to use of biometric
token. Once the biometric template has been
comprised it cannot be reissued or revoked so for that biometric
template protection is necessary. There are some problem in
biometric system to overcome these problem there are certain
methods to secure the integrity of biometric tempalte. Various
attack on biometric system has been reviewed and then explore
the biometric template attacks on database. In the proposed
paper various biometric template protection scheme are
studied. In section I the overview of biometric system is
covered. Section II of paper focuses on various attacks and
threats on biometric system. Section III include literature
review of biometric template protection scheme, in section IV
different biometric template protection scheme are covered and
finally in section V conclusion of this paper is given.
I. OVERVIEW OF BIOMETRIC SYSTEME
Biometrics deals with human’s physical as well as
behavioral characteristics. Biometric system retrieves the
biometric pattern and from those biometric traits biometric
feature sets are extracted and then store as biometric template
in a database. In a generic biometric system there are five
major components they are sensor, feature extractor, template
database, matcher and a decision module.

Keywords: Biometric, template, authentication.
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Fig. 2: Attacks on Biometric System

Attack at scanner
This attack is also called as “Type 1 attack”, in this attack the
attacker physically destroy the recognition scanner and due to
that denial of service is caused. At the sensor artificial
fingerprint is presented.
Attack on channel between the scanner and the feature
extractor
This attack is also called as “Type 2 attack” or replay attack,
second type of attack include the resubmission of digitally
stores biometric data. After scanning the biometric trait it will
send to the feature extractor module for processing at that time
attacker replace the fingerprint traits.
Fig. 1: Enrollment and Authentication system
Sensor is used in between the user and authentication
system as an interface, it scans the biometric feature of the user.
For distinguishing between the different users, features
extractor module is used. It processes on scanned biometric
data that is use for extracting the feature set. At the time of
enrollment extracted feature data is stored in the database as a
biometric template. The security of the template database is
very important because it is geographically distributed. The
matcher module is used for comparing two biometric feature
sets that are from template and query and the match score is
find out, on the basics of that match score decision module will
decide and gives response to the query. If the match score met
the certain threshold then it is declare a positive match. If the
biometric feature of the query template is not match with the
saved database template then it is declare as a negative match.
Maintaining the Integrity of the Specifications.
In the proposed paper literature review of various attacks and
threats that are possible on biometric template is documented.
For securing the biometric template various template
protection schemes and techniques are currently used that are
determine.
II.
BIOMETRIC SYSTEM ATTACK AND THREATS
Ratha et al in (Ratha, Connell, & Bolle, 2001) proposed the
various attacks on the biometric system. Fig 2. Shows the
graphical representation of various attack that are possible on
biometric system. Ratha classified the biometric system attack
as follows:
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Attack on feature extractor module
In this type of attack the feature extractor could produce the
feature values chosen by the attacker not the data that is obtain
from the sensor.
Attack on the channel between the feature extractor and
matcher
In this type 4 attack commutation channel between the feature
extractor and the matcher is intercepted. A synthetic feature
set is used to replace the data that is obtained from the sensor.
Attack on matcher
This is also known as “Type 5 Attack”. Matcher is replace
with the Trojan horse by attacker and matcher will always
produce the high matching score and allow application to pass
the biometric authentication mechanism.
Attack on template store in database
This is also called as the “Type 6 Attack”. The attacker
compromises the security of database where all the fingerprint
are stored. The attacker can add new fingerprint template,
delete the template or modify the existing template.
Attack on the channel between the system database and the
matcher
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The communication channel between the database and
matcher is intercepted by the attacker to alter the data. This is
also known as “Type 7 attack”.

password. While in non-invertible transformation schemes
typically apply a one-way function on the template and it is
computationally hard to invert a transformed template even if
the key is known.

Attack on the channel between the matcher and the application
The attacker intercepts the communication channel between
the matcher and the application to replay previously submitted
data or alter the data. This is also called as “Type 8 attack”.

Biometric Cryptosystem
Traditional identity authentication based on simple passwords
have always been easy to break using simple dictionary attacks
proposed by Li & Hwang, 2010. To bypass these caveats
cryptographic secret keys and passwords have been proposed.
In an earlier research, Jain et al in (Jain, Nandakumar, &

BIOMETRIC TEMPLATE PROTECTION SCHEME
Biometric template protection schemes are classified into
Feature Transformation and Biometric encryption, Jain et al in

Nagar, 2008) subdivided biometric cryptosystems into Key
Generation and Key Binding.
Key generation: While exploring biometric cryptosystems,
we observed from literature that in Key Generation a biometric
key is derived directly from biometric data (Blanton &
Aliasgari, 2013). Under Key Generation we explore and
discuss secure sketches and fuzzy extractors.

(Jain, Nandakumar, & Nagar, 2008) classified the various
biometric template protection technique that are Feature
Transformation and Biometric Encryption. The existing
biometric template security technique are discuss in literature
based on this classification. The graphical representation of
biometric template protection techniques are given below.

Key Binding: In Biometric Cryptosystems, we learned that
Key Binding is where a secret key and the biometric template
are monolithically bound within a cryptographic framework

whilst it is computationally infeasible to decode the key or
biometric template without prior knowledge of the user’s
biometric data (Kannan & Thilaka, 2013). We explored Fuzzy
vault cryptographic schemes which use key binding in our
research to understand how key binding works.

Fig. 3: Biometric Template scheme
.
Feature Transformation
In feature transformation, the transformation function (F) is
applied to the template (T), and only the transformed template
(F (T, K)) is stored in the database that is given below in
figure. The parameters of the transformation function are
typically derived from a random key (K) or password. The
same transformation function is applied to query feature (Q) as
that of the template (T) and then the transformed query (F (Q,
K)) is matched directly against transformation function (F).
The feature transformation schemes can be again classified as
salting and non-invertible transformation. F is invertible in
salting that is if an adversary gains access to the key and the
transformed template, she can recover the original biometric
template (or a close approximation of it). So that the security
of the salting scheme is based on the secrecy of the key or
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2.1 Fuzzy vault: Fuzzy vault is cryptographic construct that
was proposed by Jules and Sudan in 2002, in this fuzzy vault
the secret information is encrypted and decrypted using
unordered set of genuine points and chaff points. Deshpande
and Joshi define fuzzy vault as a technique that is used for
secure binding of randomly generated key with extracted
biometric feature, while Geetika and Kaur describe a biometric
fuzzy vault as a biometric cryptosystem used for protecting
private keys and releasing them only when the legitimate user
enter their biometric data.
OTHER BIOMETRIC TEMPLATE PROTECTION SCHEME
Other biometric template protection scheme
watermarking, steganography, visual cryptography.

include

Watermarking Technique: Watermarking scheme is the secure
and robust for the biometric template security. Diffusion and
digital watermarking techniques are used to improve the
security and secrecy of the templates. Diffusion phase is done
by chaotic sequence and Hessenberg decomposition. This
phase essentially change
The pixel values of biometric template randomly. Finally, the
watermark image, which is the face image of the owner of
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biometric template, is embedded in the diffused biometric
template with the help of singular value decomposition..
Steganography Technique: Security is the most demanding
feature in the computer’s world. Steganography is one of the
major techniques used for secret communication.
Steganography is the art of sending secret messages over a
public channel in such a way that only the intended recipient
knows about the existence of the message. In steganography
the secret message is hidden into the cover medium. In this,
author proposes a new algorithm to hide the biometric
template inside the cover image using steganography template
protection technique. By using this algorithm an intruder
cannot percept the existence of biometric template embedded
in the image file [1].
Visual Cryptography Technique: Visual cryptography is a
secret sharing scheme where a secret image is encrypted into
the number of shares which independently disclose no
information about the original image. The performance of iris
template is comparatively higher than the other templates. So
authors focused on iris template. In proposed paper, authors

are storing the extracted image of the template and assigning a
unique number to every template which is encrypted using
Visual Cryptography. Visual cryptography provides an extra
layer of authentication. The combination of biometrics and
visual cryptography is a promising information security
technique which offers an efficient way to protect the
biometric template. In this technique two fold security to the
iris template is provided.

particular biometric template protection technique that proved
satisfactory in all aspects of an ideal biometric template
protection scheme and that there was still need for more
research work to be done to establish secure, reliable, efficient
and fool proof biometric template protection techniques. In
future work, we will propose a two-step encryption &
decryption approach for securing biometric fingerprint
templates stored in a database.
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Abstract:
The project named ‘HOUSING ALLOCATION AND
REAL ESTSTE’ is a software system especially for owner
of a properties called as builder and developer

In existing system work is done manually but our software
techniques are used to reduce manual work.In existing
system number of calculation are time consuming but our

supports residential commercial users who can directly get
the exact details in fever of their satisfactory cost and
location.All the above things are password protected. The
builder can recall or see the visitor’s information.like
construction companies.We are developing this system

information is to be added on every level therefore making
them inconvenient and lengthy for use.

I. INTRODUCTION
As per survey in the market about such system, We found
that many companies are using flat files like Microsoft excel
and Word files to maintain all databases of properties.

The valuation of the technical feasibility must be based
on the outline design of system requirement in terms of
inputs, outputs, files, programs procedure and staff. Having
identified and outline system, the investigator must go on to
suggest the type of equipment required, method of running
the system ones it has been designed. The feasibility includes
the purchase of package, the use of consultancy organization
or software house to design the system and write the
programs.

Also we found that some software application are used by
top level construction companies for Housing Allocation
And Real Estate that are not flexible in calculations and
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II.

Ease of Use

In existing system Companies are using flat files that
store data manually, but with the help of this project we can
maintain large number of data in easy way.
system number of calculation are time consuming but our
software parameter are automatically generated, for that we
required only basic input values.
The housing allocation and real estate are called a strong
diversion between entities that comes under the words says
housing abilities to deliver a right property to right earner
with right cost.

In existing system work is done manually but our software
techniques are used to reduce manual work.In existing

high privilege to individual modules to be developed as
per customers needs and we can deliver right property to
right customers.
We are distributing various modules which come under
Housing Allocation and Real Estate terminology, we show
a high privilege to individual modules to be developed as
per customers needs and we can deliver right property to
right customers.

Reference



III.

SQL (Structural Query Language)
PL/SQL (Procedural SQL)
D2K (Developer 2000)

1)Steven Holzner, “PHP:The Complete Reference” in McGraw-Hill
Encyclopedia of Science and technology,8th ed.,Vol.4. New York:
McGraw-Hill,1997

METHODS AND TECHNOLOGY

We are using following basic technologies that are useful
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Abstract:Data mining is considered as an important process
as it is used for finding new, valid, useful and understandable
forms of data. Cloud computing is a resourceful technology
that can support a wide range of applications. Data mining
techniques and applications can be effectively used in cloud
computing paradigm.Data Mining and Cloud Computing are
considered as major technologies that can support proper
resource sharing. It has the risk of privacy of data user and
security. Recently cloud computing has been facing lots of
security issues regarding privacy of data. This paper reviews
the concepts of Data Mining in Cloud Computing
environment. Data mining techniques and applications are
very much needed in the cloud computing paradigm. The
implementation of data mining techniques through Cloud
computing will allow the users to retrieve meaningful
information from virtually integrated data warehouse that
reduces the costs of infrastructure and storage. Cloud
computing technology has been emerged to manage large data
sets efficiently and due to rapid growth of data, large scale
data processing is becoming a major point of information
technique. In a large cluster, hundreds of servers both host
directly attached storage and execute user application tasks.
MapReduce has been widely used for large-scale data analysis
in the Cloud.

advancement in data collection and storing technology. Hence
there is a growing need to run data mining algorithm on very
large data sets. Cloud computing is a new business model
containing pool of resources constituting large number of
computers. It distributes the computation task to its pool of
resources so that applications can obtain variety of software
services on demand. Another feature of cloud computing is
that it provides unlimited storage and computing power which
leads us to mine mass amount of data.

Keywords—Data Mining, Cloud Computing, Association
Rule Mining, Classification Algorithm, Clustering,
Distributed Data Mining, Map Reduce

• Phase 3: computer networks allowed multiple computers to
connect to each other.

I.

INTRODUCTION

These days large amount of data is created every day so
with this rapid explosion of data we are moving towards the
terabytes to petabytes. This trend creates the demand for the
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Some aspects regarding Cloud Computing
Cloud computing represents both the software and the
hardware delivered as services over the Internet. Cloud
Computing is a new concept that defines the use of computing
as a utility, that has recently attracted significant attention.
In Figure 1 below it is illustrated the computing paradigm shift
on the last half century through six distinct phases: [14]
• Phase 1: people used terminals to connect to powerful
mainframes shared by many users.
• Phase 2: stand-alone personal computers became powerful
enough to satisfy users’ daily work.

• Phase 4: local networks could connect to other local networks
to establish a more global network.
• Phase 5: the electronic grid facilitated shared computing
power and storage resources. 68 Data mining in Cloud
Computing
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• Phase 6: Cloud Computing allows the exploitation of all
available resources on the Internet in a scalable and simple
way.
data mining in distributed environments [11] describes system
architecture for scalable and portable distributed data mining
applications. This approach presents a document metaphor
called \emph{Living Documents} for accessing and searching
for digital documents in modern distributed information
systems. The paper describes a corpus linguistic analysis of
large text corpora based on collocations with the aim of
extracting semantic relations from unstructured text.

Figure 1. Computing paradigm shift of the last half
century [14]
II.

EASE OF USE

A. Relation between Data Mining and Cloud Computing:
Data mining is the task of discovering interesting patterns
from large amounts of data, where the data can be stored in
databases, data warehouses or other information repositories.
Various data Mining tasks are: Classification. Clustering,
Association Rule mining, Regression, Summarization,
Sequence Discovery and Time Series etc. Cloud means
network or Internet which is present at remote location. Cloud
computing is an internet-based computing in which shared
resource, software and information are supplied to computers
and other devices on demand It provides services available on
Wide Area Network and Local Area Network. Data Mining
using cloud computing has become an area because it now
covers almost all business and scientific computing. The data
mining in Cloud Computing allows organizations to centralize
the management of software and data storage, with assurance
of efficient, reliable and secure services for their user.[1]
The cloud provider provides a tool for data mining for
better service. On the other hand outside attackers can use data
mining tasks to unauthorized access private data by interacting
it. Interaction of data can involve two factors (i) Appropriate
quantity of data (ii) Suitable mining algorithms. There are
number of mining algorithms which can be used to interact
private data and hence threat to data privacy.
B. Related Work
Distributed Data Mining in Peer-to-Peer Networks (P2P)
[10] offers an overview of the distributed datamining
applications and algorithms for peer-to-peer environments. It
describes both exact and approximate distributed data-mining
algorithms that work in a decentralized manner. It illustrates
these approaches for the problem of computing and monitoring
clusters in the data residing at the different nodes of a peer-topeer network. This paper focuses on an emerging branch of
distributed data mining called peer-to-peer data mining. It also
offers a sample of exact and approximate P2P algorithms for
clustering in such distributed environments. Architecture for

ISSN NO: 2454-1958

Distributed Data Mining of Large Classifier Ensembles [12]
presents a new classifier combination trategy that scales up
efficiently and achieves both high predictive accuracy and
tractability of problems with high complexity. It induces a
global model by learning from the averages of the local
classifiers output. The effective combination of large number of
classifiers is achieved this way.
Map-Reduce for Machine Learning on Multi core [13]
discuss the ways to develop a broadly applicable parallel
programming paradigm that is applicable to different learning
algorithms. By taking advantage of the summation form in a
map-reduce framework, this paper tries to parallelize a wide
range of machine learning algorithms and achieve a significant
speedup on a dual processor cores.
III.

BACKGROUND

A. Data Mining in the cloud:
Using data mining through Cloud Computing reduces the
barriers that keep small companies from benefiting of the data
mining instruments. The implementation of data mining
techniques through Cloud Computing will allow the users to
retrieve meaningful information from virtually integrated data
warehouse that reduces the cost of infrastructure and storage.
Data mining in the Cloud “DMCloud” offers tremendous
potential for analyzing and extracting the (useful) information
in various fields of human activities: business, economics,
health care medicines, heredity, biology, pharmacy,
advertising, etc. The use of this technology should allow that
with just a few clicks of the mouse one can reach the preferred
information about clients, behavior, wellbeing, purchasing
power, and regularity of purchases of certain items, spot and so
on.
DMCloud is, from technical point of view, a very tedious
process that requires a special infrastructure based on
application of new storage technologies, handling and
processing.
The Microsoft suite of cloud-based services includes a new
technological preview of DMCloud. It permits to perform some
fundamental data mining tasks leveraging a cloud-based
Analysis Services connection. It is valuable capability for IWs
that would like to begin considering SQL Server Data Mining
without the added burden of needing a technology professional
to first install Analysis Services. Additionally, IWs can use the
DMCloud services no matter where they may physically be
located as long as they have an Internet connection.[2] The data
mining tasks we can perform with DMCloud are the same
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Table Analysis Tools found in the traditional Excel Data
Mining add-in.
These data mining tasks include:
i) Examine Key Influencers
ii) Notice Categories
iii) Fill From Example
iv) Forecast

Data Mining is preferably used for a large amount of data
and related algorithms often require large data sets to create
quality models. Cloud providers use data mining to provide
clients better services such as data extraction, infrastructure.
B. Advantages of Data Mining in Cloud Computing:
Data mining in the cloud computing environment can be
considered as the future of data mining because of the
advantages of cloud computing paradigm. Cloud Computing
provides greater capabilities in data mining and data analytics.
The major concern about data mining is that the space required
by the operations and item sets is very large.
The following are the advantages [7] of the integrated data
mining and cloud computing environment.

v) Highpoint Exceptions
vi) Scenario Analysis

Virtual computers that can be started with short notice.

vii) Prediction Calculator

No query structured data.

viii) Shopping Basket Analysis.

Message queue for communication.
The customer only pays for the data mining tools that
he needs.

IV.

SCOPE OF RESEARCH

The customer doesn’t have to maintain a hardware
infrastructure as he can apply data mining through a browser.

A. Merging data mining and cloud Computing:
The following figures illustrates the overlap between cloud
computing service models and the data mining techniques in
the merging data mining and cloud computing environment.
Data mining methods and application are very essential in
cloud computing field. It is explored that how the data mining
techniques like classification, clustering, association rule
analysis etc, are used in cloud computing models such as SaaS,
PaaS and IaaS to extract the information.
Data Mining
Techniques
Classification
Prediction
Regression
Analysis
Time
Series
Analysis
Association
Rule
Clustering
Summarization
Sequence
Discovery

Cloud
Computing
Service Models

Software-as a
Service
Platform-as-aService
Infrastructureas-a-Service

Fig.2. Data Mining and Cloud Computing incorporation
Cloud provides a benefit for small sized companies to have
an opportunity to rent a cloud service for efficient analysis of
all the data in the organization which was earlier reserved only
for big companies.
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Redundant robust storage.
C. Disadvantages of Data Mining in Cloud Computing:
There are certain issues linked with data mining in the
cloud computing. The major issue of data mining with cloud
computing is security as the cloud provider has complete
control on the underlying computing infrastructure. The
attackers can use cheap and raw computing for hacking the data
base in the storage of the cloud so the data can be loss in
server[14]. Special care has to be taken so as to ensure the
security of data under cloud computing environment.
V.

REVIEW
OF
DATA
MINING
ALGORITHMS IN CLOUD COMPUTING
WITH RESULTS
Cloud computing provides innovative ways for data mining
algorithms. Combining data mining algorithms with cloud
computing technology will become the future research trend.
Increasingly algorithms to be parallelized and transplant to the
cloud computing platform. Theory and experiments show that
data mining algorithm play a vital role mining the valuable data
under cloud computing environment. It produces theory and
cost-effective significance for academic research and
commercial operations. Distributed and parallel data mining
algorithms can be used for sharing of resources in Cloud
Computing.
A . Data Stream Mining Algorithms:
Data Stream Mining is the method of extracting knowledge
structures from continuous, rapid data records. A data stream is
an ordered sequence of instances. In many applications, it can
be read only once or minimum number of times using limited
computing and storage capabilities. It is a sequence consisted
of data which arrives by the time sequence. It is continuous,
dynamic data. Unlike traditional static data, its collection
process and data mining process are carried out at the same
time. Many researches improving the existing data mining
algorithms to make it suitable for cloud computing
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environment. There are different algorithms namely parallel
association rule mining algorithm, parallel k-means clustering
algorithm and MapReduce parallels Naive Bayes text
classification algorithm on Hadoop platform.[2]
B. Association Rule Mining Algorithms:
The main purpose is to discover rules linked with regularly
co-occurring items, used for market basket analysis, root-cause
analysis and cross-sell. The reason is to precious information
which describes links between data items from large volume of
data.[2] Most commonly used algorithm is Apriori. It finds all
the frequent item sets by scanning the database time after time
and it will consume a lot of time and memory space when
scanning the database with mass data which will become the
bottleneck of Apriori algorithm to realize the parallelization.

A.
Mahendiran,
N.
Saravanan,
N. Venkata
Subramanian
and N.
Sairam

C. Classification Algorithms:
The most commonly used technique for predicting a
specific outcome such as high/medium/low value customer,
response or no response, likely to buy or not buy. Its purpose is
to propose a classification function/model which can map the
data item in the database to one of the given categories.[2]
Decision tree algorithms originally intended for classification

VI .

D. Clustering:
The main purpose is to discover group of objects such that
the objects in a group will be similar to one another and
different from the objects in other groups. The K-mean
clustering algorithm can be used to cluster the huge dataset into
smaller cluster. There are different clustering algorithms
namely K-means and its variants, Hierarchical clustering and
density based clustering.[2]

Authors

Year

Algorithm

Results

Lijuan Zhou
Xiang Wang

2014

FP-Growth
Algorithm Based
on
Cloud
Environments

This algorithm
improves the
shortcomings of
the traditional
FP-Growth
algorithm.

Harneet
Khurana,
Kailash Bahl

2014

An Approach to
Mine Frequent
Itemsets in Cloud
Using Apriori and
FP-tree
Approach

Suitable
for
parallel
computation
platform.

Sanjeev Rao,
Priyanka
Gupta

2012

Improved
Algorithm Over
APRIORI Data
Mining
Association Rule
Algorithm

New scheme for
extracting
association rules
that considers
the time, number
of database
scans, memory
consumption,
and the
interestingness of
the rules.

Fast

The algorithm is

Bo He

2012
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Mining

2012

Algorithm of
Association Rules
Base on
Cloud Computing

fast
Mining
effective.

Implementation
of K-Means
Clustering
in
Cloud Computing
Environment

Storing
large
database with
less cost

and

RESEARCH METHODOLOGY

A. Cloud computing:
It consists of shared computing resources which are
opposed to local servers or devices. Users [6] can pay on the
basis of resource usage as timely basis. The major goal of cloud
computing is to provide easily scalable access to computing
resources and IT(Information Technology) services for
achieving better performance. Cloud computing basically
provides three different types of service based architectures are
SaaS, PaaS, and IaaS.
i. SaaS (Software as-a-service): It offers application as a
service on the internet.
ii. PaaS (Platform as-a-service): This is to be used by
developers for developing new applications.

iii. IaaS (Infrastructure as-a-service): It is basically deals by
providers to provide features on-demand Utility.

B. MapReduce:
MapReduce [9] is a programming model for processing large
data sets, and the name of an implementation of the model by
Google. MapReduce is typically used to perform distributed
computing on clusters of computers. The model is inspired by
map and reduces functions commonly used in functional
programming, although their purpose in the MapReduce
framework is not the same as their original forms. MapReduce
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libraries have been written in many programming languages. A
popular free implementation is Apache Hadoop.

sharing purpose function is given the key and number of
reducers and returns the index of desired of desired reduce.

MapReduce is a framework for processing the
parallelizable problems across huge datasets using a large
number of computers (nodes), collectively referred to as a
cluster (if all nodes are on the same local network and use
similar hardware) or a grid (if the nodes are shared across
geographically and administratively distributed systems, and
use more heterogeneous hardware). Computational processing
can occur on data stored either in a file system (unstructured) or
in a database (structured).

d. Comparison Function: The input for every Reduce is
fetched from the machine where the Map run and sorted using
the application’s comparison function.
e. Reduce Function : The framework calls the application’s
Reduce function for each unique key in the sortedorder. It also
iterate through the value that are associate with that key and
produce zero or more outputs.

MapReduce can take advantage of locality of data,
processing data on or near the storage assets to decrease
transmission of data.
1.

2.

“Map” step: The master node takes the input, divides
it into smaller sub problems, and distributes them to
worker nodes. A worker node may do this again in
turn, leading to a multilevel tree structure, the worker
node process the smaller problem, and passes the
answer back to its master node.
“Reduce” step: The master node then collects the
answer to all the sub problems and combines them in
some way to form the output – the answer to the
problem it was originally trying to solve.

f. Output writer: It writes the output of the Reduce function to
stable storage.
VII.
Acknowledgment
In Cloud computing, the data is being shifted from one
server to another server in a peer to peer transaction. Data
mining technologies provided through Cloud Computing is an
completely essential feature for today’s businesses to make
practical, knowledge driven decisions as it helps them have
future trends and behaviors predicted. Data mining based on
Cloud computing is an important characteristic for today's
infrastructure to make efficient and better knowledge driven
decisions. This paper provides review of data mining concepts
in cloud computing and different types of algorithms that can
be used for sharing of resources using Data mining and Cloud
computing. Both Data Mining techniques and Cloud
Computing helps the business organizations to achieve
exploited profit and cut costs in dissimilar possible ways.
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Abstract:Despite a very strong synergy between
Robotics and AI at their early beginning, the two fields
progressed widely apart in the following decades.
However, we are witnessing a revival of interest in the
fertile domain of embodied machine intelligence, which
is due in particular to the dissemination of more mature
techniques from both areas and more accessible robot
platforms with advanced sensory motor capabilities, and
to a better understanding of the scientific challenges of
the AI–Robotics intersection. The ambition of this
paper is to contribute to this revival. It proposes an
overview of problems and approaches to autonomous
deliberate action in robotics. The paper advocates for a
broad understanding of deliberation functions. It
presents a synthetic perspective on planning, acting,
perceiving, monitoring, goal reasoning and their
integrative architectures, which is illustrated through
several contributions that addressed deliberation from
the AI–Robotics point of view. This document gives a
short introduction to the basics of robotics in the context
of artificial intelligence. It describes the very basics of
robotics like sensors and effectors, gives an overview
on robotic history, and introduces some basic problems
encountered in modern robotics. It describes possible
solutions to those problems without going deeply into
theory. The problems introduced are perception, basic
pose description, transition and sensor models,
localization as a special case of perception (Monte
Carlo Localization, Extended Kalman Filter),
representation of environment (workspace and
configuration space), path planning (cell decomposition,
potential fields, skeletonization, Voronoi diagrams, and
probabilistic roadmaps), movement of robots, and some
real-life examples.
Keywords- Domestic Roberts, AI reasoning method,
Behavior based System, Computer vision for other
robotic Application.
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I. INTRODUCTION
Robotics is an interdisciplinary integrative field, at the
confluence of several areas, ranging from mechanical and
electrical engineering to control theory and computer sc ie
nc e, with recent extensions toward material physics, bio
engineering or cognitive science s. The AI–Robotics
intersection is very rich. It covers issues such as:
• deliberate action, planning, acting, monitoring
andgoalreasoning,
• perceiving, modeling and understanding open
environments,
• interacting with human and other robots,
• learning models required by the above functions,
• integrating these functions in an adaptable and
resilient architecture. Robotics has always been a fertile
inspiration paradigm for AI research, frequently referred
to in its literature, in particular in the above topics. The
early days of AI are rich in pioneering projects fostering a
strong AI research agenda on robotics platforms. Typical
examples are Shakey at SRI [85] and the Stanford Cart in
the sixties, or Hilare at LAAS [36] and the CMU Rover
[70] in the seventies. However, in the following decades
the two fields developed in diverging directions; robotics
expanded mostly outside of AI laboratories. Hopefully, a
revival of the synergy between the two fields is currently
being

witnessed. This revival is due in particular to more
mature techniques in robotics and AI, to the
development of inexpensive robot platforms with more
advanced sensing and control capabilities, to a number
of popular competitions, and to a better understanding
of the scientific challenges of machine intelligence, to
which we would like to contribute here. This revival is
particularly strong in Europe where a large number of
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groups is actively contributing to the AI–Robotics
interactions. For example, out of the 260 members of
the Euron network, 1 about a third investigate robotics
decision and cognitive functions. A similar ratio holds
for the robotics projects in FP6 and FP7 (around a
hundred). Many other European groupsnotwithinEuron
and projects outside of EU programs are equally
relevant to the AI and Robotics synergy. This focused
perspective on deliberative capabilities in robotics
cannot pay a fair tribute to all European actors of this
synergy. It illustrates however several contributions
from a few groups throughout Europe. 2 Its ambition is
not to cover a comprehensive survey of deliberation
issues, and even less of the AI–Robotics intersection. In
the limited scope of this special issue, we propose a
synthetic view of deliberation functions. We discuss the
main problems involved in their development and exe
amplify
a
few
approaches
that
addressed
these problems. This “tour d’horizon” allows us to
advocate for a broad and integrative view of
deliberation, where problems are b e yond search in
planning, and beyond the op en-lo op triggering of
commands in acting. We hop e through this perspective
to strengthen the AI–Robotics synergies. The outline of
the paper is the following: five deliberation functions
are introduced in the next section; these are
successively
addressed
through
illustrative
contributions; section 8 is devoted to architecture
problems , followed by a conclusion.
II. RELATED WORK
Deliberation refers to purposeful, chosen or planned
actions, carried out in order to achieve some objectives.
Many robotics applications do not require deliberation
capabilities,
e.g.,
fixed
robots in manufacturing and other well-mo deled
environments; vacuum cleaning and other devices
limited to a single task; surgical and other teleoperated
robots. Deliberation is a critical functionality for an

autonomous robot facing a variety of environments and
a diversity of tasks.
Monitoring
GoalReasoningActingPerceivingModels,data,andknowl
edgebasesEnvironmentUserPlanning
Robot’sPlatform
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Fig. 1. Schematic view of deliberation functions.
Several functions can be required for acting
deliberately. The frontiers between these functions may
depend on specific implementations and architectures,
but it is clarifying to distinguish the following five
deliberation functions, schematically depictedinfigure1:
• Planning: combines prediction and search to
synthesize a trajectory in an abstract action space, using
predictive models of feasible actions and of the
environment.
• Acting: implements on-line close-loop feedback
functions that process streams of sensors stimulus to
actuators commands in order to refine and control the
achievement
of
planned
actions.
• Perceiving: extracts environment features to identify
states, events, and situations relevant for the task. It
combines bottom-up sensing, from sensors to
meaningful data, with top-down focus mechanisms,
sensing actions and planning for information gathering.
• Monitoring: compares and detects discrepancies
between predictions and observations, performs
diagnosis
and
triggers
recovery
actions.
• Goal reasoning: keeps current commitments and goals
into perspective, assessing their relevance given
observed evolutions, opportunities, constraints or
failures, deciding about commitments to be abandoned,
and
goals
to
be
updated.
These deliberation functions interact within a complex
architecture (not depicted in Fig. 1) that will be
discussed later. They are interfaced with the
environment through the robot’s platform functions, i.e.,
devices offering sensing and actuating capabilities,
including signal processing and low-level control
functions. The frontier between sensory-motor
functions and deliberation functions depends on how
variable are the environments and the tasks. For
example, motion control along a predefined path is
usually a platform function, but navigation to some
destination requires one or several deliberation skills,
integrating path planning, localization, collisavoidance,

etc. Learning capabilities change this frontier, e.g., in a
familiar environment a navigation skill is compiled
down into a low-level control with precached
parameters. A metareasoning function is also needed
for trading off deliberation time for action time: critical
tasks require careful deliberation, while less important
or more urgent ones may not need, or allow for, more
than fast approximate solutions, at least for a first
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reaction
III. MOTIVATION
The robot’s motivational system is composed of three
inter-related subsystems. One subsystem implements
the robot’s drives, another implements its emotions, and
the last implements its facial expressions. Although the
expressive skills are implemented in the motor system,
here we consider them as part of the motivational
system. We also present relevant aspects of the behavior
system. We present the design specification of each
subsystem in the remainder of this section. Motivations
establish the nature of a creature by defining its needs
and influencing how and when it acts to satisfy them.
The “nature” of my robot is to learn in a social
environment. All drives, emotions, and behaviors are
organized such that the robot is in a state of homeostatic
balance when it is functioning adeptly and is in an
environment that affords high learning potential. This
entails that the robot be motivated to engage in
appropriate interactions with its environment (i.e. the
caretaker), and that it is neither under-whelmed or overwhelmed by these interactions. The Drive Subsystem:
For an animal, adequately satisfying its drives is
paramount to survival. Similarly, for my robot,
maintaining all its drives within their homeostatic
regime is a never-ending, all important process. So far,
the robot has four basic drives. They are as follows: •
Social drive: One drive is to be social, i.e. to be in the
presence of people and to be stimulated by people. This
is important for biasing the robot to learn in a social
context. On the under-whelmed extreme the robot is
lonely, i.e., it is predisposed to act in ways to get into
face to face contact with people. If left unsatiated, this
drive will continue to intensify toward the lonely end of
the spectrum. On the over-whelmed extreme, the robot
is asocial, i.e. it is predisposed to act in ways to
disengage people from face to face contact. The robot
tends toward the asocial end of the spectrum when a
person is over-stimulating the robot.

This may occur when a person is moving to much, is
too close to the
camera, an so on. • Stimulation drive: Another drive is
to be stimulated, where the stimulus can either be
generated externally by the environment or internally
through spontaneous self-play. On the under-whelmed
end of this spectrum, the creature is bored. This occurs
if the creature has been inactive or unstimulated over a
period of time. With respect to learning, this drive also
tends toward the bored end of the spectrum if the
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current interaction becomes very predictable for the
robot. This biases the robot to engage in new kinds of
activities and encourages the caretaker to challenge the
robot with new interactions. On the over-whelmed part
of the spectrum, the creature is confused. This occurs
when the robot receives more stimulation than it can
effectively assimilate, and predisposes the robot to
reduce its interaction with the environment, perhaps by
closing its eyes, turning its head away from the
stimulus, and so forth. • Security Drive. Much of what
the robot learns are anticipatory models of the effects of
its actions on the world. If these models hold true, the
implication is that the the robot can use these
expectations to behave adeptly within the environment.
This drive plays an important role in regulating the
robot’s interaction with its environment where many
(but not all) of these models are effective in guiding
behavior. By doing so, the robot maintains an
environment where it is competent yet slightly
challenged, i.e. it needs to modify its existing models to
better suit its environment or learn new ones. As time
passes and if left unsatiated, the drive tends toward the
secure end of the spectrum. This implies that the robot’s
expectations hold true for its interactions with the
environment. If this is not true, its consummatory
behavior moves the drive toward the insecure end..
IV. PROBLEM STATEMENT
In order to realize the long-term vision of intelligent corobots capable of competent proxemic interaction with
humans, it is important that our research community
fully define the problem space and articulate its inherent
challenges. In particular, we must recognize that many
problems in the space may not be computable or
definable, and must determine ways to address this
challenge moving forward. This paper broadly sketches
six key challenges in the social co-robotics problem
space and suggests several paths toward solving them,
such as Wizardof-Oz constraints and problem
satisfaction.

V. PROPOSED WORK
CONTROL CIRCUIT AND OPERATION While
designing the arm, emphasis was given on the
simplicity of the control circuit and design of the arm.
The basic circuit connection diagram, principle of
operation, and procedure are described below: A.
Control Circuitry The basic control circuitry consists of
3 pieces of DC motor, 2 pieces of Bidirectional Motor
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Driver / H Bridge (L 293), 1 piece of Atmel 8051 series
89S52 microcontroller, 1 piece of 3 Terminal Voltage
regulators (7805) and 6 pieces of SPDT switches. For
plausible results the control circuitry is first simulated
in Proteus software. After successful simulation
practical implementations are made. The whole
simulation is performed and the software circuitry is
imitated in the real life.

B. Operating Principle In this project we have to deal
with 3-D motion and we opted for cylindrical
coordinates (r, θ, z) to accomplish the purpose. We kept
the locus of the arm a circle with constant radius r. To
take the target object to a different location and
different height we used the movement along two
coordinates (rotation along the circumference of the
constant radius circle by the desired angle θ and
subsequent upward or downward displacement along
the z axis). To grab and release the target object we
designed a gripper with a movable segment and two
fixed segments that can hold the target object in either
direction (according to the width of the target object).
For moving along two coordinates (θ, z) and to change
the grip-width we used a DC motor in each case and
coupled it with simple pulley systems. The motor driver
received the signals from the microcontroller and
performed accordingly. For bidirectional rotation we
have used H-bridge motor driver.
Decision Making Module:
Decision making module is the central layer of fault
repair architecture. Based on the report received from
the evaluation module and the policies from
management policies module, the scenario is analyzed
and an appropriate action, for replacement module, is
decided.
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VI. CONCLUSION
Autonomous robots facing a variety of open
environments and a diversity of tasks cannot rely
on the decision making capabilities of a human
designer or teleoperator. To achieve their missions, they
have to exhibit complex reasoning capabilities required
to understand their environment and current context,
and
to
act
deliberately,
in a purposeful, intentional manner. In this paper,
we have referred to these reasoning capabilities
as deliberation functions, closely interconnected
within a complex architecture. We have presented
an overview of the state of the art for some of them.
For the purpose of this overview, we found it
clarifying to distinguish these functions with respect to
their main role and computational requirements: the
perceiving, goal reasoning, planning, acting and
monitoring
functions.
But
let
us
insist again: the border line between them is not
crisp; the rational for their implementation within
an operational architecture has to take into account
numerous requirements, in particular a hierarchy of
closed loops, from the most dynamic inner loop, closest
to
the
sensory-motor
signals
and
commands, to the most “offline” outer loop.
Consider for example the relationship between
planning and acting. We argued that acting cannot be
reduced to “execution control”, that is the
triggering of commands mapped to planned actions.
There is a need for significant deliberation
to take place between what is planned and the
commands achieving it (Fig. 2). This acting deliberation
may even rely on the same or on different planning
techniques as those of the planner, but it has to take into
account
different
state
spaces, action spaces and event spaces than those
of the planner. However, if we insisted to distinguish
these two levels, there is no reason to b elieve
that just two levels is the right numb er. There can
b e a hierarchy of planning–acting levels, each refining
a task planned further up into more concrete
actions, adapted to the acting context and foreseen
events. It would b e convenient and elegant to
address this hierarchy within a homogeneous approach,
e.g., HTN or AHP. But we strongly suspect that
conflicting requirements, e.g., for handling uncertainty
and domain sp ecific representations, favor a variety of
representations
and
approaches.
Many other op en issues, briefly re fe rre d to in
this paper, give rise to numerous scientific challenges.
The relationship from s ensing and acting to
perceiving is clearly one of these bottle ne ck problems
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to which more investigation efforts need to
b e devoted. Acting in an op en world requires going
from anchoring to symbol grounding, from object
recognition to categorization. A development
perspective is to make robots query when needed
and benefit from the growing wealth of knowledge
available ove r the web, within ontologies of textual and
symb olic relations, as well as of images,
graphical
and
ge
ometric
knowledge.
Delib eration functions involve several other op en
issues that we have not discussed in this ove rview ,
among which the noteworthy problems of:
• metareasoning: trading off deliberation time for
acting time, given how critical and/or urgent are
the
context
and
tasks
at
hand;
• interaction and social behavior that impact all
functions discussed here, from the perceiving
requirements of a multi-modal dialogue, to the
planning and acting at the levels of task sharing and
plan
understanding
for
multi-robots
and
man-robotinteraction;
• learning which is the only hope for building the
models required by deliberation functions and
which has a strong impact on the architecture
that would permit to integrate these functions
and allow them to adapt to tasks and environments
therobotisfacing.
We believe that the AI–Robotics synergy is becoming
richer and more complex, and it remains
today as fruitful for both fields as it used to be
in their early beginning. We do hope that this
overview will attract more practitioners to the
challenging problems of their intersection
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Abstract: Information on internet is very huge in size.
Web users need support to manage information easily.
This makes the user’s time consuming because there are
many near-duplicate results. The efficient detection of
near-duplicate articles is very important in many
applications that have a large amount of data. we
introduce algorithms of extracting key phrase and
matching signatures for near-duplicate articles
detection. Based on N-gram (i.e. bigram & trigram)
algorithm for key phrase extraction & jaccard similarity
for finding similarity between documents. Algorithms
are applied on article. Results show that our proposed
methods are more effective than other existing method.
Keywords: keyphrase, similarity, extraction, nearduplicate.

I.
INTRODUCTION
Search engines become the major breakthrough on the
web for retrieving the information. Search engine will
return closest results according to user’s request. The
web user has to go through the long list and inspect the
titles, and snippets sequentially to recognize the
required results. This makes the user’s time consuming
because there are many near-duplicate results. The
efficient detection of near-duplicate articles is very
important in many applications that have a large amount
of data.The main goal of this paper is to extract key
phrases and detect duplicate article in a particular field
based on similarity using Bngram & jaccard similarity
measure. Algorithms are applied on News Debate.
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Experimental results show that our proposed methods
are effective.

II.

LITRETURE REVIEW

[1] Domain-Specific Key phrase Extraction and NearDuplicate Article Detection based on Ontology
In this paper they propose a methodology Based on
ontology, key phrases of articles are extracted
automatically and similarity of two articles is calculated
by using extracted key phrases. Algorithms are applied
on Vietnamese online newspapers for Labor &
Employment. Experimental results show that our
proposed methods. The significant increase in number
of the online newspapers has given web users a giant
information source. The users are really difficult to
manage content as well as check the correctness of
articles. In this paper, we introduce algorithms of
extracting key phrase and matching signatures for nearduplicate articles detection. Based on ontology, key
phrases of articles are extracted automatically and
similarity of two articles is calculated by using
extracted key phrases. Algorithms are applied on

Vietnamese online newspapers for Labor &
Employment.
Experimental results show that our proposed methods
are effective.
[2] Keyphrase Extraction Based on Semantic
Relatedness
In this paper they propose approach to the acquisition of
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transcription errors, incomplete information, lack of
standard formats, or any combination of these factors.
the semantic features within phrases from a single
document. is proposed in this paper, which is used to
extract document key phrases. Semantic relatedness
degrees between phrases are computed using word cooccurrence information in the document, and the
document is represented as a relatedness graph. Key
phrases are extracted based on the semantic relatedness
features acquired from the graph. Our experiments
demonstrate that the proposed key phrase extraction
method always outperforms the baseline methods
TFIDF and Kea. Furthermore, our approach is not
domain-specific and the method generalizes well when
it is trained on one domain (journal articles) and tested
on another (news web pages).
[3] Efficient and Effective Duplicate Detection in
Hierarchical Data
In this paper they propose a novel method for XML
duplicate detection, called XMLDup. XMLDup uses a
Bayesian network to determine the probability of two
XML elements being duplicates, considering not only
the information within the elements, but also the way
that information is structured. In addition, to improve
the efficiency of the network evaluation, a novel
pruning strategy, capable of significant gains over the
optimized version of the algorithm, is presented.
Through experiments, we show that our algorithm is
able to achieve high precision and recall scores in
several data sets. XML Dup is also able to outperform
another state-of-the-art duplicate detection solution,
both in terms of efficiency and of effectiveness.
[4] Duplicate Record Detection: A Survey
In this paper, they present a thorough analysis of the
literature on duplicate record detection. We cover
similarity metrics that are commonly used to detect
similar field entries, and we present an extensive set of
duplicate detection algorithms that can detect
approximately duplicate records in a database. We also
cover multiple techniques for improving the efficiency
and scalability of approximate duplicate detection
algorithms. We conclude with coverage of existing
tools and with a brief discussion of the big open
problems in the area. Often, in the real world, entities
have two or more representations in databases.
Duplicate records do not share a common key and/or
they contain errors that make duplicate matching a
difficult task. Errors are introduced as the result of
[7] A Survey of Text Similarity Approaches
Measuring the similarity between words, sentences,
paragraphs and documents is an important component
in various tasks such as information retrieval, document
clustering, word-sense disambiguation, automatic essay
scoring, short answer grading, machine translation and
text summarization. This survey discusses the existing
works on text similarity through partitioning them into
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[5] A Survey Analysis on Duplicate Detection in
Hierarchical Data
In this paper they given detailed survey analysis and
groundwork on duplicate detection in hierarchical data.
Also we proposed a new idea i.e. use of pruning
algorithm to detect similarity between the objects. This
survey paper is useful to the persons who are doing
research in Duplicate Detection in XML data or
Hierarchical Data. Electronic Data Processing used
automated methods for processing commercial data.
There is big amount of work on discovering duplicates
in relational data; merely elite findings concentrate on
duplication in additional multifaceted hierarchical
structures. Electronic information is one of the key
factors in several business operations, applications, and
determinations, at the same time as an outcome,
guarantee its superiority is necessary. Data superiority,
on the other hand, can be adjusted by different kind of
errors from the heterogeneous domains. Duplicates are
several delegacy of the identical real world thing which
is dissimilar from each other. Duplicate finding a little
assignment because of the actuality that duplicates are
not accurately equivalent, frequently because of the
errors in the information. Accordingly, many data
processing techniques never apply widespread
assessment algorithms which identify precise
duplicates. As an alternative, evaluate all objective
representations, by means of a probably compound
identical approach, to identifying that the object is real
world or not.
[6] Algorithm for Semantic Based Similarity Measure
In a document representation model the Semantic
based Similarity Measure (SBSM), is proposed. This
model combines phrases analysis as well as words
analysis with the use of prop bank notation as
background knowledge to explore better ways of
documents representation for clustering. The SBSM
assigns semantic weights to both document words and
phrases. The new weights reflect the semantic
relatedness between documents terms and capture the
semantic information in the documents. The SBSM
finds similarity between documents based on matching
terms (phrases and words) and their semantic weights.
Experimental results show that the semantic based
similarity Measure (SBSM) in conjunction with Prop
bank Notation has a promising performance
improvement for text clustering.
three approaches; String-based, Corpus-based and
Knowledge-based similarities. Furthermore, samples of
combination between these similarities are presented.
[8] Document Similarity Estimation for Sentiment
Analysis Using Neural Network
In this paper they use a deep architecture neural
network to estimate document similarity. To obtain
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good article similarity estimation we have to generate
good article vectors that can represent all article
characteristics. Hence, we use many stock market news
to train the deep architecture neural network and
generate article vectors with the trained neural network.
And we calculate cosine similarity between labeled
articles and discuss performance of the deep
architecture neural network. In evaluation we do not
focus on articles’ contents but on their sentiment
polarity. Hence, we discuss whether the proposed
method classifies articles according to their sentiment
polarity or not. We confirmed though the proposed
method is an unsupervised learning approach, it
achieves good performance in stock market news
similarity estimation. The results show a deep
architecture neural network can be applied to more
natural language processing tasks.
[9] Detecting Near Duplicates for Web Crawling
Near-duplicate web documents are abundant. Two such
documents differ from each other in a very small
portion that displays advertisements, for example. Such
differences are irrelevant for web search. So the quality
of a web crawler increases if it can assess whether a
newly crawled web page is a near-duplicate of a
previously crawled web page or not. In the course of
developing a near-duplicate detection system for a
In the proposed system we use BNgram algorithm
for key phrase extraction & jaccard similarity for finding
similarity between document.The main goal of this
approach is to find emerging topics in post streams by
comparing the term frequencies from the current time
slot with those of preceding time slots. We propose the
metric which introduces time to the classic score. This
approach indexes all keywords from the posts of the

multi-billion page repository, we make two research
contributions. First, we demonstrate that Charikar's
fingerprinting technique is appropriate for this goal.
Second, we present an algorithmic technique for
identifying existing f-bit fingerprints that differ from a
given fingerprint in at most k bit-positions, for small k.
Our technique is useful for both online queries (single
fingerprints) and batch queries (multiple fingerprints).
Experimental evaluation over real data confirms the
practicality of our design.
[10] Efficient Near-Duplicate Detection for Q&A
Forum

This paper addresses the issue of redundant
data in large-scale collections of Q&A forums. We
propose and evaluate a novel algorithm for
automatically detecting the near-duplicate Q&A
threads. The main idea is to use the distributed index
and Map-Reduce framework to calculate pairwise
similarity and identify redundant data fast and scalable.
The proposed method was evaluated on a real-world
data collection crawled from a popular Q&A forum.
Experimental results show that our proposed method
can effectively and efficiently detect near duplicate
content in large web collection
III. Proposed system
collection. In addition to single keywords, the index
also considers bigrams and trigrams. Once the index is
created, the score is computed for each-gram of the
current time slot based on its document frequency for
this time slot and penalized by the logarithm of the
average of its document frequencies in the previous time
slots .
query and is represented by the red arrow. t is the total

Cosine Similarity Formula :
Sim (dj, q) = ∑i=all t (wi,j * wi,q) / ((∑i=all t

number of terms in our space. In this very simple case

w2i,j)½ * (∑i=all t w2i,q)½)

t=3.

w i,j is weight that term i has for document j. dj is the
document, represented here by the blue arrow. And since
we have only one document, we can call j = 1. q is the
They help

IV CONCLUSION

algorithm for

Keyphase

Extraction

The efficient detection of near-duplicate articles is very
important in many applications, that have a large amount of
data. In this paper we are over viewing techniques for
Keyphase Extracting and finding the similarity Between the
Documents. They helps algorithm of keyphrase extraction.
more exact. This proposed new algorithms of extracting key
phrase and matching signatures for near-duplicate articles
detection. Based on N-gram (i.e. bigram & trigr
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Abstract: There is a huge amount of research work
focusing on the searching, retrieval and re-ranking of
images in the image database. The explosive growth in
sharing and consumption of the video content on the
web creates a unique opportunity for scientific advances
in video retrieval, recommendation and discovery. In
previous paper given that, a novel image re-ranking
framework, which automatically offline learns different
visual semantic spaces for different query keywords
through keyword expansions. The visual features of
images are projected into their related visual semantic
spaces to get semantic signatures. At the online stage,
images are re-ranked by comparing their semantic
signatures obtained from the visual semantic space
specified by the query keyword. The new approach
significantly improves both the accuracy and efficiency
of image and video re-ranking. In this approach, we
focuses on the domain, there are huge amount of data
are to be search. User want to search or access the data
as he require but it will be more complex to stored these
large amount of data in the database, for this purpose
we stored the particular domain specific data in the
database such as flowers , engines etc. We propose the
domain specific semantic signature according to the
particular domain. The visual semantic and signature
are categorized by using clustering.
keywords: re-ranking, Domain, Clustering, QSVSS,
personalized search engine.
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I.
INTRODUCTION
In web search applications, queries are submitted to
search engines to represent the information needs of
users. However, sometimes queries may not exactly
represent users’ specific information needs since many
ambiguous queries may cover a broad topic and
different users may want to get information on different
aspects when they submit the same query. For example,
when the query “the sun” is submitted to a search
engine, some users want to locate the homepage of a
United Kingdom newspaper, while some others want to
learn the natural knowledge of the sun.
Image and video re-ranking, as an effective way to
improve the results of web-based image search, has
been adopted by current commercial search engines.
Given a query keyword, a pool of images is first
retrieved by the search engine based on textual
information. By asking the user to select a query image
from the pool, the remaining images are re-ranked
based on their visual similarities with the query image.
A major challenge is that the similarities of visual
features do not well correlate with images’ semantic
meanings which interpret users’ search intention. On
the other hand, learning a universal visual semantic
space to characterize highly diverse images from the
web is difficult and inefficient. Video retrieval is an
important technology used in the design of video search
engines and extraction of a preliminary set of related
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videos from the database. The necessity of efficiently
querying generally available video data has improved
with the increase in the availability of huge quantities of
such data.
In this project, we propose a novel image re-ranking
framework, which automatically offline learns different
visual semantic spaces for different query keywords
through keyword expansions. The visual features of
images are projected into their related visual semantic
spaces to get semantic signatures. At the online stage,
images are re-ranked by comparing their semantic
signatures obtained from the visual semantic space
specified by the query keyword. The new approach
significantly improves both the accuracy and efficiency
of image re-ranking.
II.
RELATED WORK
In [1] This paper focuses on a novel image re-ranking
framework, which automatically offline learns different
visual semantic spaces for different query keywords
through keyword expansions. In [2] This paper focuses
on a novel Internet image search approach. It only
requires the user to click on one query image with the
minimum effort and images from a pool retrieved by
text-based search are re-ranked based on both visual
and textual content. In [3] This paper focuses on novel
diffusion method which propagates similarities between
different nodes and generates recommendations; then
we
illustrate
how
to
generalize
different
recommendation problems into our graph diffusion
framework. In [4] This paper focuses on the users’
habits, time of use and use environment, can analyze,
judge and then list the optimal recommended
personalized resources. In [5] this paper focuses on the
evaluation and comparison to text-based learning in
terms of ARCS model. The results demonstrate that the
proposed video summarization and recommendation
framework was not only positive with regard to
motivating learners, but also enhanced the video
learning experience significantly. Positive results are
also found in relation to system usage and satisfaction.
In [6] In this paper given that, the Image search mostly
use keywords and they rely on surrounding text for
searching images. How to remove the duplicate images
but here not specify that how to remove the duplicate
videos. In [7] Author present a new approach to
learning attribute –based descriptions of objects. Unlike
earlier works, they do not assume that the descriptions
are hand-labeled. Instead, their approach jointly learns
both the attribute classifiers and the descriptions from
data.

I.

PROPOSED ALGORITHM
A. Techniques:
We propose a novel image re-ranking framework,
which automatically offline learns different visua
semantic spaces for different query keywords through
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keyword expansions. At the online stage, images are reranked by comparing their semantic signatures obtained
from the visual semantic space specifies by the query
keyword. We use the Re-ranking mechanism to
improve both the accuracy and efficiency of image and
video. We use QSVSS algorithm to re-ranking the
videos and image. The re-ranking is based on clickbased and log-based approach. We use the k-means
algorithm for classification and clustering of images and
videos on their visual features.
B. Objectives:
Recommendations based on user feedback and
semantic signatures.
To re-rank the videos based on QSVSS (Query
Specific Visual Semantic Signature)
C. Algorithm:
Provide user with fast video search.
To design a system that will retrieve the video
based on their signatures.
To design a re-ranking algorithm that will arrange
the retrieved video in ranked manner.
To provide users with a video based hosting
website.

II.

EXPERIMENTAL SETUP

The project is having many stages given below:1) Image upload
2) Keyword Search
3) Keyword Expansion
4) Semantic Search
5) Re-ranking and Recommendation mechanism
6) Extracting the image from the database
7) Query Categorization
SNAPSHOTS OF SEMATIC SEARCH

Fig. 1 search images
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IV.

CONCLUSION AND FUTURE WORK
In web search applications, queries are submitted
to search engines to represent the information needs of
users. However, sometimes queries may not exactly
represent users’ specific information needs since many
ambiguous queries may cover a broad topic and
different users may want to get information on different
aspects when they submit the same query. The visual
features of images are projected into their related visual
semantic spaces to get semantic signatures. We propose
the domain specific semantic signature according to the
particular domain. The visual semantic and signature
are categorized by using clustering. Recommendations
based on user feedback and semantic signatures. To
design a system that will retrieve the video based on
their signatures. To design a re-ranking algorithm that
will arrange the retrieved video in ranked manner.

Fig. 2 upload Image

Fig. 3 Re-ranking mechanism

Rerference:

Fig. 4 Constructed final Result

III.

SIMULATION RESULTS

The images for testing the performance of re-ranking
and the images of reference classes can be collected at
different time and from different search engines. We
create three data sets to evaluate the performance of our
approach in different scenarios. In data set I, 1200
testing images for re-ranking were collected from the
Bing Image Search using 120 query keywords. These
query keywords cover diverse topics including animal,
plant, engine, bear, people, apple, etc. Data set II use
the same testing images for re-ranking as in dataset I. In
data set III, both testing images and images of reference
classes were collected from the Bing Image Search but
at
different
time.

Dataset

Keywords
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Abstract: Despite a very strong synergy between Robotics
and AI at their early beginning, the two fields progressed
widely apart in the following decades. However, we are
witnessing a revival of interest in the fertile domain of
embodied machine intelligence, which is due in particular to
the dissemination of more mature techniques from both
areas and more accessibl robot platforms with advanced
sensory motor capabilities, and to a better understanding of
the scientic challenges of the AI{Robotics intersection.The
ambition of this paper is to contribute to this revival. It
proposes an overview of problems and approaches to
autonomous deliberate action in robotics.The paper
advocates for a broad understanding of deliberation
functions. It presents a synthetic perspective on planning,
acting, perceiving, monitoring, goal reasoning and their
integrative architectures, which is illustrated through several
contributions that addressed deliberation from the
AI{Robotics point of view.
I. INTRODUCTION
Robotics is an interdisciplinary integrative _eld,at the
conuence of several areas, ranging from mechanical and
electrical engineering to control the-ory and computer
science, with recent extensionstoward material physics,
bioengineering or cogni-tive sciences. The AI{Robotics
intersection is veryrich. It covers issues such
as:deliberateaction, planning, acting, monitoringand goal
reasoning,perceiving, modeling and understanding open environments, interacting with human and other
robots,learning models required by the above functions,
integrating these functions in an adaptable andresilient
architecture.
Robotics has always been a fertile inspirationparadigm for
AI research, frequently referred toin its literature, in
particular in the above top-ics. The early days of AI are rich
in pioneeringprojects fostering a strong AI research
agendarobotics platforms. at SRI [85] and the Stanford Cart
in the sixties,in the seventies. However, in the
followingdecadesthe two _elds developed in diverging
directions;robotics expanded mostly outside of AI
laboratories. We discuss the main problems involved in their
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development and exemplify a few approaches that addressed
these problems. This \tour d'horizon" allows us to advocate
for a broad and integrative view of de-liberation, where
problems are beyond search in planning, and beyond the
open-loop triggering of commands in acting. We hope
through this perspective to strengthen the AI{Robotics
synergies.
II. RELATED WORK
The first industrial robots, developed in the late 1950s by
George Engelberger and George Devol,were used to
automate repetitive tasks in manufacturing and material
handling. These industrial robots were very simple and even
today most manufacturing robots are not very intelligent.
Tasks for robots that are used nowadays vary from
transporting containers on and off ships to shaving sheep
and milking cows Although autonomous robots were
already invented in the 1960s, it is not until recently that
robots are used for practical purposes. Autonomous robot
applications are couriers in hospitals, security guards and
lawn mowers. Probably the most important application is the
use of autonomous mobile robots in hazardous environments
like minefields or the inside of nuclear plants. During the
cleanup of the Chernobyl disaster, several Russian lunar
explorer robots were used as cleaning vehicles and in 1997
the mobile robot Sojourner landed on Mars to explore the
surface.
III. MOTIVATION
The goal of learning in a robot is to prepare it to deal with
unforeseen situations and circumstances in its environment.
The fact that even the simplest ofnimals seem to b adaptable
suggests that learning must be important for survival in the
animal world.
When is learning useful?
There are two main benefits of learning inbiologicalsystems.
First, learning lets the animal adapt todifferentcircumstances
in the world, giving it widerrangeofenvironmentalconditions
in which it canoperate effectively. Second, learning reduces
the amount of genetic material and intermediate structures
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required for building the complete functioning adult animal.
In some circumstances, it issimpler to build a small structure
capable of constructing a larger one, than to specify thlarger
structure directly.
IV. PROBLEM STATEMENT
Considering such a problem with large number of collected
nodes, the failure is more complex and challenging in
nature. Sensing and data processing are essential. AI have
many more nodes and are more densely deployed .under
very strict energy constraints Node failures are very
improbable unless a part of the deployment area includes
factoring in coverage and ongoing application tasks in the
recovery process and develop a test bed for evaluating the
various failure recovery schemes.
V. PROPOSED WORK
Biology has shown that multi-agent societies, like schooling
fish or insect colonies, offer significantadvantages in the
achievement of community tasks. For example, ants
typically use chemicalcommunication to convey information
to one another. They lay down chemical trails via
pheromonesthat increase efficiency and at the same time
they avoid the need for explicit memory. Decisionmaking
becomes a collective effort rather than a master-slave
decision. Like ants, teams of robots have significant
advantages over individual robots in terms of performance,
sensing capabilities, andfault tolerance
Motion and manipulation planning are key ca-pabilities for a
robot, requiring speci_c represen-tations for geometry,
kinematics and dynamics.Probabilistic Roadmaps and Rapid
Random Treesare well developed and mature techniques for
mo-tion planners that scale up e_ciently and allow
fornumerous extensions [61]. The basic idea is to randomly sample the con_guration space of the robot(i.e., the
vector space of its kinematics parameters)into a graph where
each vertex is a free con_gura-tion (away from
obstacles)and each edge a directlink in the free space
between two con_gurations.Initial and goal con_gurations
are added to thisgraph, between which a path is computed.
Thispath is then transformed into a smooth
trajectory.Manipulation planning requires _nding feasible
se-quences of grasping positions, each of which is apartial
constraint on the robot con_guration thatchanges its
kinematics [87]. Many other open prob-lems remain in
motion and manipulation planning,such as dynamics and
stability constraints, e.g. for
a humanoid robot [46], or visibility constraints toallow
forvisual
servoing
[14]Task
planning
and
motion/manipulation plan-ning have been brought together
in several work.The Asymov planner [12] combines a statespaceplanner with a search in the motion con_gurationspace.
It de_nes places which are both states, awell as sets of free
con_gurations. Places de_nebridgesbetween the two search
spaces. The statespacesearch prunes a state whose

ISSN NO: 2454-1958

correspond-ing set of free con_gurations does not meet current reachabilityconditions. Asymov has been ex-tended to
manipulation planning and to multi-robot planninof
collaborative tasks, such as tworobots assembling atableThe
integration of motion and task planningis also explored in
[96] with Angelic HierarchicalPlanning (AHP). AHP plans
over sets of stateswith the notion of reachable set of states.
Thesesets are not computed exactly, but bounded, e.g.,by a
subset and a superset, or by an upper and alower bound cost
function. A high-level action hasseveral possible
decompositions into primitives. Aplan of high-level actions
can be re_ned into theproduct of all feasible decompositions
of its ac-tions. A plan is acceptable if it has at least one
feaible decomposition. Given such a plan, the robotchooses
opportunistically a feasible decomposingfor each high-level
action (AHP refers to the an-gelic semantics
ofnondeterminism). The boundsused to characterize
reachable sets of states areobtained by simulation of the
primitives, includ-ing through motion and manipulation
planning,for random values of the state variables.explicit in
planning and re_nement steps. The latter

VI. CONCLUSION
Its main role is to manage the set of objec-tives the system
wants to achieve, maintain or su-pervise. It may react to new
goals given by theuser or to goal failure reported actingand
mon-itoring. In several implementations, this functionis
embedded in the planning or acting functions.It clearly
shares similarities with the monitoringfunction. Still, Goal
Reasoning is not akin to plan-ning as it does not really
produce plan, but merelyestablish new goals and manage
existing one whichare then passed to the planner. Similarly
to mon-itoring, it continuously checks unexpected
eventsorsituations. These are analyzed to assess currentgoals
and possibly establish new goals. Some sys-tems have a
dedicated component to perform thishigh-level function. For
example, Goal Driven Au-tonomy (GDA) approaches model
and reason onvarious and sometime conicting goals an agent
may have to consider. GDA reasoning focus ongoal
generation and management

References
[1] B. Argall, S. Chernova, M. Veloso, and B. Browning. Asurvey of robot
learning from demonstration. Roboticsand Autonomous Systems,
57(5):469{483, 2009.
[2] T. Bailey and H. Durrant-Whyte. Simultaneous localizationandmapping
(SLAM): part II. IEEE Roboticsand Automation Magazine, 13(3):108
{117, 2006.
[3] M. Beetz. Structured reactive controllers: controllingrobots that perform
everyday activity. In Proceedings of the annual conference on Autonomous
Agents, pages 228{235. ACM, 1999.
[4] M. Beetz and D. McDermott. Improving Robot Plans During Their
Execution. In Proc. AIPS, 1994.
[5] S. Bernardini and D. Smith. Finding mutual exclusion invariants in
temporal planning domains. In Seventh International Workshop on
Planning and Scheduling for Space (IWPSS), 2011.
[6] J. Bohren, R. Rusu, E. Jones, E. Marder-Eppstein, C. Pantofaru, M.
Wise, L. Mosenlechner, W. Meeussen, and S. Holzer. Towards autonomous

Special Issue Tech-Ed 2016 (International Conference)

Page 26

robotic butlers: Lessons learned with the PR2. In Proc. ICRA, pages
5568{5575, 2011.
7] R. Bonasso, R. Firby, E. Gat, D. Kortenkamp, D. Miller, and M. Slack.
Experiences with an Architecture for Intelligent, Reactive Agents.

Journal of Experimental and Theoretical
Intelligence, 9(2/3):237{256, April 1997.

Arti_cial

[9] C. Boutilier, T. Dean, and S. Hanks. Decision- Theoretic Planning:
Structural Assumptions and Computational Leverage. Journal of AI
Research, 11:1{94, May 1999.
[10] R. Brooks. A robust layered control system for a mobile robot. IEEE
Journal of Robotics and Automation

[8] A. Bouguerra, L. Karlsson, and A. Sa_otti. Semantic Knowledge-Based
Execution Monitoring for Mobile Robots. In Proc. ICRA, pages
3693{3698, 2007.

ISSN NO: 2454-1958

Special Issue Tech-Ed 2016 (International Conference)

Page 27

A TECHNIQUE FOR SIMULATION OF DIGITAL
FORENSIC ARCHITECTURE FRAMEWOR
1

MS. SMITA KAMBLE
Computer Engineering, Department of M.TECH CSE Tulsiramji Gaikwad-Patil College of Engineering and Technology Nagpur,
India
Email: smitakmbl80@gmail.com
2

PROF. SULBHA PATIL & PROF. RAJIV DHARASKAE
Computer Engineering, Department of M.TECH CSE Tulsiramji Gaikwad-Patil College of Engineering and Technology Nagpur,
India
Email: mgirc@tgpcet.com

Abstract:Cloud services are now sources of potential
evidence in a vast range of investigations and network traffic
also follows a growing trend and in cyber security the
necessity of sifting through vast amount of data quickly is now
paramount. Digital crime inflicts immense damage to users
and systems and now it has reached a level of sophistication
that makes it difficult to track its sources or origins especially
with the advancements in modern computers, networks and the
availability of diverse digital devices. Forensic has an
important role to facilitate investigations of illegal activities
and inappropriate behaviors using scientific methodologies,
techniques and investigation frameworks. Digital forensic is
developed to investigate any digital devices in the detection of
crime. Digital crime inflicts immense damage to users and
systems and now it has reached a level of sophistication that
makes it difficult to track its sources or origins especially with
the advancements in modern computers, networks and the
availability of diverse digital devices. Forensic has an
important role to facilitate investigations of illegal activities
and inappropriate behaviors using scientific methodologies,
techniques and investigation frameworks. A complete
framework incorporating views from computer scientists,
lawyers, law enforcement in related the field, needs to be
developed. Such a framework should provide the basis from
which a set of standards will be generated. In this paper, we
propose a new mechanism based on digital forensic
architecture framework in open cloud computing environment.
Again in our mechanism we have to use the clustering and
merging algorithm to improve the performance
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I.
INTRODUCTION
Privacy and data protection are among the prime problems
of the information society. Many of us are concerned about the
fact that electronic data concerning us can be used for
purposes beyond our control. Privacy therefore has a close
relationship with security[3]. If data on us is not secure then
this can threaten privacy. This line of argument suggests that
privacy requires security. Forensic or forensic science is the
term given to an in vestigation of a crime using scientific
means or used to describe crime detection in general[2]. It is
the application of a broad spectrum of sciences to answer
questions of interest to a legal system. The emergence of
forensic comes from the incidence of criminal, illegal and
inap- propriate behaviors. As a result, computer and network
forensics have evolved to assure proper presentation of
computer crime evidentiary data into court. The main purpose
of forensic is to identify the origin while maintaining the chain
of custody in order to enable the legal process to take its due
course [2].If any computer related incident happens,
fundamental questions to answer are when and where
theincident occurred and, from which device, system and
geographic location did the incident originate[6]. Hence, there
is a need in the forensic areas on investigation process in order
to gather the evidence to be used on identifying the offender.
A digital investigation is a process of answering questions
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about digital states and events. In contrast, a digital forensics
investigation is a special case of digital investigation where the
procedures and techniques used will allow the results to be
entered into a court of law [3].
Applying scientifically valid methods implies important
concepts and principles to be respected when dealing with
digital evidence. Among others we can cite. Previous
validation of tools and procedures- Tools and procedures
should be validated by experiment prior to their application on
actual evidence[2].Reliability- Processes should yield
consistent results and tools should present consistent
behaviour over time[11].Repeatability- Processes should
generate the same results when applied to the same test
environment[4].Documentation-Forensic activities should be
well-documented, from the inception to the end of evidence
life-cycle. On one hand strict chain-of-custody procedures
should be enforced to assure evidence integrity and the other
hand complete documentation of every activity is necessary to
ensure repeatability by other analysts[1]. Preservation of
evidence– Digital evidence is easily altered and its integrity
must be preserved at all times, from the very first stages of
operations, to avoid spoliation and degradation[4].Both
technical (e.g. hashing) and organizational (e.g. clear
accountability for operators) measures are to be taken.These
basic tenets are currently being challenged in many ways by
the shifting technological and legal landscape practitioners
have to confront with.
While this paper shall not dwell much on the legal side of
things, this is also obviously something that is always to be
considered in forensics.[8]Digital forensics refers to the
acquisition, preservation, analysis and presentation of digital
evidence produced from the investigation of digital related
crimes. Digital evidence recovered from the scenes of digital
crimes are defined by Casey (2004) as “any data stored or
transmitted using a computer that support or refute a theory of
how an offence occurred or that address critical elements of
evidence such as alibi”.The basis of the investigation of any
technological/digital related criminal act is reliant on digital
evidence, which as alluded to before, is acquired through the
digital forensics process. [1]The definition or description of
this process may vary depending on the expertise of the
investigator or their background. This highlights one of the
main issues in the field - the lack of a standard set of
methodologies to carry out the digital forensics process.
II RELATED WORK
There are a myriad of existing digital forensic models
some of which have been developed by organisations for their
own use, or by law enforcement personnel for their own
countries and even by other individuals based on their
background, objective and even their employers’ needs
(Salemat et al 2008) and (Perumal 2009). These
methodologies are in some part driven by the tools available to
the investigator and focus on either the technical or legal
aspects of the investigation. However, there are other models
that focus solely on the acquisition of the evidence ignoring all
other phases that may be required by a “forensic”
investigation. These models all have positive and negative
attributes most of which will be highlighted in this
section[11].K-means clustering is a method of vector
quantization, originally from signal processing, that is popular
for cluster analysis in data mining. k-means clustering aims to
partition n observations into k clusters in which each
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observation belongs to the cluster with the nearest mean,
serving as a prototype of the cluster. This results in a
partitioning of the data space into Voronoi cells. The problem
is computationally difficult (NP-hard); however, there are
efficient heuristic algorithms that are commonly employed and
converge quickly to a local optimum. In 2002, Reith, Carr and
Gunsch proposed a model that had a number of phases in
which at least two phases overlap. This model is based on the
one developed by DFRWS previously (DRFWS, 2002)[3].
The phases proposed include identify, prepare, approach
strategy, preserve, collect, examine, analyse, present and
return evidence.
This model, despite addressing some of the core areas of
forensics, such as it does not include any suggestion of getting
authorisation to preserve and /or collect the evidence, which is
very important with regards to the legal aspects of any
forensics process. Digital forensic frame work is a well studied
research area in the centralise system. On a higher level
investigations and intelligence analysis- can profit from
sophisticated analysis of such datasets as social network
structures, corpora of text to be analyzed for authorship and
Attribution.Existing work that contain the lost of classification
and data mining problems. Finally, MapReduce framework is
design to reduce the data set for the analysis and data mining
[4]. Other efforts focus on enabling MapReduce to support a
wider range of applications. MRPSO [15] utilizes the Hadoop
implementation of MapReduce to parallelize a computeintensive application, called Particle Swarm Optimization.
Researchers from Intel currently work on making MapReduce
suitable for performing earthquake simulation, image
processing and general machine learning computations [14].
MRPGA [20] is an extension of MapReduce for GA
applications based on MapReduce.NET. These are usually
similar to the expectation-maximization algorithm for
mixtures of Gaussian distributions via an iterative refinement
approach employed by both algorithms. Additionally, they
both use cluster centers to model the data; however, k-means
clustering tends to find clusters of comparable spatial extent,
while the expectation-maximization mechanism allows
clusters to have different shapes[4]. The algorithm has a loose
relationship to the k-nearest neighbor classifier, a popular
machine learning technique for classification that is often
confused with k-means because of the k in the name. One can
apply the 1-nearest neighbor classifier on the cluster centers
obtained by k-means to classify new data into the existing
clusters.
III PROPOSED ALGORITHM
C. Aprioric Algorithm
In data mining, association rule learning is a popu lar and well
researched method for discovering
interesting relations
between variables in large databases. Piatetsky-Shapiro
describes analyzing and presenting strong rules discovered in
databases using different measures of interestingness. Based
on the concept of strong rules, Agrawal introduced association
rules for discovering regularities between products in large
scale transaction data recorded by point-of-sale (POS) systems
in supermarkets. Such information can be used as the basis for
decisions about marketing activities such as, e.g., promotional
pricing or product plaments[5]. In addition to the above
example from market basket analysis association rules are
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employed today in many application areas including Web
usage mining, intrusion detection and bioinformatics.
Association rule generation is usually split up into two
separate steps:
1.First, minimum support is applied to find all frequent
itemsetsin a database.
2.Second, these frequent itemsets and the minimum con
fidence constraint are used to form rules. While the second
step is straight forward, the first step needs more attention[8].
Finding all frequent itemsets in a database is difficult since it
involves searching all possible item sets (item combinations).
The set of possible itemsets is the power set over Iand has size
2n− 1 (excluding the empty set which is not a valid itemset).
Although the size of the powerset grows exponentially in the
number of items n in I, efficient search is possible using the
downward-closure property of support (also called antimonotonicity) which guarantees that for a frequent itemset, all
its subsets are also frequent and thus for an infrequent itemset,
all its supersets must also be infrequent. Exploiting this
property, efficient algorithms (e.g., Apriori and Eclat) can find
all frequent itemsets.
D. K-means Algorithm
A popular heuristic for k-means clustering is Lloyd's
algorithm. In this paper, we present a simple and efficient
implementation of Lloyd's k-means clustering algorithm,
which we call the filtering algorithm. Simply speaking it is an
algorithm to classify or to group your objects based on
attributes/features into K number of group. K is positive integer
number. The grouping is done by minimizing the sum of squares
of distances between data and the corresponding cluster
centroid[6]. Thus, the purpose of K-mean clustering is to classify
the data. This algorithm is easy to implement, requiring a kdtree as the only major data structure. We establish the practical
efficiency of the filtering algorithm in two ways. First, we
present a data-sensitive analysis of the algorithm's running
time, which shows that the algorithm runs faster as the
separation between clusters increases. Second, we present a
number of empirical studies both on synthetically generated
data and on real data sets from applications in color
quantization, data compression, and image segmentation.
E. MapReduce Framework
large-scale clusters that form the basic MapReduce has
become the programming model used for processing parallel
data-intensive applications and recently popularized by many
large companies. It can be capable to represent several types of
applications that can be reduced to two functions: map and
reduce. Considering the huge amount of processed data
transferred among tens of thousands of computational nodes,
MapReduce is suitable to be used in grids, clusters or Cloud
Computing environments. As an example, Google [2] has
effectively proved the use of MapReduce to automatically
parallelize computations across components of cloud
computing systems [10].
F. Live Forensic
Forensic methodologies, generally fall into two broad camps.
The first is the “pure” pull-the-plug traditional forensic
methodology advocated for many years by most of the law
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enforcement community. This methodis great for preserving
data on disk, but you lose allot of volatile data which may be
useful[6]. A skillful attacker may never even write their files
to disk. A real world example of this is the code red worm.
The second methodology, live forensics, recognizes the value
of the volatile data that may be lost by a power down and
seeks to collect it from a running system. As any such action
will in some minor ways later the system, it is not pure in
forensic t erms. Many people, including the author of this
presentation, feel this is an acceptable tradeoff given the value
of the data that can be collected from a running system (with
minimal impacts).
II.

CONCLUSION

A standardized methodology (way of working) will
be of benefit to all involved in the world of digital forensics.
The definition of a framework that includes all aspects and
core fields that are involved in the digital forensics process
will help to alleviate some of the issues that exist within the
discipline at present. It has been identified that although
several subject areas are impacting on the field there is no
collaborative and integrated approach. Digital forensics is a
wide area and thus all professionals that are impacted must be
able to communicate eliminating “area specific” jargon and
assumptions that one field is more important than the
other.Computer Scientists must accept that to be digital
forensics practitioners they must become knowledgeable of the
different laws that are related to the field. The challenges of
big data evidence already at present highlight the necessity of
revising tenets and procedures firmly established in digital
forensics. We have presented the analysis of Hadoop trace
derived from a single-node production Hadoop cluster. The
trace covers the jobs execution files. Proving the feasibility of
MapReduce architecture. We also explored the challenges
presented by cloud environments to execute MapReduce
computations.
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Abstract:Third Party apps are a major reason for the
popularity and addictiveness of Facebook.Unfortunately
hackers have realized the potential of using apps for
spreading malware and spam.Key contribution is in
developing FRAppE-Facebook Rigorous Application
Evaluator the tool focused on detecting malicious apps on
Facebook.
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INTRODUCTION

Online social networks (OSN) enable and encourage third
party applications (apps) to enhance the user experience on
these platforms. Such enhancements include interesting or
entertaining ways of communicating among online friends,
and diverse activities such as playing games or listening to
songs. For example, Facebook provides developers an API
that facilitates app integration into the Facebook userexperience. There are 500K apps available on Facebook
and on average, 20M apps are installed every day
Furthermore, many apps have acquired and maintain a large
user base. For instance, FarmVille and CityVille apps have
26.5M and 42.8M users to date. Recently, hackers have
started taking advantage of the popularity of this third-party
apps platform and deploying malicious applications.
Malicious apps can provide a lucrative business for hackers,
given the popularity of OSNs, with Facebook leading the
way with 900M active users . There are many ways that
hackers can benefit from a malicious app: (a) the app can
reach large numbers of users and their friends to spread
spam, (b) the app can obtain users’ personal information
such as email address, home town, and gender, and (c) the
app can “re-produce" by making other malicious apps
popular. To make matters worse, the deployment of
malicious apps is simplified by ready-to-use toolkits starting
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at $25 . In other words, there is motive and opportunity, and
as a result, there are many malicious apps spreading on
Facebook every day.
Despite the above worrisome trends, today, a user has very
limited information at the time of installing an app on
Facebook. In other words, the problem is: given an app’s
identity number (the unique identifier assigned to the app by
Facebook), can we detect if the app is malicious? Currently,
there is no commercial service, publicly-available
information, or research-based tool to advise a user about
the risks of an app. As we show in Sec. 3, malicious apps
are widespread and they easily spread, as an infected user
jeopardizes the safety of all its friends. So far, the research
community has paid little attention to OSN apps
specifically.. A recent work studies how app permissions
and community ratings correlate to privacy risks of
Facebook apps . Finally, there are some community-based
feedback driven efforts to rank applications,such as
Whatapp.
A social networking site is a website where each user has a
profile and can keep in contact with friends, share their
updates, meet new people who have the same interests.
These Online Social Networks (OSN) uses web2.0
technology, which allows users to interact with each other.
These social networking sites are growing rapidly and
changing the way people keep in contact with each other.
The online communities bring people with same interests
together which makes users easier to make new friends.
II LITERATURE REVIEW
Md Sazzadur Rahman, Ting-Kai Huang, Harsha V.
Madhyastha, and Michalis Faloutsos [1] This paper give the
details on Malicious Application and their ecosystem,their
characteristics and little is understood about characteristics
of malicious Facebook App and how they operate also
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showed that malicious apps differsignificantly from benign
apps with respect to several features. For example,
malicious apps are much more likely to share names with
other apps, and they typically request fewer permissions
than benign apps.
Monika Verma, Divya, Sanjeev Sofat [2] This paper
presents many methods have been developed and used by
various researchers to find out spammers in different social
networks. that most of the work has been done using
classification approaches like SVM, Decision Tree, Naive
Bayesian, and Random Forest. Detection has been done on
the basis of user based features or content based features or
a combination of both.
Jason R.C. Nurse, Oliver Buckley, Philip A. Legg, Michael
Goldsmith, Sadie Creese Gordon R.T. Wright, Monica
Whitty [3] Paper shows Insiders who constitute a threat can
have a significant impact on the systems, processes and data
of an organisation, and ultimately, cause irreparable damage
to its activities and reputation. To tackle this problem
properly, enterprises need to have a good understanding of
the threat that they face, and the various aspects that are
likely to be involved
Katharina Krombholz, Heidelinde Hobel, Markus Huber,
Edgar Weippl [4] This paper, described common attack
scenarios for modern social engineering attacks on
knowledge workers. BYOD-policies and distributed
collaboration as well as communication over third-party
channels a variety of new attack vectors for advanced social
engineering attacks.Abdullah Algarni and Yue Xu [5] This
paper explained the risks associated with SNSs in terms of
social engineering presented two conceptual models; each is
based on different aspects. Phase-based, and source-based
models. Phase-based, and source-based models have been
presented along with an intensive and comprehensive
overview of social engineering attacks in social networks
sites.Paper explained that successful attackers of SNSs go
through eight different phases, and come from three
common sources.Md Sazzadur Rahman, Ting-Kai Huang,
Harsha V. Madhyastha, Michalis Faloutsos [6] Paper present
the design and implementation of a Facebook application,
MyPageKeeper that develop specifically for the purpose of
protecting Facebook users from socware. In this paper, we
presented the design and implementation of MyPageKeeper,
a Facebook application that can accurately and efficiently
identify socware at scale.Sangho Lee and Jong Kim [7]
Paper focuses on the correlations of multiple redirect chains
that share redirection servers.and implemented a real-time
classification system identify meaningful characteristics of
suspicious URLs. They use a number of different Twitter
accounts and shortened URLs, or a number of domain
names and IP addresses to cloak the same suspicious URLs.
They also use long redirect chains to avoid investigation.
Moreover, they appear more frequently in the Twitter public
timeline than benign URLs. These characteristics are the
basis for the feature models we employ to classify
suspicious URLs.
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Hongyu Gao Yan Chen Kathy Lee [8] Paper has URL
comparison to detect spam messages which are then
identified by a trained classifier,describe work to provide
online spam filtering for social networks use text shingling
and URL comparison to incrementally reconstruct spam
messages into campaigns, which are then identified by a
trained classifier.
M.A. Devmane N.K. Rana [9] Paper explained Current
risks of privacy on OSN, privacy policies and some
protection methods status quo are summarized and reviewed
in the paper Information acquisition can be done directly
accessing the profile by using an attack technique and data
mining techniques.
Zi Chu, Steven Gianvecchio, Haining Wang and Sushil
Jajodia [10] In this paper, we have studied the problem of
automation by bots and cyborgs on Twitter. As a popular
web application, Twitter has become a unique platform for
information sharing with a large user base
Amit A. Amleshwaram, Narasimha Reddy, Sandeep Yadav
Guofei Gu, Chao Yang [11] This paper propose several
features for spammer detection on Twitter. We introduce
features which exploit the behavioral-entropy, profile
characteristics, bait analysis, and the community property
observed for modern spammersIasonas Polakis Marco
Lancini Georgios Kontaxis [12] This paper pointed out the
security weaknesses of using social authentication as part of
a two-factor authentication scheme, focusing on Facebook’s
deployment. An attacker manages to acquire the first factor
(password), he can access, on average, 42% of the data used
to generate the second factor, thus, gaining the ability to
identify randomly selected photos of the victim’s friends.
Tao Stein Erdong Chen Karan Mangla [13] This paper
overviews the threats to the graph and describes the system
currently in production protecting the Facebook graph. The
main contribution of this work is an integrated system for
machine learning on an adversarial problem.
Na Wang Heng Xu Jens Grossklags [14] Paper identifies a
number of challenges at the interface between the
representation of material terms to users and the underlying
data collection and transmission practices by apps: During
the process of adding an app to their profiles, users do not
have any control to limit the app’s access to their personal
information or restrict the app’s publishing practices
Manuel Egele, Gianluca Stringhini Christopher Kruegel
and Giovanni Vigna [15] This paper, presented a novel
approach to detect compromised accounts in social
networks. More precisely and developed statistical models
to characterize the behavior of social network users, and we
used anomaly detection techniques to identify sudden
changes in their behavior.
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Kurt Thomas Chris Grier, Justin Ma, Vern Paxson, Dawn
Song [16] In this paper Monarch is a real-time system for
filtering scam, phishing, and malware URLs as they are
submitted to web services. Explored the distinctions
between email and Twitter spam, including the overlap of
spam features, the persistence of features over time,and the
abuse of generic redirectors and public web hosting.
Andrew Besmer Jason Watson Heather Richter Lipford [17]
Paper Determines the impact that a social navigation cue
had on application access control policies. Paper
demonstrate that such cues can impact user decisions, but
only if the cue is sufficiently strong.
Kyumin Lee James Caverlee Steve Webb [18] This paper,
presented the design and real-world evaluation of a novel
social honeypot-based approach to social spam detection.
overall research goal is to investigate techniques and
develop effective tools for automatically detecting and
filtering spammers who target social systems. By focusing
on two different communities, we have seen how the general
principles of (i) social honeypot deployment, (ii) robust
spam profile generation, and (iii) adaptive and ongoing
spam detection can effectively harvest spam profiles and
support the automatic generation of spam signatures for
detecting new and unknown spam.
Kurt Thomas David M. Nicol [19] Paper shows Sites such
as Facebook and Twitter are becoming increasingly
attractive targets for spam, phishing, and malware. The
Koobface botnet in particular has honed its efforts to exploit
social network users, leveraging zombies to generate
accounts, befriend victims, and to send spam.
Weibo Chu, Bin B. Zhu, Feng Xue, Xiaohong Guan ,
Zhongmin Cai [20] This paper
investigated the
effectiveness of machine learning based phishing detection
with known protected Websites. Only lexical and domain
features were used since many phishing URLs had a short
life span, and these features were typically still available
even when phishing Webpages were inaccessible.
III PROPOSED ARCHITECTURE
System will provide a convenient way to user to save their
Facebook profile with various malicious apps, post and
pages.
user
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Request
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server
Return
Permission
Dialogue

FRAppE
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Server
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Application
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Page
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post,apps on
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Fig. System Architecture
60% of malicious apps endanger more tham ggvgfv
100K users
each by convincing them to follow the links onhgvh
the posts
made by these apps and 40% of malicious apps have over
1000 monthly active users each.To achieve this we
have use
Hdshd
Facebook Graph API and data from MyPageKeeper
a
sbdhsf
security app in Facebook that monitors the dfhfd
Facebook
profiles of 2.2 million users.The Graph API is the primary
way for apps to read and write to the Facebook social
graph.It’s low level HTTP based API that you can use to
query data,post new stories,manage ads,upload photos and a
variety of other tasks that an app might need to do and will
provide multiuser access.First,we identify a set of features
that helps us distinguish maliciouss apps from benign ones.
ss
IV CONCLUSION
Application present a convenient means for hackers to
spread malicious content on Facebook.However little is
understood about the characteristics of malicious apps and
how they operate.This Application showed that malicious
apps differ significantly from benign apps with respect to
several features
FRAppE detect malicious apps on Facebook accurately.
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Abstract:In today’s digital world while investigating
digital crime in cloud computing digital forensic is a critical
technology. Huge rush of data involving physical
inaccessibility , lack of easy to deploy software and lack of
interoperability among the forensic data processing software
are the major challenges in the field of digital forensic. The
current digital forensic research is related to collection of
data and performs it locally. Digital Forensic has become
more and more complex due to change in mode of storage.
Huge dataset are generated and the physical location of
storage is inaccessible in digital forensic which make it
more complex for investigator. We are proposing a
framework for investigator to build their custom workflow
on cloud data and perform forensic at the cloud environment
only. The expected result shows the improvement in
analysis time.
Keywords— cloud computing; digital forensics.
I.

INTRODUCTION

Now a day cloud computing is widely accepted by
business houses and other big IT companies, it is so popular
because of its unique feature pay as you go services , and
high degree scalability and low cost computing. [2].
According to definition of National Institute of
Standard and technology (NIST) “ cloud computing is a
model that provides a convenient means of on demand
network access to shared pool of configurable computing
resources (e.g. network, servers, storage, application and
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services)which will space provisioned and released with
marginal management effort or services supplier interaction.
[3]Collection of cloud in a World Wide Web using internet
for providing technology enabled services is called cloud
computing. Users are able to access the World Wide Web
using cloud without worrying about maintenance and
management requirement in a scalable fashion. Users and
clients access application from anywhere in the world using
demand technique as cloud provide infrastructure just in a
similar way as traditional utility like gas, electricity, and
water are provided.[4]The cloud model is made of five
essential characteristics, three service models and four
deployment models. [5]
Essential Characteristics:





On demand self – service.
Broad network access.
Resource pooling
Rapid elasticity
Measured service.

Service model:



Software as service (SaaS)
Platform as a service (PaaS)
Infrastructure as service (IaaS)

Deployment model:-
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are four categories of Cloud Computing i.e. private
cloud, community cloud, public cloud and hybrid cloud.

Private cloud.
Community cloud
Public cloud
Hybrid cloud

Cloud computing uses a shared pool of virtualized
and configurable computer system of both hard ware and
software which are used over a network to deliver services.
Now a day cloud computing is used everywhere, research
institutes, Govt. dept and big industries are using cloud
computing to solve their increasing computing and storage
demands. [1]Govt. dept and big industries started using cloud
computing after verifying security structure provided by
Cloud Service Provider (CSP). Though Cloud Service
Provider provides toughest security mechanism, it is an easy
target for hackers and online intruders to breach security
mechanism as huge revenue is involved in cloud system.
When such breaches happen in cloud computing and theft to
data of user, the forensic can be used to find evidences
regarding breach and prove the intruder guilty before the
court of law. [6]National Institute of Standard and
Technology (NIST) defines Digital Forensic as “an applied
science to identify an incident, collection, examination, and
analysis of evidence data”.[2]Digital Forensics uses scientific
method for identifying cyber crime. It extracts digital
evidences from digital sources which are useful for
precaution of breach or digital crime. Acquiring and
enhancement of legal evidences found in digital media is the
objective of Digital Forensics. [4]While performing
investigation there are four main challenges in front of
Digital Forensic investigator.
 Digital Forensic investigators are unable to trace
the
information as physical storage of data is
inaccessible.


It is difficult to deploy investigating tool on
cloud and its configuration over different cloud
architecture make it complex for configuration.



Lack of interoperability among software.



Antiforensic technique.

In current scenario Digital Forensic researches is limited to
collection of data from cloud and perform investigation on
local machines. Examiners are unable to build their
customized work flow framework for forensics over cloud.
To fill this gap and provide examiner a platform to handle
such large data is our main objective.
The rest of this paper is organized as follows. Related work
is discussed in Section II. Section III presents the proposed
system. Section IV explains the algorithm and techniques.
Section V concludes the paper.

Cloud Computing is dependent on network access.
Since private and public network, forensic investigation
come under the network forensic; author Ruan et al. defines
cloud forensic behave as network forensic [8]. It is not so
easy to examine and analysis log evidences present in cloud
because they are in heterogeneous format. Solution of this
problem proposed by author Marty [9]. Keyun Ruan et al.
proposed new forensic tools and updated the existing Digital
Forensic tools which support the cloud framework [10].
FROST – Forensic tools for OpenStack cloud are
studied in [11]. Through FROST examiner can acquire an
images of virtual disk. There are so many tools available
which are used in investigation such as OSForensic [12],
FTK [13], and Intella [14]. All this are running on local
machines.
The Slueth Kit, Digital Forensic Framework FTK,
and Encase etc. are the single drive analysis tools. Cross
drive analysis and forensic feature extraction is discussed in
paper [6].Processing large amount of data on a cluster on
commodity server is possible through MapReduce
programming model [15].For a MapReduce application by
using consecutive set of blocks of file author
Ananthanarayanan et al. [16] proposed an optimized cluster
file system for analysis of large data set. Apache Pig [17] is
a platform using MapReduce programming model.
We studied Slueth Kit [18] which is cloud based
version. In Slueth Hadoop [19] analysis work flow is fixed
but doesn’t support the work flow management and in
collaborative
software
development.
Collection,
examination, analysis and reporting are the four phases
involved in Digital Forensics [20]. Two attack i.e. DDos
attack and unauthorized file sharing are detected by live
forensic proposed system which is discussed in paper [21]
Android operating system are used in most of the
electronic devices like tablet, television, smart phones,
gaming devices etc. due to shortcomings of investigating
tools and inefficient knowledge regarding forensic in
Android the author[22] proposed efficient framework for
forensic which is used for evidence extraction from android
devices.
Disaster recovery is essential when there is routine
interruption occurs such as, security breaches, hardware
failure and power line cut happens. Organization uses cloud
computing for such recovery. Using disaster recovery
technique on virtual machines data can be maintained,
protected and replicated by extracting last Restore Point.
[23]

II . RELATED WORK

Cloud Computing categories are defined by NIST
(National Institute of Standard and Technology) [7]. There
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III . PROPOSED SYSTEM

Forensic cloud consist of two distinct layers i.e.
service layer and physical resource layer. Service layer is
consisting of three parts.




Forensic Data Manager.
Forensic Application Manager.
Forensic Workflow Manager.

Physical resource layer is made up of physical
device and cloud storage [1].
Forensic Data Manager: “Circular Reference” i.e.
Antiforensic approach mitigates forensic data manager
which store all the information about directory into single
folder.
Forensic Application Manager: Software which is required
and useful for forensics are tagged by application manager
in the app store. It also generates XML Scheme files.
Forensic Workflow Manager : All the jobs send by
investigator schedules by workflow manager. It splits the
job into multiple tasks and performs the scheduling
according to sequence.
IV . TECHNIQUE AND ALGORITHM

HBase:- Data manager maintain all the metadata of files in
HBase. Metadata contains all the useful information about
files such as its directory structure. [1]
MapReduce:- MapReduce is a programming model which is
useful for generating and processing large data set with a
parallel, distributed algorithm on a cluster [15].
V . CONCLUSION.

We have proposed a Digital Forensics technique which
works on workflow management scripts, written by
investigator that can be applied directly on the cloud, instead
of local machine. From dynamic large data set efficient data
analysis done through MapReduce technique. Digital
Forensics framework is the expected result of our research.
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IJARCSMS Vol. 3, issue 8, aug 2015 pg. 58-64
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Abstract : The Solar light is most favored because of the
accompanying reasons: Without effect on the worldwide
atmosphere, sun oriented vitality can be utilized to
produce power. The Sun vitality is boundless while other
vitality sources like raw petroleum, characteristic gas and
coal are demonstrating their end. By having a framework
for exchange power generation, the utility expense can be
decreased. At present situation, the sunlight based vitality
creation is finished by altered board framework. To
enhance the proficiency of the sun based vitality
framework, following component can be executed.
Subsequently, a thought is made in the proposed
framework, single following instrument, which is from
East to West bearing, is utilized. At present, cell telephone
is a key thing for each individual and in this manner, there
I. INTRODUCTION
The Solar light is most preferred due to the following
reasons: Without impact on the global climate, solar
energy can be used to generate power. The Sun energy is
limitless while other energy sources like crude oil, natural
gas and coal are showing their end. By having a system for
alternate power production, the utility cost can be reduced.
At present scenario, the solar energy production is done by
fixed panel system. To improve the efficiency of the solar
energy
system,
tracking
mechanism
can
be
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ought to be a charging office of mobiles out in the open
spots is needed. As
there is no constant power supply (24 hours) from the
power board, the consistent charging office can't be given.
Consequently, a thought, sun based force based multi
versatile charger framework is executed in the proposed
framework which can be utilized as a part of open spots
like railroad stations, transport stands, doctor's facilities
and parks and so on.
Keywords: Renewable Energy, Multi Mobile Charging
System, Single Tracking, Multi Mobile Charger (MMC).

implemented.Hence, an idea is made in the proposed
system, single tracking mechanism, which is from East to
West direction, is used. At present, mobile phone is an
essential thing for every person and therefore, there should
be a charging facility of mobiles in public places is
required. As there is no continuous power supply (24
hours) from the electricity board, the continuous charging
facility cannot be provided. Hence, an idea, solar power
based multi mobile charger system is implemented in the
proposed system which can be used in public places like
railway stations, bus stands, hospitals and parks etc.
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II. LITERATURE REVIEW
Sr.
No.

Title

Author

1

Coin Based
Solar Mobile
Charger

Aparna D.
Pawar

2

Design and
Implementation
of Efficient
Solar Power
System for
Multi Mobile
Charger

3

Design and
Development of
Microcontroller
Based Solar
Charge
Controller
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Publication &
Year

Approach

Advantages

Limitation

IEEE
International
Journal for
Research in
Engineering
Technology,
May 2015

This paper acquaints
framework is helpful with
spare vitality from sun and
shrewd following sun based
vitality. Additionally
having Low power
utilization MATLAB is
utilized for maintaining a
strategic distance from coin
duplication. So this
framework is helpful from
all ways

This system
is useful to
save energy
from sun
and
intelligent
tracking
solar
energy.
Also having
Low power
consumptio
n.

D. Asha Devi
& M. Suresh
Babu

International
Journal of
Emerging
Trends &
Technology in
Computer
Science
(IJETTCS),
Sep-Oct 2014

This paper is tracking so as
to look of most extreme
yield the Sun and resetting
itself for following day.
Here, with reference to the
outcome investigation,
41.8% of more proficiency
is accomplished than
altered board framework
through this proposed
framework. In this manner,
the proposed framework is
said to be a productive
following framework [2].

This system
effectively
receives
maximum
energy from sun
towards earth
rotation. Only
one drawback is
that it will not
used in all night
because sun
energy is not
available. But
some percent of
battery will
charge so that
for some time
this charging
system can use.
A method is
defined for
searching of
maximum
output by
tracking the Sun
and resetting
itself for next
day.

WalliesThouna
ojam,
V.Ebenezer&
AvinashBalek
undri

International
Journal of
Emerging
Technology
and Advanced
Engineering,
May 2014)

Inthis paper an ease elite
microcontroller based sun
powered charge controller
has been proposed.
Theproposed framework
utilized sun powered PV
module as the data and DC
load as the yield. The
proposed framework has a
redesign choice to control
ordinary UPS, when
associated with the sun
based charger will change
over to SOLAR
INVERTER/UPS with sun
powered charge as need [3].

low cost high
performance
microcontroller
based solar
charge
controller has
been proposed.

The
proposed
system used
solar PV
module as
the input
and DC
load as the
output.
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Here, with
reference to
the result
analysis,
41.8% of
more
efficiency is
achieved
than fixed
panel
system
through this
proposed
system.
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4

Mobile Charger
based on Coin
by using Solar
tracking System

T.
Chandrashekh
ar , G.
Swaminaidu ,
Ch. Baburao

International
Journal of
Innovative
Research in
Science,
Engineering
and
Technology,
Feb 2014

This paper is exceptionally
helpful in today's life. Since
now days the need of
correspondence is
imperative, so every
individual having mobile
phone yet every time we
can't convey charger with
us. When we are going for
long travel we may neglect
to convey wireless charger
[4].

5

Design and
Construction of
Microcontroller
Based Charge
Controller for
Photovoltaic
Application

F. Sani, H.N
Yahya, M.
Momoh, I.G.
Saidu and
D.O. Akpootu

IOSR Journal
of Electrical
and
Electronics
Engineering
,Jan. 2014.

In this paper the unlucky
deficiency of sun oriented
radiation, the
microcontroller initiates the
heap by exchanging on the
MOSFET through a
transistor. At the point
when the battery voltage
drops to 9.5V, the
microcontroller turns off
the heap to dodge overrelease. The framework
shows the battery status on
a fluid precious stone
showcase (LCD) [5].

6

Simulation and
Analysis of
Photo-Voltaic
(PV) based
Solar Inverter
System

VikasKulkarni
& Rajesh
Nehete

International
Journal of Soft
Computing
and
Engineering
(IJSCE),
January 2014.

7

Design and
Development of
Portable Power
Charger: A
Green Energy
Initiative

Tanvir Singh,
PrashantBhard
waj, Dr.
Balwinder
Singh, Amit
Kumar

International
Journal of
electronics &
communicatio
n technology
IJECT
OCT-DEC
2014
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In this work a
novel method of
charging mobile
batteries of
different
manufacturer
using solar
power has been
designed for
rural and remote
areas where the
current supply is
not at all
available all the
time.
The MMC is
connected to the
battery. This
charger is used
for Samsung,
micro USB,
mini USB,
Nokia old and
Nokia new
mobile phones.

The coin
based
mobile
phone
charger is
very useful
to public for
using coin
to charge
for the
mobile
phone in
any places.

This paper concentrates on ,
The more definite model
may produce into record the
results of shading or
fractional shadows on the
module's operation.
Additionally the impacts of
scaling up the photovoltaic
sources may be explored to
focus the suitability for
expansive scale
organization [6].

Several readings
have been taken
and analyzed to
validate the load
sharing between
the different
energy sources
at constant load.

This paper, we have
proposed the configuration
and improvement of
convenient green force
charge to alleviate the
economical vitality
challenge which can be
utilized to charge various
hardware devices like cell
telephones, Mp3 players,
and so on by taking
environmentally friendly

Portable green
power charge to
mitigate the
sustainable
energy
challenge which
can be used to
charge
numerous
electronics
gadgets like
mobile phones,

power
analyzer for
determining
THD and it
is found
within
range
1.25%.With
50W
universal
motor load
the
distortion of
the current
waveform
with THD
of 28.84%
is found.
Demand for
energy and
associated
services, to
meet social
and
economic
developmen
t and
improve
human
welfare and
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In this
project, we
include the
application
is MMC.
The MMC
is very
useful and
portable and
it connects
the five
mobiles at a
time..
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8

Design and
Construction of
Solar PowerBased Lighting
System

Oke A. O,
Adigun A. A,
Fenwa O. D

INTERNATIO
NAL
JOURNAL OF
ENGINEERIN
G SCIENCES
&
RESEARCHT
ECHNOLOG
Y , Sep-2013.

power vitality from the
blend of sunlight based and
wind power [7].

Mp3 players

health, is
increasing.

This paper concentrate on
the framework was likewise
manufactured to save
vitality with the utilization
of a light radiating diode
light (LED light) to
supplant different lights, for
example, the fluorescent
light which may decrease
the battery's productivity.
Additionally, the utilization
of an inverter was wiped
out subsequent to the sun
powered board supply
coordinate current(dc)
important to charge the
battery without the
requirement for a con-form
to a substituting current (air
conditioning). The principle
change of this venture has
been the end of a dc to air
conditioning inverter unit
[8]..

The solarpowered street
light was
designed and
constructed such
that the
conventional
need for inverter
or utility power
source is
eliminated

The system
was also
built to
conserve
energy with
the use of a
light
emitting
diode lamp
(LED lamp)
to replace
other lamps
such as the
fluorescent
lamp which
might
reduce the
efficiency
of the
battery.

III.
II.

METHODOLOGY

The basic methods for implementing the system.
A.
B.
C.
D.
E.
F.

NEED OF STUDY

Development of circuit diagram.
Soldering solar panel.
Implementing coin calculation.
Implementing timer.
Implementing movable solar.
Connection of inverter battery for battery saving.

Fig.1 System flow
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Simple to construct, low cost, eco-friendly, we can monitor
directly using PC, Tracking accuracy is more and also
reduce the usage of power from power grid.

IV. CONCLUSION
In this paper, a novel strategy for charging versatile
batteries of distinctive makers utilizing sun powered force
has been planned and created for provincial and remote
regions where the framework force is not accessible
constantly. The versatile correspondence has turned into a
need even in country regions and this gadget is valuable for
charging portable batteries as these versatile battery chargers
can be introduced in booths at different spots for the
accommodation of versatile clients. In this work a system
for charging versatile batteries of distinctive producer
utilizing sun based force has been intended for provincial
and remote territories where the present supply is not in any
manner accessible constantly. This charger is valuable in
today's life. Since now days the need of correspondence is
vital, so every individual having mobile phone yet every
time we can't convey charger with us. When we are going
for long travel we may neglect to convey phone charger.
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Abstract:The cellular industry has been very successful in
providing voice services to consumers and business. The
next big opportunity for wireless networks will be
differentiation based on data and multimedia services.
Wireless service providers face ever-increasing pressure to
offer innovative services, new capabilities, and make more
efficient use of spectrum. In order to meet these needs,
existing wireless networks have evolved with new
technology both in the air interface and the core network.
Specifically, the wireless mobile data communication
technologies have evolved from the circuit switched secondgeneration (2G) networks to 2.5G and then to the third
generation (3G) networks and beyond. The paper describes
how the revolution of wireless communications, the wireless
mobile data industry, evolution of wireless mobile data
communication technologies, the wireless mobile data
market and the failing barriers to wireless data proliferation
Keywords- 3G mobile communication;cellular radio;code
division multiple access;data communication;multimedia
systems;telecommunication services;2.5G networks;3G
networks;CDMA;GSM;air interface;

I.

INTRODUCTION

During the past two decades we can see that the wireless
communication has brought in an unimaginable revolution
inthe field of communication. The mobile communication
industry has exceeded the growth of all othercommunication
fields. The amount of mobile data traffic is doubling each
year due to the increase incommunicatiotrafficandincreasein
the usage of smart phones. Transferring data over a distance
without using any physical mediums like wires etc. can be
referred to as wireless technologies. The coverage distance
may be short or long. The term wireless means having no
wires. In networking terminology, wireless is a term used to
describe any computer network where there is no physical
wired connection between the sender and receiver, whereas
the network is connected by radio waves or micro waves to
maintain communication. They use NICs at routers in place
of wires. Wireless technologies have made tremendous
growth in the last two decades. In the past few decades,
Wireless communication has been experiencing five
generationsof changes from 0G to 5G.The era of wireless
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communication has started in early 1970s.Among this; the
latest evolved
one is the fifth generation technology. It offers large number
of advanced features which can improve its demand ifuture.
Nowadays variousmobileandwirelestechnologieslikeUMTS,
LTE, Wi-Fi ,WI MaxandalsosensornetworksorPersonalArea
Networks like Bluetooth, Zigbee etc. are present.
Inthisadvancedworldtheentirewirelessindustryisconcentratin
g on standardization of the fourth generation cellular
networks[1][2]. The 4G standards will get concluded in
next two years. The entry of 5G technology into the mobile
market place will introduce a new revolution in the same
wayas the international cellular market. The two important
features of these emerging technologies are better and fast
accessto information. The currently existing technologies
like Bluetooth and 802.11 provide a high speed digital
wirelesscommunication. The zero generation technology
refers to those technologies existed prior to both cell phone
and mobiletechnology, which included the radio telephone
systems etc. The first generation technology which is the
cellulartechnology had made large scale wireless
communication possible. The digital communication in the
second generationhas replaced the older analogy
communication, which in turn has improved the quality of
wireless communication. Thenext evolved third generation
technology appended the data communication to the voice
and as a result of this, a networksupporting both data and
voice communication has emerged. The 4G technology
which is an extension of 3G technology,with higher
bandwidth, supports high quality audio/video streaming over
an end to end Internet protocols [3]. In thisadvanced world,
a high speed broadband communication technology is
required for the efficient utilization of resources.So the next
generation, ie, Fifth generation technology concentrates on
broadband wireless connectivity. It is an all-IPbased model
for mobile and wireless network operations capable of
fulfilling the increased demands of cellularcommunication
[4][5][6][7]. Presently a lot of research work is going on in
the field of wireless technology. Detailedstudy in the field of
5G nanocore technology is going on and is clearly described
in [8].
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II. EVOLUTION OF WIRELESS TECHNOLOGIES
The number of telecom customers is increasing day by day.
As a result the wireless technology has advanced with great
speed. With the evolution of new technologies, the capacity
and performance of wireless communication system had an
exponential improvement. Due to the emergence of wireless
technology,the systems can be installed and reconfigured
with minimum cost and disruption (adds flexibility).
Moreover the users can access information at anytime from
anywhere (increases the mobility). The revolution ranges
from the PTT, OLT, MTS etc. in the zeroth generation to
thewireless wide area networks like GSM mobile phones
and 3G mobile phone technologies in the fourth and higher
generations.

A. Zero Generation Technology(0G)
The mobile telephone services came into existence after the
Second World War. Radio telephones were the
majorattractions of this generation technologies. They were
thepredecessors of 1G cellular telephones. The main
technologiescoming under 0G includes PTT, MTS, IMTS,
AMTS, OLT and MTD.
1) PTT (Push-To-Talk)
PTT
means
Push-To-Talk.
It
is
also
calledPressToTransmit.This is a conversation method on
half-duplexcommunication line which uses a button to
switch from voice receiving mode to transmit mode. A best
example ofthis method is an air traffic controller. The
controller communicates in the same radio frequency to all
aircrafts under itssupervision. This is done using the
procedure words like over or out. The use of such procedure
words provides an orderduring the conversation. This makes
the users aware of each other’s actions and intentions. PoC
is the advanced versionof PTT. It is a cellular phone
network service option which permits users to use their
phone as a compact easilytransportable battery operated
radio transmitter and receiving set with unlimited range. In
this process, a single personcan reach an active talk group
with a single button press. The problem with this method is
that, it requires an operator for
controlling the calls.
2) MTS (Mobile Telephone System)
MTS is a VHF (Very High Frequency) radio system used to
connect to the external PSTN (Public Switched Telephone
Network). It is an operator assisted pre-cellular technique
which was introduced in June 17,1946. It is equivalent to
landdial phone service. The actual equipment weights about
36kg. Initially only three channels were available for all the
users in the metropolitan area and later 32 channels across 3
bands were added to the existing equipment. This technique
was used till 1980s. It used 25 VHF radio channels in USA
and Canada.
3) IMTS (Improved Mobile Telephone Service)
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IMTS is a VHF/UHF radio system used to connect to the
external PSTN. It was introduced in 1964 and the MTS
technique and replaced the operator assisted system with
direct dial system. The Motorola TLD-1100 series is a
commonIMTS phone that performs channel scanning and
digital decoding process by using two circuit boards of 8
inches squareand all logic was being performed with
discrete transistors. IMTS system had 25 watts of transmitter
power at the mobilestation and 100-250 Watts at the
terminals. These are full-duplex,that means the user can talk
to and hear the other partyat the same time. IMTS base
station sites requires an area of 40-60 miles in diameter. The
major disadvantage is that itconstantly limits the number of
subscribers. This result in low quantity sales and production
of IMTS phones.
4) OLT (Norwegian for Offentlig Landmobil Telefoni,
Public Land Mobile telephony)OLT was the first land
mobile telephone network in Norway. It was introduced in
1966 and continued till 1990. OLToperated in the 160 MHz
VHZ band with a frequency modulation of 160-162 MHz
(mobile unit) and 168-170 MHz (basstation). Some of them
were full-duplex and some were semi-duplex.
5) AMTS (Advanced Mobile Telephone System)
AMTS is a zero generation technology for radio
communication. AMTS operates at a frequency band of
900MHz. Thesuccessor of AMTS is called High Capacity
Mobile Telephone System (HCMTS).
6) MTD (Mobile Network)
MTD is a manual mobile phone system having a frequency
band of 450 MHz It was introduced in 1971 in Sweden and
lasted till 1987. Following are the two early examples of 0G
technology: In 1971, Finland launched their firstcommercial
mobile phone network, calledAutoradiopuhelin. In 1972,
Germany launched their second commercial mobile
phonenetwork
called
B-Netz.B.
FirstGenerationTechnology(1G)In 1980s the analog mobile
phone system commonly known as cell phones wasemerged.
They are the standard firstgeneration technologies.1G uses
analog radio signals. Here the voice calls are modulated to
about 150MHz while transmitting between the radio towers.
This uses the most predominant technology called FDMA.
1G technologysupports a speed of 2.4kbps. Its drawbacks
includes low capacity, poor voice links, unreliable handoff
and unsecureddata transmission. All these makes voice calls
susceptible to third party eavesdropping. Compared to the
successors, 1Gshows the advantage that it survives longer
distances as the analog signals have a smooth curve as
compared to thejagged angular curve of digital signal.
Before going into details about the 1G technology we have
to analyze the features
of FDMA. FDMA (Frequency Division Multiple Access) is
a channel access method used with both analog and digital
signals. Here all the users share the frequency channel
simultaneously but each of them transmits at single
frequency. It
requires high performing filters in the radio hardware. They
are insensitive to the near-far problem in networks. Even
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though FDMA allows multiple users to access the
transmission system simultaneously, they face the problem
ofinterference in the frequencies due to crosstalk and this in
turn leads to disruption in the transmission. The main
technologies coming under 1G are AMPS, NMT and TACS.
1)AMPS (Advanced Mobile Phone Service)AMPS was
introduced in 1978 and developed by Bell Lab to replace the
radio phone services, especially IMTS. It was
one of the modern cellular systems.
2) NMT (Nordic Mobile Telephone)
The first fully automatic cellular system is NMT. Due to the
massive increase in network congestion and requirements of
manual mobile phone networks, NMT was introduced in
1981. NMT is an analog technology. NMT-450 and NMT900are the two variants. The numbers, 450 and 900 defines
the bandwidth used. Among this NMT-900 (introduced in
1986)carries more channels. The free and open availability
of NMT specifications pushed their price down. The cell
size inNMT ranges from 2 km to 30 km. This helped them
to serve more simultaneous callers at a time. It supports full
duplextransmission. It has automatic switching mechanism
(ie, dialing). With the use of FFSK modulation, the
signalingtransfer speed varies between 600-1200 bits per
second. It supports robust data and messaging services. The
majordrawback in the case of NMT is that voice traffic was
not encrypted. Therefore by using scanners, it is possible to
listen
to calls.
3) TACS (Total Access Communication System)
TACS is an out dated version of AMPS. This was initially
developed by two companies named Vodafone and Cellnet.
This communication system was introduced in the late 1985.
TACS cellular phones was being used in European
countries. ETACS is an extended version of TACS and it
provides more channels for data transmission.C. Second
Generation Technology (2G)As demand for voice plus
telephony, text messaging andlimited circuit switched
services increased, the secondgeneration technologies were
introduced in 1991. They introduced the first fully digital
mobile phones. These weredeveloped on the GSM
standards. As the entire conversations were digitally
encrypted, only the required or intendedreceiver can receive
and read data. This in turn provided secrecy and safety to
the data and voice calls. They introducedSMS text messages
and provided greater mobile phone penetration levels. It
enabled the services like MMS, picturemessages etc. 2G
enabled voice transmission with digital signal supported a
transmission speed of 64 bps. Thisgeneration technology
can be based on TDMA orCDMA.Digital coding
inimprovedthvoiceclarityandreducedthinthetransmissionline.
2GusedCODEC(Compression-Decompression Algorithm)
to compress and multiplexdigital voice data. Data like
emailsorsoftwares cannot be transmitted in 2G and the only
datathat it can transmit is thedigital voice calls and
thesupplementary data like date and time. By using the
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second
generation
technology,
the
digitalsignalconsumedlessbattery power, which in turn
provides long life to thebatteries
.
1) TDMA (Time Division Multiple Access)
TDMA is a shared medium channel access method,which
divides the signals into time slots. It allows many users to
share same frequency channel by dividing signals into
different time slots. It is a type of time division multiplexing
withmultiple transmitters. TDMA shares single carrier
frequency with multiple users. It is a non-continuous type of
transmission in which the time slots can be assigned
according to the demand especially in Dynamic TDMA. Its
majordrawback is the frequency and slot allocation
complexity.
2) CDMA (Code Division Multiple Access)
CDMA is multiple channel access method where several
transmitters can send information simultaneously over a
singletransmission channel. It allows users to share band of
frequencies using spread spectrum multiple access
technology andspecial coding scheme, so that the
interference between the users can be avoided. CDMA is
applied commonly in GPSapplication. CDMA provides
flexible allocation of resources. The spread spectrum
techniques used in CDMA uses atransmission bandwidth of
higher magnitude than that of the required signal bandwidth.
This increases the security andresistance to jamming. It
efficiently reduces the narrow band interference and multi
path interference. CDMA supportsfrequency reuse ie, the
same frequency can be reused in multiple cells.
3) GSM (Global system for mobile communication)
The European Telecommunications Standards Institute
developed this standard. GSM act as an actual standard for
globalmobile communication. It is a digital circuit switched
network used for full duplex voice telephony. The
establishment of GSM made International Roaming facility
more common. The GSM network structure includes a base
station subsystem,network and switching subsystem, GPRS
core network and an operations support system. GSM is a
cellular network. Thefive basic cell sizes in GSM are macro,
micro, pico, femto and umbrella cells. In macro cells the
base station antennae isinstalled on a building above average
rooftop level. In micro cells, the antennae height is under
average rooftop level.Pico cells supports coverage area of a
few dozen meters. The femto cells are designed for small
business environmentand uses broadband Internet
connections. Umbrella cells cover shadowed regions of
smaller cells. GSM operates at 900-1800 MHz carrier
frequency. Subscriber Identity Module (SIM) is an
important feature of GSM. It is a detachable smartcard
containing the user’s subscription information and phone
book. GSM offers an affordable level of security and ituses
a shared key and challenge response mechanism for
authenticating the users. So it offers good confidentiality
andauthentication. It uses a large number of cryptographic
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algorithms for the purpose of security in the networks. Even
afterimplementing these mechanisms GSM lacks proper
authorization facilities.
D. 2.5 Generation Technology (2.5G)2.5G technology was
those cellular wireless techniques developed in between 2G
and 3G technology. It is implementedat packet switched
domain along with the existing circuit switched domain. The
major technologies coming under 2.5G
are GPRS, MMS, WAP and SMS.
1) GPRS (General Packet Radio Service)
GPRS is a packet oriented data service. It was standardized
by ETSI. Now GPRS is maintained by 3GPP. The volume
ofdata transmitted describes its charges especially billed per
minute of connection time. It has variable throughput and
latency which depends on number of users sharing the
service concurrently. With the use of time division multiple
accesses (TDMA) channel, GPRS provides moderate speed
of data transfer. A GPRS connection is established using the
access point name as a reference. GPRS offers SMS and
MMS messaging, broadcasting, push to talk over cellular
network service, instant messaging services, point-to-point
and point to multipoint services and it supports the protocols
like IP, PPP and X.25.
2) WAP(Wireless Application Protocol)
WAP is used over a mobile wireless network for accessing
information. Before the existence of WAP,the mobile
serviceproviders had very less opportunities for interactive
data services. The interoperability of WAP equipment is
allowed bya protocol suite described by the WAP standard.
The actual WAP model provided a simple platform for
access to WML(Wireless markup language) services and
email using mobile phones.The initial design of WAP aimed
at protocolindependence across different protocols. The
WAP browser is a browser for mobile devices that uses the
protocol.

protocols for exchanging short text messages. The SMS
gateway providersallow SMS traffic between business and
mobile subscribers. Threaded SMS which is a visual styling
orientation of SMSmessage allows us to send messages to
and from a contact in chronological order on a single screen.
SMS messages weresend to SMS center which provides a
store and forward mechanism, from were it is send to the
recipient. Thistransmission is done using the Mobile
Application Part (MAP) of the SS7 protocol. Messages are
sending with MAP MOand MT- forward SM operations and
its payload length is 140 octets.E. 2.75 Generation
Technology (2.75G-Enhanced Data Rates For GSM
Evolution)In this technically advanced world, the mobile
devices are used to watch streaming videos and download
mp3 files withhigh speed, this is what EDGE provides.
EDGE provides a speed of 180 Kbytes per second. This
technology works inGSM networks and can work on any
network deployed with GPRS. It is also known as IMT-SC
or single carriertechnology with high speed data
transmission. It is flexible to carry both packet switched and
circuit switched data.EDGE supports black berry and N
series mobile phones. The demand for EDGE increased
because there was no need ofany additional hardware,
software etc. for using this.F. Third Generation Technology
(3G)The Telecommunication System based on the
International Telecommunication standards under the IMT2000 came tobe known as 3G. It provides advanced network
capacity through improved spectral efficiency (the amount
of datatransmitted over a bandwidth in a specific digital
communication system).This supports video calls,
broadband networks and wide area wireless voice telephony.
They provides advanced technologies like HSPA with a
downlink speed of14.4Mbit per second and uplink speed of
5.8 Mbits per second. It supports high speed technologies
like WI-Max, UMTS,CDMA2000, 3GPP etc.. It is a
complete packet switched network technology. It makes use
of both TDMA and CDMA.3G provides enhanced audio and
video streaming, higher data speed and supports video
conferencing, WAP browsing,
IPTV etc.

3) MMS (Multimedia Messaging Service)
1) CDPD (Cellular Digital Packet Data)
MMS is one of the standard way to send messages which
has multimedia content, through mobile phones. It is an
extended version of Short message service (SMS) which
allows only length of 160 characters. MMS can also be used
tosend photos, videos etc. from camera equipped mobile
phones. Open Mobile Alliance (OMA) developed this
standard. Inorder to distribute multimedia content, MMS
does not utilize data planmaintained by the operator.
4) SMS(Short Message Service)
The SMS concept was developed on 1984.The main idea of
SMS is to transport messages on the signaling path to
controltelephone traffic. The first SMS message was send
through Vodafone GSM network in United Kingdom on
December3,1992. SMS is a service component used in
phone, web or mobile telecommunication systems for text
message service.SMS uses standardized communications
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CDPD is a wide area mobile data service which operated on
the unused bandwidth between 800 and 900 MHz It
supportsa data transmission speed of 19.2 Kbits/sec. This
technology was developed in the early 1990s. They had very
lessconsumer products. The basic elements of CDPD
includes end systems (mobile end system and fixed end
system),intermediate systems (generic intermediate system
and mobile data intermediate system).End systems refer to
thosephysical and logical systems that exchange data.
Intermediate systems are those systems that store, forward
and route theinformation. CDPD is designed in such a way
that it is independent of the location, and service providers.
This increasedcoverage area and provided interoperability
between products from different vendors.
2) CDMA 2000:
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CDMA 2000 is also known as C2K or IMT Multi-Carrier.
For the purpose of sending data, voice and signaling
betweendifferent mobile phones, CDMA 2000 uses CDMA
channels. One of the major highlight in the case of
CDMA2000 isthat it is backward compatible. They are the
registered trademarks of the telecommunication industry
association incountries like USA. The successor of CDMA
2000 under fourth generation technology is called Ultra
Mobile Broadband.
3) 3GPP (3rd Generation Partnership Project)
The 3GPP is a joint venture by a group of
telecommunication association known as Organizational
Partners. This
technology was started on December 1998, which encloses
radio, core network and service architecture .The four
technical specification groups of 3GPP includes
GERAN(GSM-EDGE Radio Access Network),RAN(Radio
AccessNetwork),SA(Service and System Aspects) and
CT(Core Network and Terminals). The highest decision
making body in3GPP is the Project Coordination Group. It
manages the overall time frame and progress in work.
3GPP2 is a standardtechnology coming under 3G standards
CDMA-2000
.
4) Wi-Max (Worldwide Interoperability for microwave
Access)
Wi-Max is a technology standard for long range wireless
networking. Its equipment exist in two basic forms- Base
stations, installed by Service providers to deploy the
technology in a particular coverage area and receivers,
installed atclients. They support a networking model like
fixed wireless broad band Internet access and LTE
technology. It providesa data rate of 30-40 M bit/sec. The
2011 updation increased this to 1Gbit/sec for fixed station.
The Wi-Max forumdescribes Wi-Max as a standard based
technology which enable the delivery of last mile wireless
broadband access andact as an alternative to cable and DSL.
Wi-Max providesmobile broadband connectivity across
countries through anumber of devices. They support VoIP
and IPTV services to a great extent. A large number of
examples can be shownfor the deployment of Wi-Max.
After the Tsunami in 2004, Wi-Max was used for
communication purpose in Aceh,Indonesia. Moreover WiMax helped FCC and FEMA in their communication efforts
in the areas affected by HurricalKatrina. Both indoor and
outdoor versions of Wi-Max gateway devices are available
from different vendors. Wi-Max isbased on IEEE 802.16ee2005 standard approved in December 2005. There is no
uniform global licensed spectrum forWi-Max but Wi-Max
Forum has specified three licensed spectrum named
2.3GHz,2.5GHz and 3.5GHzin order todecrease the cost.
The most important advantage of WI-Max over other
technology is its spectral efficiency. They useunlicensed
spectrum to provide access to local networks. The major
competitors for Wi-Max are UMTS and CDMA
2000.
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5) UMTS (Universal Mobile Telecommunication System)
UMTS is a GSM based 3G mobile cellular network systems.
This is developed and maintained by 3GPP. They use
WCDMA radio access technology and provide higher
bandwidth and spectral efficiency for mobile network
operators.UMTS is a broadband, packet-based transmission
of text, video, multimedia data and digital voice with a
transmissionrate of 2 megabits per second. UMTS includes
the radio access network (UMTS terrestrial radio access
network), thecore network (Mobile application part), and the
authentication of users using SIM (Subscriber identity
module) cards.UMTS provides a theoretical data
transmission rate of 42 Mbits/s when HSPA+ is
implemented in the network. UMTSuses a combination of
terrestrial wireless and satellite transmission. Once UMTS is
fully implemented, irrespective of thelocation, the users can
be connected to the Internet. The higher bandwidth of the
UMTS supports video conferencing andprovides enhanced
billing services like pay-per-bit, pay-per-session, flat rate
etc.. The electromagnetic radiation spectrumfor UMTS is
1885- 2025 MHz for IMT-2000 and 1980-2010 MHz and
2170-2200 MHz for satellite systems. UMTSprovides three
different air interfaces W-CDMA, TC-CDMA, W-SCDMA
W-CDMA (Wideband Code Division Multiple Access) isa
radio technology used in UMTS and is a part of ITUIMT2000 family of 3G standards. It supports both FDD and
TDD. This is a spread spectrum modulation
technique using a channel whose bandwidth is higher than
that of the required data transmission rate. W-CDMA
uses DS-CDMA (Direct sequence code division multiple
access) channel access method with a 5MHz channel.
The most widely discussed drawback of W-CDMA was the
large spectrum usage.
TD-CDMA (Time Division-CDMA) channel access
technique is standardized as UTRA-TDD HCR. It uses an
increment of 5MHz spectrum and each time slot is divided
into 10 ms frames containing 15 time slots of 1500 per
second. Fixed time slots are allocated for both uplink and
downlink. They are used in multiplex streams to and from
multiple transceivers. They do not need any separate
frequency bands for uplinking and downlinking data. TDCDMA can be used freely for low mobility scenarios in
micro and Pico cells.· TD-SCDMA (Time Division
Synchronous CDMA) uses adaptive synchronous CDMA
along with TDMAchannel access method. When compared
to other air interfaces TD-SCDMA is not part of UMTS but
later it hasbeen added to Release 4 specification.
TDSCDMA is also known as IMT-CDMA TDD . They
make use ofTDD scheme in contrast to W-CDMA which
uses FDD.It can reduce number of users in each time slot
which in turn reduce the implementation complexity of
multi user detection in the networks.
6) DECT(Digital Enhanced Cordless Telecommunications)
DECT was originated in Europe and is used for developing
cordless phone systems. They were developed by ETSI
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(European Telecommunications Standards Institute) in
different phases. They can also be used for various purposes
otherthan cordless phones. DECT is a digital wireless
telephone technology which uses TDMA to transmit radio
signals tophones. They are mainly used in home and small
office systems. It is a portable unit for accessing fixed
telecomnetworks via radios without specifying any internal
aspects of the fixed networks. The gateway and a base
station playsan important role in establishing connectivity.
In most cases the gateway connection is made with the
external PSTN.The major applications include Domestic
cordless telephony, wireless LANs, wireless local loop,
cordless terminalmobility, home cordless phones and
GSM/DECT inter networking. It is possible to deploy GSM
and DECT together in atelephone and can work seamlessly.
G. 3.5 Generation Technology(3.5G)3.5 G technologies are
about six times faster than the UMTS based 3G technology.
The basic technology in 3.5G is theHSDPA (High-Speed
Downlink Packet Access). HSDPA is a mobile telephony
protocol that performs high speed datatransfer and belongs
to the High-Speed Packet Accessfamily. This is a
packetbased data service with a speed of 8-10Mbit/sec.
Later in 2013, it was calculated that HSDPA can support a
data transmission speed of 42.3 Mbit/sec andHSPA+ offers
a speed of 337.5 Mbit/sec. A new transport layer channel
called High-Speed Downlink Shared Channel isadded to
UMTS release 5 for the HSDPA. This is done with the
following three physical layer channels:· HS-SSCH (High
speed shared control channel) informs the user that data will
be sent two slot ahead on HSDSCH.· HS-DPCCH (High
speed dedicated physical control channel) carries
acknowledgement information and data
about current channel quality indicator.
· HS-PDSCH (High speed physical downlink shared
channel) is mapped to this HS-PDSCH. Data is transmitted
with error correction bits. So there is no need of
retransmission in the case of minor errors. But when the
retransmission is required, the device saves the packet and
then combines it with the retransmitted packet to
recover the error free data packets.

H. 3.75 Generation Technology (3.7G)
The technology that is beyond the well-defined 3G system is
called 3.75G technology. HSUPA (High Speed Uplink
Packet Access) is the major evolution technology of
3.75G.HSUPA and HSDPA are complementary to each
other. It hasan uplink speed of 5.75 Mbit/sec. Official name
for HSUPA is enhanced uplink (EUL). Its major goal is to
improve theperformance of uplink dedicated transport

channel, which means to increase the capacity and
throughput of the channeland to reduce the channel delay. It
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encloses the link adaptation methods like shorter
transmission time interval enablingfaster link adaptation and
hybrid ARQ with incremental redundancy. It operates on a
request-grant principle basis wherethe user equipment
requests for a permission to send data packets and the packet
scheduler decides when and how the user equipment can do
so.
Fourth Generation Technology (4G)
In telecommunication, 4G is the fourth generation of cellular
wireless standards. 4G provides a comprehensive andsecure
all-IP based wireless networks. The facilities like ultrabroadband Internet access, IP telephony, gaming
servicesand streamed multimedia are the major highlights of
4G technology. Fig1. clearly explains the vast vision of 4G
technology. The 4G encompass almost all the networks
ranging frompublic to private, operator-driven broadband
networks to personal area and Ad-hoc networks. They
provide digitalbroadcasting systems and provide better
interoperability between 2G and 3G. The 4G system is also
a fully IP basedwireless network system. This integrated
system shows the wide range of systems that the 4G wants
to integrate with. Itincludes satellite broadband to cellular
3G, 3G to WLL (Wireless Local Loop), FWA (Fixed
Wireless Access) to WLAN(Wireless Local Area Networks)
and PAN (Personal Area Networks) which are integrated
with IP. With this fourthgeneration , the mobile
communication has gained higher bandwidth and data rate,
smoother and fast handoff and otherseamless services across
the wireless networks. The major technology coming under
fourth generation technologyincludes MIMO, OFDMA, and
LTE. 4G is described as MAGIC which means Mobile
Multimedia, Any time Anywhere,Global Mobility,
Integrated Wireless Solution and Customized Personal
Service.
1) MIMO (Multiple Input Multiple Output)
The Multiple Input and Multiple Output is the use of
number of antennas at transmitter and receiver side for
improvingthe performance of communication. It is a smart
antenna technology for carrying the signals through radio
channels. Thistechnology has increased the throughput and
communication range without any additional bandwidth or
transmissionpower. This is achieved by spreading the
transmission power along the antennas. As a result of all
these propertiesMIMO has become an important part of
various communication standards like Wi-Fi, 4G, Wi-Max
etc.. The importantfunctions of MIMO are precoding (multistream beam forming), spatial multiplexing (a powerful
technique forincreasing channel capacity at higher signal to
noise ratio) and diversity coding (used when there is no
channelknowledge available at transmitter). MIMO can be
used in 3GPP and 3GPP2 Mobile radio telephone standards.
It canalso be used in non-wireless technologies like the
home networking standard ITU-T G.9963 which uses this
MIMOtechnique to transmit multiple signals over multiple
AC wires.

2) OFDMA (Orthogonal Frequency Division Multiple
Access)
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OFDMA is an extended version of OFDM developed
mainly for the multi-user environment. They achieve
multipleaccess capacity by assigning subsets of subcarriers
to individual users. It can be considered as an alternative to
thecombination of OFDM and TDMA. OFDMA can be
considered as a combination of frequency domain and time
domainmultiple access in which the resources are distributed
in the time-frequency space. They are highly suitable
forbroadband wireless network. They can be used to fill the
free radio frequency bands adaptively. OFDMA can
handlemultipath interference with less complexity and
provides better MIMO spectral efficiency. They can be
deployed acrossvarious frequency bands with less
modification to the air interface. They enable the single
frequency network coverage,which gives excellent
coverage. They offer frequency diversity by spreading the
carriers all over in the used spectrum.The major problems
associated with OFDMA includes higher sensitivity to
frequency offset and phase noise. Methodsused for dealing
with co-channel interference by OFDMA are very complex.
The fast channel feedback information andadaptive subcarrier assignment is also very complex in OFDMA. They
can be applied in the mobility mode of theIEEE802.16
Wireless MAN standard (Wi Max) and IEEE 802.20 mobile
wireless MAN standard (MBWA). OFDMA isalso
considered in the case of IEEE 802.22 wireless regional area
network (WRAN).
3) LTE (Long Term Evolution)
The Long Term Evolution commonly known as 4G LTE is a
truly global mobile standard for high speed communication
in mobile phones and other data terminals. It is an evolution
of GSM/UMTS standards. LTE uses OFDMA and provides
higher data rates. This technology can improve the speed
and capacity of data transmission using a radio interface
withcore network improvements. The world’s first LTE
service was developed by Telia Sonera in Stockholm and
Oslo onwireless service, it does not satisfy the technical
requirements of3GPP. The aim of LTE is to increase the
speed and capacity of wireless data using digital signal
processing (DSP)techniques. Since LTE wireless interface is
not compatible with 2G and 3G, it must be separately
operated on wirelessspectrum. This technology provides an
uplink rate of 75 Mbits/sec and downlink rate of 300
Mbits/sec. It can managefast moving mobiles and can
support multicast and broadcast streams. LTE has carrier
bandwidth of 1.4 MHz to 20 MHzand it supports FDD
(Frequency Division Multiplexing) and TDD (Time
Division Multiplexing). Initially LTE deviceswere not
having software support. This led to a new solution called
carrier promoting VoLGA (Voice over Generic Access).
The LTE standard supports only Packet switching with allIP networks. It can also support at least 200 active
data clients in every 5 MHz cell.

III AN EYEVIEW ON THE GENERATIONS OF
WIRELESS TECHNOLOGY: 1G-4G.
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The first generation technologies existed in 1980s. It is
based on analog signaling system. It supports data
transmissionin the kbps band width range. They exhibit poor
carrier capacity. They didn’t support MIMO technology. Its
cell size wasvery large and ranges from 2-20 kms. It
supported a maximum speed of 1.9 kbps. They lack network
security and wasvery time consuming. The major drawbacks
of 1G are poor voice quality, poor battery life, large phone
size, lowsecurity, limited capacity and poor handoff
reliability. Second generation technologies were present in
1990s. They werewireless telephone technology based on
GSM standards. They depend on digital voice and were
based on CODEC. Theywere mainly used for mobile
communication. They support a maximum speed of 14.4
kbps. Its core network act asPSTN.2G supports TDMA and
CDMA. They support a carrier bit rate of 270.8 kbps and a
speech coding bit rate is 13kbps. They support text
messaging in handsets and was safe for consumers to use.
They can operate at a channelbandwidth of 200 KHz in
GSM. They cannot support multiple users simultaneously.
The major drawback of 2Gtechnology includes requirement
for strong digital signals to help mobile phones work.
Digital signals will become weakin the absence of network
coverage. These systems are unable to handle complex data
such as videos. Third generationmobile technologies are
called 3G. They are the successors of 2G. The different
release versions of 3G include 3.5G and3.75G. CDMA
2000, UMTS, EDGE etc. comes under 3G technologies.
With a data bandwidth of 2 Mbps, they supporthigh sped
broadband networks. Its spectral efficiency ranges between
1-5 MHz They are very expensive to implement.They
provide a throughput of 3.1 Mbps. They are packet switched
network technologies. They use turbo codes for
errorcorrection and their network architecture is wide area
cell based architecture. Its frequency band exists between
1.8 and2.5 GHz. They also support video access also. The
drawback of 3G technology includes expensive fees for 3G
licensesservices. It was a big challenge to build the
infrastructure to 3G.They requires higher bandwidth. The
fourth generationtechnologies are called 4G technology
developed in the late 1990s. They are based on IP based
wireless communication.They provide multiple carrier
aggregation and support a data band width in Mbps range.
They exhibit a high speed of150 Mbps and uses MIMO
technology. They provide better data security and fast
internet connectivity. 4G is based on IPprotocol. They
support both mobile and wireless communication. They
support a data transmission speed of 150 Mbps.Wi-Max,
LTE technologies are part of 4G. They provide a flexible
channel band width. Here the handsets are providedwith WiFi and Bluetooth technologies. They provide high quality of
service. They support multi-user interface. They areless
expensive than 3G. They have a maximum upload rate of
500 Mbps and 1 Gbps download rate. Both packetswitching
and message switching are supported by 4G. They provide

high definition video access to the users. Theysupport
virtual navigation capabilities. They exhibit a spectral
efficiency of 20 MHz The drawbacks of 4G technology
arevery high battery use, hard to implement, require
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complicated hardware. Now the entire world is
concentrating on 5Gtechnology. Table I shows the
comparison of 1G-4G technologies.

IV . FIFTH GENERATION TECHNOLOGY (5G)
5G technology refers to the fifth generation technology
started from late 2010s. It is also referred to as the beyond
2020mobile communication. They provide complete
wireless communication with no limitations. It is highly
supportable toWWWW (Wireless World Wide Web). They
provide high speed and capacity.5G supports a data
transmission in therange of Gbps. Faster data transmission,
large mobile phone memory, dialing speed and clarity in
Audio/Video are themajor highlights of 5G technology.5G
is a packet switched wireless system with wide area
coverage and highthroughput. They use OFDM and
millimeter wireless which enables data rate of 20 mbps in a
frequency band of 2-8GHz. They are packet based network.
5G offers a new revolution to the mobile market. 5G
terminals have softwaredefined radios. They provide
advanced error-control schemes. 5G technology is based on
Open Wireless Architecture.While considering the network
layer, all mobile networks will use Mobile IP and each
mobile terminal will be a foreignagent. Here a mobile can be
attached to several mobiles or wireless networks at the same
time and the fixed IPV6 isimplemented in all the mobiles.
The network layer is divided into lower network layer and
upper network layer. Themiddleware between the upper and
lower network layers maintains the address translation from
upper network address todifferent lower network IP
addresses and vice versa. The mobile terminals are suitable
to have transport layer that can bedownloaded and installed.
They support Open Transport Protocol. In 5G the
application layer provides intelligent QoSmanagement over
variety of networks. Various intelligent algorithms run in the
mobile terminal as system processorprovides the best
wireless connections. 5G is a completepacket based
network. The attractive billing interface makes 5Gmore

attractive and effective. They supports Virtual private
networks.5G provides a flexible bandwidth between 5 and
20MHz optionally up to 40MHz.They increases the system
spectral efficiency up to 3 bit/s/Hz/cell in the downlink
and2.25bit/s/Hz/cell for indoor usage. By the support of
IPV6 the network address size is increased from 32 bit to
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128 bitand this in turn support more levels of addressing
hierarchy and much greater number of addressable node.
They extendthe IP address space for offering a unique IP
address to any device and to support IP mobility. In the
evolutionary viewof 5G, they will be able to support wwww
for highly flexible networks like DAWN (Dynamic Adhoc
Network). In arevolutionary view of 5G, there should be
extra
intelligent
technology
providing
unlimited
interconnection between thenetworks. They will support
artificial intelligence to a greater extend. Table II shows a
brief comparison between fourthand fifth generation
technologies.
A. Basic Concepts in 5G5G provides a real wireless world
with no limitations in the data accessing. They support
artificial intelligence to agreater extent. They support IPV6
technology. They prefer one unified global standard and
supports pervasivecomputing. The users can be
simultaneously connected to multiple wireless technologies.
5G extends its support to theareas of cognitive radios or
smart radios allowing different radio technologies to share
the same spectrum in an efficientadaptive manner. They use
high altitude stratospheric platform station. They provide
high resolution and large bandwidthsupport for faster data
transmission. Strong and faster error-correction mechanism
will be provided by 5G. They areproviding a network
connectivity speed of 25 Mbps. 5G technologies can be
applied in medical fields also. They can beused for sensing
various natural disasters. Key concepts include Dynamic
Adhoc network (includes smart antennas andflexible
modulation) and IPV6. The major services provided by 5G
includes dynamic information access and wearabledevices
with AL capabilities. They prefer CDMA multiplexing. The
entire network is packet switched.B. 5G Mobile Network
ArchitectureFifth generation mobile systems are all-IP based
technology. Here all-IP based mobile applications and
services such asmobile portals, mobile health care, mobile
commerce, mobile banking, mobile government etc. are
offered through Cloud.

Computing Resources. It is possible to configure on demand
network access through computing resources. This allows
the consumers to use applications without installation and
can access their personal data anywhere at any time. 5G is
based on the concept of super core, where all the network
operators are connected to a single core and have single
infrastructure irrespective of their access technologies. It
brings the concept of MVNOs (Mobile Virtual Network
Operators) a reality.Fig2. Shows the architecture of 5g
technology. The fifth generation technology is going to be a
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newrevolution in the mobile market as it can handle best
technologies and offer priceless handset to the customers.
They haveextraordinary data access capabilities. Maybe in
the coming years the 5G technology may take over the
entire market. 5Gcan provide high data connectivity using
its routers and switches. The 5G technology has a glowing
future. They providelow cost per bit. They support
interactive multimedia, voice, streaming video and other
broad band services. They areexpected to support virtual
private network. The traffic strategies by 5G technology
makes it more accurate. Beyond 5Gthe future enhancement
of Nano-core will be extraordinary as it includes artificial
intelligence also. The key challenges in5G include the
integration of various standards like 3GPP, 3GPP2, ITU etc.
Moreover there is no common platform orarchitecture for
interconnecting different standards. Research is going on to
connect users simultaneously to multiple
wireless technologies. The main component of fifth
generation technology is the 5G nanocore. It is a
combination of
technologies like nanotechnology, cloud computing and AllIP network. All these technologies have their own impact on
the existing wireless communication networks which in turn
lead to the concept of 5G. Fig3. Shows the basic
architectureof Nanocore components.
1) Nanotechnology
Nanotechnology also known as Molecular Nanotechnology
(MNT). It is a technology that uses Nano science for
controlling various processes on a nanometer scale ie,
between 0.1 and 100nm. It will lead to a next great
industrialrevolution. They are considered as one of the most
significant technology in the wireless communication
network. It hasa direct impact on the mobile and sensor
networks as well as on the core network.

as Nano Equipment. The main goal of this is to facilitate
communication as well as computation for the users in an
intelligent manner. These Nano Equipment should exhibit
the features like flexibility, transparency, environment
sensibility, self-powering (getting charged from resources
like sun, air, water etc..) and also they should clean by
themself. The Nano Equipment consists of devices like
Morph, Graphene’s Transistor, Liquid lens, intelligent
batteriesand Nano Sensors. Nanocore requires reliable
capacity and high speed to maintain equilibrium to security
aspects. Butthe most recent standards like Wimax and LTE
can achieve this requirement. To fulfill this need, the
Nanocore alongwith Nanotechnology is combined. For
creating such a platform, nanocore requires high
performance, flexibility andextensibility in the hardware and
software infrastructure.
3) Quantum Computing
Quantum computing is the computation intelligence based
on the concept of quantum theory in which the behavior of
energy and matter is explained at the atomic and subatomic
level. Information is in the form of electrons is transmitted
intoday’s digital systems. According to quantum computing,
the upcoming technology would be based on the principles
ofquantum mechanism in which small particles of light and
matter can be considered. Here a quantum bit can be
expressedas both 0 and 1. They will support a higher speed
which is 8 times faster than that of normal computing. They
provideimproved storage capacity, improved speed and
improved security. They can use theconcept of Quantum
cryptography for the purpose of improved security.

4) Cloud Computing
Cloud computing is a technology used by a group of
computers, connected using Internet for the purpose of data
management and maintenance. It consists of a central
remote server. This allows the users to access data at any
time,anywhere without any additional installations. This
concept is the basis for nanocore technology. The users
obtain more real-time applications and thus they can utilize
the 5G services to a great extent. Security and reliability is
provided usingquantum cryptography. The three important
segments in cloud computing includes applications, platform
andinfrastructure. Each segment acts differently in different
situations. Fig4. shows a basic structure of cloud computing.

2) Nano Equipment (NE)
In this advanced world, mobile phone becomes an identity
of each individual. The fifth generation called these mobiles
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enough security for the consumer’s health as technology can
adversely affect the human health.
V. CONCLUSIONS
The wireless mobile technology is advancing day by day.
The technical advancement is clear from the path of
evolutionfrom 1G to 5G. Migration to 5G technologies
ensures convergence of networks, technologies, applications
and variousservices. 5G can serve as a flexible platform.
While with each passing year, the future is becoming more
difficult topredict, we should expect a new enhanced phase
of technological change. We conclude that nanotechnology,
Cloud\computing, All-IP etc all together will become the
next generation technology.

VI. ACKNOWLEDGMENT
5) Applications:
5G provides higher on-demand services. These on-demand
services differ widely in their pricing schemes and other
factors like mode of delivery etc. the products used for the
deployment of internet come under the platform segment.
Forexample, Google, Amazon etc. developed their platforms
to allow users to access data and other applications from
centralized servers. The third segment called infrastructure
act as the backbone of cloud computing. The cloud
computingconcepts reduces the CAPEX of 5G network and
also provides less billing service to the end user.
6) All-IP network
The All-Ip which is an extended version of 3GPP can
increase the demands of mobile telecommunication market.
Thewireless network operators turning to flat IP network
architecture to meet the various needs of customers. APIN is

providing a complete edge in terms of performance and cost.
The important benefits of IP architecture are reduced system
latency and universal seamless access. The increasing
demand of IP-based services can improve the
performancedemand of various IP-based equipments and
devices. This can result in increasing demand for multicore
technology.Data in a flat mobile IP network model flows
freely. The All-IP has the ability to adapt and move sessions
from oneterminal to another based on certain criteria. It has
a provision for advanced application services as well as
otherubiquitous services. There exist some methods inside
All-IP for ensuring quality of service (QOS).
7) Multi Core Technology
As 5G provides all-IP based technology, it is necessary to
incorporate multicore technology. This supports powerful
dataprocessing in the telecommunication system.
C. Challenges in 5G5G technology also have a lot of
challenges. One important problem is that there is always a
chance for deception.
Another main problem is in the area of security. The
interoperability between the technologies is required for the
Nanocore concept. The entire concept of nanocore is highly
expensive. Moreover proper care should be taken to provide
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Abstract:Visual secret sharing is the technique that divide the
secret image into n multiple shares. Each share constitutes
some information and when k shares out of n stack together
the secret will reveal. However; less than k shares are not
work. Color visual cryptography (VC) is a scheme of
providing security to a color secret image by encrypting it into
n color halftone image shares. A visual cryptogram scheme
consists of an encryption algorithm by which a secret image is
divided into a set of shares and a decryption algorithm which
is used to recover the secret image by staking the shares. This
paper introduced the concept of visual information pixel (VIP)
synchronization and error diffusion to attain a color visual
cryptography encryption method that produces meaningful
color shares with high visual quality. VIP synchronization
retains the positions of pixels carrying visual information of
original images throughout the 3 color channels and error
diffusion diffuses the errors, generates shares pleasant to
human eyes.
Keywords— Visual Cryptography Scheme, halftone, visual
information pixel, error diffusion, secret sharing,
meaningful colour shares, digital halftoning.
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I.

INTRODUCTION

The encryption of pictures by two random grids was first
introduced by Kafri and Keren in 1987 [1] where binary
pictures were considered. Their algorithms encrypt a secret
picture or shape into two random grids which are printed on
transparencies such that the areas containing the secret
information in the two grids are inter-correlated. VISUAL
CRYPTOGRAPHY (VC) is a type of secret sharing scheme
introduced by Naor and Shamir [2].Visual cryptography, to
describe the study of the visual version of the secret sharing
problem. Cryptography as the study of secret (crypto) writing
(graphy) and is defined as the study of mathematical
techniques related to aspects of information security. Visual
cryptography is based on cryptography where n images are
encoded in a way that only the human visual system can
decrypt the hidden message without any cryptographic
computations when all shares are stacked together. Visual
cryptography is a very secure and unique way to protect
secrets. Basically, visual cryptography has two important
features. The first feature is its perfect secrecy, and the second
feature is its decryption method which requires neither
complex decryption algorithms nor the aid of computers. They
gave a formal definition to a k out of n visual secret sharing
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scheme, proposed the constructions and analyses of the visual
cryptographic schemes.
Consider a binary secret image B and a set of n participants
sharing B. A k out of n visual secret sharing scheme encrypts
B into n transparencies (called shares) which are distributed to
the n participants one by one in such a way that only when k or
more shares are stacked together can the participants see B by
their visual system; while any group of less than k shares
obtains nothing about B.
Several new methods for VC have been introduced recently in
the literature. Blundo [3] proposed an optimal contrast k-outof-n scheme to alleviate the contrast loss problem in the
reconstructed images. Ateniese [4] proposed a more general
method for VC scheme based upon general access structure.
The access structure is a specification of qualified and
forbidden subsets of shares. The participants in a qualified
subset can recover the secret image while the participants in a
forbidden subset cannot. The VC scheme concept has been
extended to grayscale share images rather than binary image
shares [5]–[6]. Blundo [7] proposed VC schemes with general
access structures for grayscale share images. Hou [8]
transformed a gray-level image into halftone images and then
applied binary VC schemes to generate grayscale shares.
Although the secret image is grayscale, shares are still
constructed by random binary patterns carrying visual
information which may lead to suspicion of secret encryption.
Ateniese [9] developed a method of extended visual
cryptography (EVC) in which shares contain not only the
secret information but are also meaningful images.
Hypergraph colorings are used in constructing meaningful
binary shares. Since hypergraph colorings are constructed by
random distributed pixels, the resultant binary shares contain
strong white noise leading to inadequate results. Wang [10]
generalized the Ateniese’s scheme using concatenation of
basis matrices and the extended matrices collection to achieve
more simpler deviation of basis matrices. Nakajima [11]
extended EVC to a scheme with natural grayscale images to
improve the image quality. Zhou et al. [12] used halftoning
methods to produce good quality halftone shares in vc.

To illustrate basic principles of VC scheme, consider a simple
(2, 2)-VC scheme in Fig. 1. Each pixel p from a secret binary
image is encoded into m black and white subpixels in each
share. If is a p white (black) pixel, one of the six columns is
selected randomly with equal probability, replacing p .
Regardless of the value of the pixel p , it is replaced by a set of
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four subpixels, two of them black and two white. Thus, the
subpixel set gives no clue as to the original value of . When
two subpixels originating from two white are superimposed,
the decrypted subpixels have two white and two black pixels.
On the other hand, a decrypted subpixel having four black
pixels indicates that the subpixel came from two black pixels.
Fig. 2 shows an example of a simple (2, 2)-VC scheme with a
set of subpixels shown in Fig. 1. Fig. 2(a) shows a secret
binary message, Fig. 2(b) and (c) depict encrypted shares for
two participants. Superimposing these two shares leads to the
output secret message as shownin Fig. 2(d). The decoded
image is clearly identified, although some contrast loss is
observed.

Fig. 2. Example of 2-out-of-2 scheme. The secret image is
encoded into two shares showing random patterns. The
decoded image shows the secret image with 50% contrast loss.
(a) Binary secret image. (b) Encrypted share 1. (c) Encrypted
share 2. (d) Decrypted secret message.
This paper introduces a color VC encryption method which
leads to meaningful shares and is free of the previously
mentioned limitations. The method is simple and efficient. It
relies on two fundamental principles used in the generation of
shares, namely, error diffusion and VIP synchronization. Error
diffusion is a simple but efficient algorithm for image halftone
generation. The quantization error at each pixel is filtered and
fed to future inputs. The error filter is designed in a way that
the low frequency differences between the input and output
images are minimized and consequently it produces pleasing
halftone images to human vision. Synchronization of the VIPs
across the color channels improves visual contrast of shares. In
color VC schemes, the colors of encrypted pixels and the
contrast can be degraded due to random matrix
permutation[13]. Random matrix permutations are key
security features in VC schemes. In grayscale VC schemes, it
does not affect the visual quality; however, in color schemes,
independent execution of random matrix permutation for each
color channel can cause color distortion by placing VIPs at
random positions in sub pixels which finally degrades the
visual quality. VIP synchronization prevents the color and
contrast of original images from degradation even with matrix
permutation.
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III.

contrast difference is α , the decrypted sub pixels show the
intended color of the message pixel with probability α .

PROPOSED WORK

Fig.3 . General illustration of matrices distribution of (2, 2)color EVC. (a) Matrices distribution along with a message
pixel. Every message pixel composed of 3b is encoded into
four subpixels for each color channel by referring the bit value
on each channel of message bit. The positions of VIPs across
color channels where colored in gray are preserved after
encryption
IV.
Step1:- share generation using share matrix
Scc1,c2,....cn (C,C1,........Cnє{0,1}) where C is a bit pixel
from the message image and C,C1,........Cn indicate the
corresponding pixel bits from the original images. In each row
of Scc1,c2,....cn there are ƛ number of Ci and the values are
unknown in
thenmatrix derivation stage. Half toning then defines actual bit
values of Ci by referring the pixel values of original images
and error diffused away.
The encryption method focuses on VIP synchronization across
3 color channels. VIPs are pixels on the encrypted shares that
have color values of the original images, which make the
encrypted shares meaningful. In each of the m sub pixels of
the encrypted share, there are ƛ number of VIPs, denoted as Ci
and the remaining (m-ƛ) pixels deliver the message
information of the secret message image. Here each sub pixel
m carries visual information as well as message information,
while other methods extra pixels are needed in addition to the
pixel expansion to produce meaningful shares. Since each VIP
is placed at the same bit position in sub pixels across the three
color channels, VIP represents accurate colors of the original
image.
Step2:-Distribution of matrices across color channel
This algorithm produces encryption shares Xi An example of
the matrices distribution for (2, 2)-color EVC scheme shows
the matrices distribution along with each message pixel. Each
binary bit on three color channels of message pixel is
expanded into four sub pixels on corresponding color channels
throughout the encryption shares by taking the matrix S0 and
S1 according to its bit value. Since the VIPs are placed at the
same spot on the row in matrices S0 and S1 each encrypted
sub pixels has the VIPs at the same positions throughout the
color channels, where colored in gray in the figure. This
feature makes the shares carry accurate colors of the original
image after encryption. the decryption mechanism by the unit
of sub pixels showing how they present the desired color of
the original message pixel. Regardless of the VIP values
which will be decided in the error diffusion stage, the
decrypted sub pixels reveal the color of the message pixel
X(p,q) with contrast loss. Since the matrices S1 and S0 with
contrast loss. Since the matrices are derived in a way that the
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RESULTS

This section presents the information regarding input secret
image for encryption, meaningful shares or half toned shares
used for encryption process and reconstructed image.
A Original Secret Image for 2 out of 2 and 4 out of 4 VCS

Fig: A) Original Secret Image
B. Colour Images

1
Fig: B) Actual Colour Image

2

C. After Embedding Secret image into Shares
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I. Meaningful Shares for 2 out of 2 VCS after Encryption

V.

CONCLUSION

From the above result it is clear that the quality of shares is not
good .to improve the share quality post processing is required
such as error diffusion. Share contains lots of impurity.
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Abstract: Cyber security is the body of technologies,
processes and practices design to protect networks,
computers, programs and data from attack, damage or
unauthorized access.
In computing context the term security implies cyber
security.
This paper is about simulations of attacks, defenses, and
consequences in complex cyber systems such as computer
networks. Network security is a complex and challenging
problem. The area of network defense mechanism design is
receiving immense attention from the research community
for more than two decades. However, the network security
problem is far from completely solved. Researchers have
been address the network security issues. We begin by
discussing limitations on simulation that are relatively
unique to information protection, how simulation works.
Next we show results of individual simulations and runs of a
few thousand simulations that characterize small portions of
the design space for attacks alone and then attacks in the
presence of defenses.
In this paper we show how to protect the system from the
cyber attack with the help of simulation and also protect the
network. The key concept is to deal with cyber attack that is
the main part of cyber security as we mention above the
security in terms of computer is a cyber security.
In terms of security we have to provide some strong security
to our computer system so that the attacker cannot crack it
easily. The security involves protecting information and
system from major cyber threats, such as cyber terrorism,
cyber warfare, and cyber espionage.
Keyword: - Cyber security, simulation attacks, cyber
threats, security attacks.
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I.INTRODUCTION
Cyber security is the body of technologies, processes and
practices designed to protect networks, computers, programs

and data from attack, damage or unauthorized access. In a
computing context, the term security implies cyber security
Cyber security involves protecting information and systems
from major cyber threats, such as cyber terrorism, cyber
warfare, and cyber espionage. In their most disruptive form,
cyber threats take aim at secret, political, military, or
infrastructural assets of a nation, or its people. Cyber
security is therefore a critical part of any governments’
security strategy.
II.

RELATED WORK

Cyber criminals target financial institutions, businesses of
all sizes, government agencies and military organizations
across the globe. They have the power to inflict significant
damage through interruption of service, intellectual property
theft, network viruses, data mining, financial theft and theft
of sensitive customer data. Cyber security specialists
identify and resolve these highly complex issues to keep
information secure, allowing business to continue as normal.
Cyber security specialists are responsible for keeping cyber
crime at bay by using their proficiency in analysis, forensics
and reverse engineering to monitor and diagnose malware
events and vulnerability issues. They then make
recommendations for solutions, including hardware and
software programs that can help mitigate risk. These
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professionals typically design firewalls, monitor use of data
files, and regulate access to safeguard information and
protect the network. Staying up-to-date on current virus
reports and protecting networks from these viruses is a
major aspect of a cyber security specialist’s job duties. They
often train users, promote security awareness, develop
policies and procedures, and provide updates and reports to
management and executive staff.

III.

Cyber Attack Types
a. Denial of Service Attacks
b. Attacks Detection Strategies
c. Analysis Approach

Elements

Ensuring cyber security requires coordinated efforts
throughout an information system. Elements of cyber
security include:

A. Tools supporting security management and
development:
The cyber security management process is a known
“system” of interrelated elements that act in concert with
one another to achieve the over-arching goal of the system
itself --to protect the confidentiality, integrity and
availability of information and represents knowledge of
many of these system elements. While not all of the
elements of the map will be discussed in this paper, primary
attention is given to policy and technology. Driven by
policy, the cyber security management process applies
technology and requires effective planning in order to
achieve the goal.

B. Computer network security:
The field Network and internet security consist of measure
to deter, prevent, and correct security violation that involve
the transmission of information. That is board statement that
covers a host of possibilities. To give you feel for your area
covered in this topic. In the network security the main term
is to provide the security to the computer network when it is
communicating with other computer or the other system
So the network security provides a protection to the data in a
network against un authorize access and hackers.

C. Cyber-attack detection:
In this element we can show the how to detect the cyber
attack. The cyber attack are very harmful for the system
some time it damage or destroy the system.
Cyber attacks crime and cyber attacks terror increase
exponentially. To save innocent people life we suggest to set
ethical rules for virtual world according to real life.
Furthermore new security actions are required to protect
private life in virtual world. This paper introduces a survey
of cyber attacks detection. Cyber attacks are actions that
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attempt to bypass security mechanisms of computer
systems. Cyber attack detection has been defined as “the
problem of identifying individuals who are using a computer
system without authorization and those who have legitimate
access to the system but are abusing their privileges. We add
to this definition the identification of attempts to use a
computer system without authorization or to abuse existing
privileges.

D. Cryptographic Solution
A cryptography is the process of encryption and decryption
in cryptography we can use two algorithm first is encryption
and the second is for decryption. The encryption is the
process in which the plain text is converted into cipher text.
And the decryption is the process in which cipher text is
converted into plain text.Encryption and decryption process
provide the security to the data which is send to one place to
another place or one system to another system.
This is the standard.The many schemes use for encryption
constitute the area of study known as cryptography. Such
system is known as cryptographic system or cipher.
Cryptanalysis is what the layperson calls “breaking the
code”. The area of cryptography and cryptanalysis is
together call cryptology.

E. Network Security:
Network security is a process of taking physical and
software preventative measures to protect the under laying
networking infrastructure from unauthorized access, misuse,
Malfunction modification, destruction or improper discloser,
thereby creating a secure platform for computers, users and
programs to perform.Security management for network is
different for all kinds of situation A. home or small office
may only require basic security while large businesses may
require high maintenance and advance software and
hardware to prevent malicious attack from hacking and
spamming.
Types of Attack in network security:
Attack can be from two categories “passive” when a
network intruder intercepts data travelling through the
network and active in which an intruder initiate command to
disrupt the networks normal operation.
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d. Increase in cyber warfare possibly
e. More anonymity between hackers.

Classification of Cyber Attacks

IV.

The attacker will expect the process to be harmonized in
order to infect the system. Synchronization of the steps
involved to steal the information leads them to achieve what
they expect. The hackers will get their result in time, in step
and in their line. An organized form of the methods will be
used by the attacker or hacker lead to infect the system very
easily. The usage of logically organized methods leads them
to get more efficient results. The attacks are regimented with
perfect sequence and in such a way that the resulting
damage is severe enough to compromise the working of the
organization.

Reconnaissance Attacks Type of attack which involves
unauthorized detection system mapping and services to steal
data
Access Attacks An attack where intruder gains access to a
device to which he has no right for access.
Denial of Service Intrusion into a system by disabling the
network with the intent to deny service to authorized users
Denial of service (DOS) is class of attack where an attacker
makes a computing or memory resource too busy or too full
to handle legitimate requests, thus denying legitimate user
access to a machine.
Cyber crime The use of computers and the internet to
exploit users for materialistic gain

VII.

This paper introduced and discussed different cyber attack
detection strategies. We have carried out comparison and
analysis between different cyber attacks strategies. Cyber
attack techniques have been improved dramatically over
time, especially in the past few years. Developing new cyber
attack detection schemes is necessary because cyber
attackers develop their strategies continuously too.
Information fusion from multiple sources required
intelligence techniques to characteristic the cyber attackers.
It seems that traditional cyber attacks detection schemes
may prevent cyber attackers temporary and partial. To
overcome the lack of traditional cyber attacks detection
schemes we propose new scheme for real-time and shortterm response to actual attacks

Reference:
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II.

III.

Cyber espionage The act of using the internet to spy on
others for gaining benefit.
IV.

Advantages of Cyber Security:

V.

V.

a.
b.
c.
d.
e.

VI.

Improved security of cyber space.
Increase in cyber defense.
Increase in cyber speed.
Allow more option to save data.
Better response time to national crisis.

Conclusion:
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Disadvantage of Cyber Security:
a. Improved hacker speed and ability
b. Interconnected to computers
c. Improved viruses, malware and worms
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Abstract:
Data mining, the extraction of hidden predictive information
from large databases, is a powerful new technology with
great potential to help companies focus on the most
important information in their data warehouses. Data mining
tools predict future trends and behaviors, allowing
businesses to make proactive, knowledge-driven decisions.
The automated, prospective analyses offered by data mining
move beyond the analyses of past events provided by
retrospective tools typical of decision support systems. Data
mining tools can answer business questions that traditionally
were too time consuming to resolve. They scour databases
for hidden patterns, finding predictive information that
experts may miss because it lies outside their
expectations.Most companies already collect and refine
massive quantities of data.
I.

INTRODUCTION

Data mining techniques are the result of a long process of
research and product development. This evolution began
when business data was first stored on computers, continued
with improvements in data access, and more recently,
generated technologies that allow users to navigate through
their data in real time. Data mining takes this evolutionary
process beyond retrospective data access and navigation to
prospective and proactive information delivery. Data mining
is ready for application in the business community because
it is supported by three technologies that are now
sufficiently mature:



Massive data collection
Powerful multiprocessor computers
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Data mining algorithms

Commercial databases are growing at unprecedented rates.
A recent META Group survey of data warehouse projects
found that 19% of respondents are beyond the 50 gigabyte
level, while 59% expect to be there by second quarter of
1996.1 In some industries, such as retail, these numbers can
be much larger. The accompanying need for improved
computational engines can now be met in a cost-effective
manner with parallel multiprocessor computer technology.
Data mining algorithms embody techniques that have
existed for at least 10 years, but have only recently been
implemented as mature, reliable, understandable tools that
consistently outperform older statistical methods.In the
evolution from business data to business information, each
new step has built upon the previous one. For example,
dynamic data access is critical for drill-through in data
navigation applications, and the ability to store large
databases is critical to data mining. From the user’s point of
view, the four steps listed in Table 1 were revolutionary
because they allowed new business questions to be
answered accurately and quickly

II. RELATED WORK
How exactly is data mining able to tell you important things
that you didn't know or what is going to happen next? The
technique that is used to perform these feats in data mining
is called modeling. Modeling is simply the act of building a
model in one situation where you know the answer and then
applying it to another situation that you don't. For instance,
if you were looking for a sunken Spanish galleon on the
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high seas the first thing you might do is to research the times
when Spanish treasure had been found by others in the past.
You might note that these ships often tend to be found off
the coast of Bermuda and that there are certain
characteristics to the ocean currents, and certain routes that
have likely been taken by the ship’s captains in that era. You
note these similarities and build a model that includes the
characteristics that are common to the locations of these
sunken treasures. With these models in hand you sail off
looking for treasure where your model indicates it most
likely might be given a similar situation in the past.
Hopefully, if you've got a good model, you find your
treasure.This act of model building is thus something that
people have been doing for a long time, certainly before the
advent of computers or data mining technology. What
happens on computers, however, is not much different than
the way people build models. Computers are loaded up with
lots of information about a variety of situations where an
answer is known and then the data mining software on the
computer must run through that data and distill the
characteristics of the data that should go into the model.
Once the model is built it can then be used in similar
situations where you don't know the answer. For example,
say that you are the director of marketing for a
telecommunications company and you'd like to acquire
some new long distance phone customers. You could just
randomly go out and mail coupons to the general population
- just as you could randomly sail the seas looking for sunken
treasure. In neither case would you achieve the results you
desired and of course you have the opportunity to do much
better than random - you could use your business experience
stored in your database to build a model.
III. MOTIVATION
state‐ of‐ the‐ art techniques in mining data streams for
mobile and ubiquitous environments. We start the review
with a concise background of data stream processing,
presenting the building blocks for mining data streams. In a
wide range of applications, data streams are required to be
processed on small ubiquitous devices like smartphones and
sensor devices. Mobile and ubiquitous data mining target
these applications with tailored techniques and approaches
addressing scarcity of resources and mobility issues. Two
categories can be identified for mobile and ubiquitous
mining of streaming data: single‐ node and distributed. This
survey will cover both categories. Mining mobile and
ubiquitous data require algorithms with the ability to
monitor and adapt the working conditions to the available
computational resources. We identify the key characteristics
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of these algorithms and present illustrative applications.
Distributed data stream mining in the mobile environment is
then discussed, presenting the Pocket Data Mining
framework. Mobility of users stimulates the adoption of
context‐ awareness
in
this
area
of
research.
Context‐ awareness and collaboration are discussed in the
Collaborative Data Stream Mining, where agents share
knowledge to learn adaptive accurate models.

IV. PROBLEM STATEMENT
Considering such a problem with large number of collected
nodes, the failure is more complex and challenging in
nature. Sensing and data processing are essential. WSNs
have many more nodes and are more densely deployed
.Hardware must be cheap; nodes are more prone to failures
WSNs operate under very strict energy constraints Node
failures are very improbable unless a part of the deployment
area includes factoring in coverage and ongoing application
tasks in the recovery process and develop a test bed for
evaluating the various failure recovery schemes.
V. PROPOSED WORK
Data mining is primarily used today by companies with a
strong consumer focus - retail, financial, communication,
and marketing organizations. It enables these companies to
determine relationships among "internal" factors such as
price, product positioning, or staff skills, and "external"
factors such as economic indicators, competition, and
customer demographics. And, it enables them to determine
the impact on sales, customer satisfaction, and corporate
profits. Finally, it enables them to "drill down" into
summary information to view detail transactional data. With
data mining, a retailer could use point-of-sale records of
customer purchases to send targeted promotions based on an
individual's purchase history. By mining demographic data
from comment or warranty cards, the retailer could develop
products and promotions to appeal to specific customer
segments. For example, Blockbuster Entertainment mines its
video rental history database to recommend rentals to
individual customers. American Express can suggest
products to its cardholders based on analysis of their
monthly expenditures. WalMart is pioneering massive data
mining to transform its supplier relationships. WalMart
captures point-of-sale transactions from over 2,900 stores in
6 countries and continuously transmits this data to its
massive 7.5 terabyte Teradata data warehouse. WalMart
allows more than 3,500 suppliers, to access data on their
products and perform data analyses. These suppliers use this
data to identify customer buying patterns at the store display
level. They use this information to manage local store

Special Issue Tech-Ed 2016 (International Conference)

Page 63

inventory and identify new merchandising opportunities. In
1995, WalMart computers processed over 1 million complex
data queries. The National Basketball Association (NBA) is
exploring a data mining application that can be used in
conjunction with image recordings of basketball games. The
Advanced Scout software analyzes the movements of
players to help coaches orchestrate plays and strategies. For
example, an analysis of the play-by-play sheet of the game
played between the New York Knicks and the Cleveland
Cavaliers on January 6, 1995 reveals that when Mark Price
played the Guard position, John Williams attempted four
jump shots and made each one! Advanced Scout not only
finds this pattern, but explains that it is interesting because it
differs considerably from the average shooting percentage of
49.30% for the Cavaliers during that game.
By using the NBA universal clock, a coach can
automatically bring up the video clips showing each of the
jump shots attempted by Williams with Price on the floor,
without needing to comb through hours of video footage.
Those clips show a very successful pick-and-roll play in
which Price draws the Knick's defense and then finds
Williams for an open jump shot.

Figure 1 - Integrated Data Mining Architecture
request for replacement of a long distance faulty sensor, if it
knows in advance that the nearby sensor may soon become
faulty. Reinforcement and supervised learning are the two
main classes of learning that can be applied to this
environment.
VI. CONCLUSION
The use of data mining in enrollment management is a fairly
new development. Current data mining is done primarily on
simple numeric and categorical data. In the future, data
mining will include more complex data types. In addition,
for any model that has been designed, further refinement is
possible by examining other variables and their
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relationships. Research in data mining will result in new
methods to determine the most interesting characteristics in
the data. As models are developed and implemented, they
can be used as a tool in enrollment management.
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Abstract: Relation of data mining and E-Commerce is
important factor. It is now possible to perform data mining
on Web log records collected from the Internet Web-page
access history. Analyzing and exploring regularities in this
behavior can improve the system performance; enhance the
quality and delivery of Internet information services to the
end user in E-commerce.
Another fact we describe i.e., Trust and Risk. It is important
in consumer electronic commerce purchasing decisions. The
results of the study show that Internet consumers' trust and
perceived risk have strong impacts on their purchasing
decisions. Consumer disposition to trust, reputation, privacy
concerns, security concerns, the information quality of the
Website, and the company's reputation, have strong effects
on Internet consumers trust in the Website.
Keywords: Web log records, Internet information services,
Trust and Risk
I.

Introduction

A.What is data mining?

II.Data Mining Applications:

Generally, data mining (sometimes called data or knowledge
discovery) is the process of analyzing data from different
perspectives and summarizing it into useful information information that can be used to increase revenue, cuts costs,
or both. Data mining software is one of a number of
analytical tools for analyzing data. It allows users to analyze
data from many different dimensions or angles, categorize
it, and summarize the relationships identified. Technically,
data mining is the process of finding correlations or patterns
among dozens of fields in large relational databases.
B.What is data mining?
Electronic commerce is the use of information and
communication technologies through the Internet platform
to share business information, keep business relationships,
and conduct business transactions.
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An electronic commerce, different data mining techniques
can be used for many purposes. For example, in sales
promotion the marketing staff may want to find out which
products their customers are more likely to buy together.
This information will allow them to place these items in a
sales bundle in order to increase revenue. The use of Web
log data permits to understand users' behavior. This data
contains information about users' access and may show
potential patterns in their behavior, and identify potential
customers of electronic commerce. This knowledge is useful
to: change marketing strategies; identify segmentation of
customers; improve customers' retention; predict customer's
expenditure and market trends; provide personalized
services to customers; analyze shopping cart; forecast sales;
redesign the website to provide a better service; and/or make
better business decisions. Electronic commerce is changing
the face of business. It allows better customer management,
new strategies for marketing, an expanded range of products
and more efficient operations. A key enabler of this change
is the widespread use of increasingly sophisticated data
mining tools.

A. Data Mining Applications in Healthcare
Data mining applications in health can have tremendous
potential and usefulness .However, the success of healthcare
data mining hinges on the availability of cleanhealthcare
data. In this respect, it is critical that the healthcare industry
look into how data can be better captured, stored, prepared
and mined.
B. Data mining is used for market basket analysis
Data mining technique is used in MBA(Market Basket
Analysis).When the customer want to buying some products
then this technique helps us finding the associations between
different items that the customer put in their shopping
buckets. Here the discovery of such associations that
promotes the business technique
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C. The data mining is used an emerging trends in the
education system
In Indian culture most of the parents are uneducated .The
main aim of in Indian government is the quality education
not for quantity. But the day by day the education systems
are changed and in the 21st century a huge number of
universalities are established by the order of UGC. With
huge number of higher education aspirants, we believe that
data mining technology can help bridging knowledge gap in
higher educational systems. The hidden patterns,
associations, and anomalies that are discovered by data
mining techniques from educational data can improve
decision making processes in higher educational systems.
D. Data mining is now used in many different areas in
manufacturing engineering
When we retrieve the data from manufacturing system then
the customer is to use these data for different purposes like
to find the errors in the data ,to enhance the design
methodology ,to make the good quality of the data ,how best
the data can be supported for making the decision . But
most of time the data can be first analyzed then after find the
hidden patterns which will be control the manufacturing
process which will further enhance the quality of the
products

E. Data Mining Applications can be generic or domain
specific.
Data mining system can be applied for generic or domain
specific . Some generic data mining applications cannot take
its own these decisions but guide users for selection of data,
selection of data mining method and for the interpretation of
the results. The multi agent based data mining application
has capability of automatic selection of data mining
technique to be applied.
F. In Medical Science
In medical science there is large scope for application of
data mining. Diagnosis of diesis, health care, patient
profiling and history generation etc. are the few examples.
Mammography is the method used in breast cancer
detection. So that they can produce the good quality of the
result detection
G. Data Mining methods are used in the Web Education
Data mining methods are used in the web Education which
is used to improve courseware. The relationships are
discovered among the usage data picked up during students’
sessions. This knowledge is very useful for the teacher or
the author of the course, who could decide what
modifications will be the most appropriate to improve the
effectiveness of the course.
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III.Advantages
A.Marketing / Retail
Data mining helps marketing companies build models based
on historical data to predict who will respond to the new
marketing campaigns such as direct mail, online marketing
campaign…etc. Through the results, marketers will have
appropriate approach to sell profitable products to targeted
customers.
B.Finance / Banking
Data mining gives financial institutions information about
loan information and credit reporting. By building a model
from historical customer’s data, the bank and financial
institution can determine good and bad loans. In addition,
data mining helps banks detect fraudulent credit card
transactions to protect credit card’s owner.
C.Manufacturing
By applying data mining in operational engineering
data,manufacturers can detect faulty equipments and
determine optimal control parameters. For example semiconductor manufacturers has a challenge that even the
conditions of manufacturing environments at different wafer
production plants are similar, the quality of wafer are lot the
same and some for unknown reasons even has defects.
D.Governments
Data mining helps government agency by digging and
analyzing records of financial transaction to build patterns
that can detect money laundering or criminal activities.
IV.Disadvantages of data mining
A.Privacy Issues
The concerns about the personal privacy have been
increasing enormously recently especially when internet is
booming with social networks, e-commerce, forums,
blogs…. Because of privacy issues, people are afraid of their
personal information is collected and used in unethical way
that potentially causing them a lot of troubles. Businesses
collect information about their customers in many ways for
understanding their purchasing behaviors trends. However
businesses don’t last forever, some days they may be
acquired by other or gone. At this time the personal
information they own probably is sold to other or leak.
B.Security issues
Security is a big issue. Businesses own information about
their employees and customers including social security
number, birthday, payroll and etc. However how properly
this information is taken care is still in questions. There have
been a lot of cases that hackers accessed and stole big data
of customers from big corporation such as Ford Motor
Credit Company, Sony… with so much personal and
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financial information available, the credit card stolen and
identity theft become a big problem.
C.Misuse of information/inaccurate information
Information is collected through data mining intended for
the ethical purposes can be misused. This information may
be exploited by unethical people or businesses to take
benefits of vulnerable people or discriminate against a group
of people.
V.CONCLUSIONS AND FUTURE WORK
In this paper, we have presented how web mining in a broad
sense, data mining applied to ecommerce is applicable to
improve the services provided bye-commerce based
enterprises. Specifically, we first discussed some popular
tools and techniques used in data mining. Statistics, AI and
database methods were surveyed and their relevance to data
mining in general was discussed. We then presented a host
of applications of these tools to data mining in e-commerce.
Later, we also highlighted architectural and implementation
issues. We now present some ways in which web mining
can be extended for further research. With the growing
interest in the notion of semantic web, an increasing number
of sites use structured semantics and domain ontology as
part of the site design, creation, and content delivery. The
primary challenge for the next-generation of personalization
systems is to effectively integrate semantic knowledge from
domain ontology into the various parts of the process,
including the data preparation, pattern discovery, and
recommendation phases. Such a process must involve some
or all of the following tasks and activities
A .Ontology learning, extraction, and preprocessing: Given
a page in the web site, we must be able extract domain-level
structured objects as semantic entities contained within this
page.
B. Semantic data mining: In the pattern discovery phase,
datamining algorithms must be able to deal with complex
semantic objects.
C Domain-level aggregation and representation: Given a set
of structured objects representing a discovered pattern, we
must then be able to create an aggregated representation as a
set of pseudo objects, each characterizing objects of
different types occurring commonly across the user sessions.

the statistics about the number of sessions, page hits, and
exit pages (last page at each session). Search engines
conduct breadthfirst scans of the site, generating many
requests in short duration tools need to have mechanisms to
automatically sieve such noisy data in order for data mining
algorithms to yield sensible and pragmatic proposals.
B.Data transformations: There are two sets of
transformations that need to take place first data must be
brought in from the operational system to build a data
warehouse, and second data may need to undergo
transformations to answer a specific business question, a
process that involves operations such as defining new
columns, binning data, and aggregating it. While the first set
of transformations needs to be modified infrequently (only
when the site changes), the second set of transformations
provides a significant challenge faced by many data mining
tools today.
C.Scalability of data mining algorithms: With a large
amount of data, two scalability issues arise: (i) most data
mining algorithms cannot process the amount of data
gathered at web sites in reasonable time, especially because
they scale nonlinearly; and ii) generated models are too
complicated for humans to comprehend.
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D.Ontology-based
recommendations:
Finally,
the
recommendation process must also incorporate semantic
knowledge from the domain ontology.
Some of the challenges in e-commerce data mining include
the following
A.Crawler/bot/spider/robot identification: Bots and crawlers
can dramatically change clickstream patterns at a web site.
For example, some websites like provide site performance
measurements. The Keynote bot can generate a request
multiple times a minute, hours a day, days a week, skewing
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Abstract: In early days, computer networks were
primarily used by university researchers for sending e-mail
and by corporate employees for sharing printers. Under
these conditions, security did not get a lot of attention. But
now, as millions of ordinary citizens are using networks for
banking, shopping, and filing their tax returns, online
payments that is why cyber security is very massive
problem. In this presentation we will shows that how we can
secure to our network from cyber attacks. Today, the
internet is again at as crossroads. Protecting security of
consumers, businesses and internet infrastructure has never
been more difficult. Cyber attacks on internet commerce,
business sector, government sectors, school, colleges,
companies and vital organization. We will better known that
how can we secure from attacks.
Keywords— Network security, cyber attacks,
confidential data sharing, online transaction, data
sharing.
I.
INTRODUCTION
Today’s cyber security threats include indiscriminate and
broad-based
attacks
designed
to
exploit
the
interconnectedness of the Internet. Increasingly, they also
involve targeted attacks, the purpose of which is to steal,
manipulate, destroy or deny access to sensitive data, or to
disrupt computing systems. These threats are exacerbated by
the interconnected and interdependent architecture of today’s
computing environment. Theoretically, security deficiencies
in one area may provide opportunities for exploitations
elsewhere.
Security is a broad topic and covers a multitude of sins.
In its simplest form, it is concerned with making sure that
nosy people cannot read, or worse yet, secretly modify
messages intended for other recipients. It is concerned with
people trying to access remote services that they are not
authorized to use. Most security problems are intentionally
caused by malicious people trying to gain some benefit, get
attention, or to harm someone. Network security problems
can be divided roughly into four closely intertwined areas:
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secrecy, authentication, non repudiation, and integrity
control. Secrecy, also called confidentiality, has to do with
keeping information out of the hands of unauthorized users.
This is what usually comes to mind when people think about
network security. Authentication deals with determining
whom you are talking to before revealing sensitive
information or entering into a business deal. Non repudiation
deals with signatures.

II.

Principle

A. 99% of the attacks are thwarted by basic hygiene and
some luck :
DO
Think before you click etcetera, Up-to-date anti-virus,
firewall and site advisor
BUT
Some new attacks may get through. However,
attacker may only use your machine to attack others and
not attack you per se. Will not prevent data loss by
merchants and other servers. However, still have safety
in numbers. Attackers can steal a lot of account numbers
but can exploit much fewer.
B. 1% of the attacks are difficult and expensive to defend or
detect :
For most individuals : We are simply not an attractive
enough target.
For the US Department of Defense and its contractors :
A huge target. Current score: 50-1 in favor of attackers
(roughly)
For companies in less sensitive businesses : A serious
threat to be taken seriously, Maintaining the Integrity of
the Specifications
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VI.

PASSWORD RESET

A. Typically done via secret questions and email to
preferred email account
Mother’s maiden name?
Father’s middle name?
Favorite pet’s name?
etc
“As detailed in the postings, the Palin hack didn’t require
any real skill. Instead, the hacker simply reset Palin’s
password using her birthdate, ZIP code and information
about where she met her spouse — the security question
on her Yahoo account, which was answered (Wasilla
High) by a simple Google search.”
B. Password reset on preferred email account itself done via
secret questions
C. Conundrum
Real answers easy to remember but discoverable via
Google.False answers hard to remember but safe from
Google





VII.
IN THE YEAR 2025
Privacy: Expectation (and delivery) of privacy is close
to zero
E-Commerce security: Close to perfect
National and corporate security: The nation-state
threat should be better contained. The asymmetric nonnation-state threat will remain.

A. Past, Present
Cyber security is a young and immature field. The
attackers are more innovative than defenders. Defenders are
mired in FUD (fear, uncertainty and doubt) and fairy tales.
Attack back is illegal or classified
B. Future
Cyber security will become a scientific discipline. Cyber
security will be application and technology centric. Cyber
security will never be “solved” but will be “managed”.
Attack back will be a integral part of cyber security.

B. Authentication:
Both the sender and receiver need to confirm the identity
of other party involved in the communication to confirm
that the other party is indeed who or what they claim to be.
Face-to-face human communication solves this problem
easily by visual recognition. When communicating entities
exchange
messages over a medium where they cannot "see" the
other party, authentication is not so simple. If someone
calls on the phone claiming to be your bank and asking for
your account number, secret PIN, and account balances for
verification purposes, don’t share.
C. Message Integrity:
Even if the sender and receiver are able to authenticate
each other, they also want to insurethat the content of their
communication is not altered, either maliciously or by
accident, in transmission. Extensions to the check
summing techniques that we encountered in reliable
transport and data link protocols
D. Non-repudiation:
Non-repudiation deals with signatures
Having established what we mean by secure
communication, let us next consider exactly what is meant
by an "insecure channel." What information does an intruder
have access to, and what actions can be taken on the
transmitted data?
Alice, the sender, wants to send data to Bob, the receiver. In
order to securely exchange data, while meeting the
Requirements of secrecy, authentication, and message
integrity, Alice and Bob will exchange both control message
and data messages (in much the same way that TCP senders
and receivers exchange both control segments and data
segments ). All, or some of these messages will typically be
encrypted. A passive intruder can listen to and record the
control and data messages on the channel; an active intruder
can remove messages from the channel and/or itself add
messages into the channel.
IX.

VIII. NETWORKING SYSTEM

FOR ENHANCED CYBER SECURITY

A. Secrecy:
Only the sender and intended receiver should be able to
understand the contents of the transmitted message.
Because eavesdroppers may intercept the message, this
necessarily requires that the message be somehow
encrypted (disguise data) so that an intercepted message
can not be decrypted (understood) by an interceptor. This
aspect of secrecy is probably the most commonly
perceived meaning of the term "secure communication."
Note, however, that this is not only a restricted definition
of secure communication , but a rather restricted definition
of secrecy as well.
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NEW SIEMENS PRODUCTS

Christoph Lehmann, from Siemens Germany, focused on
many of the new products and services that Siemens is
currently developing (or has recently released) to improve
control system security. A few noteworthy ones are
mentioned here.
A. New Communications Processors (CP)
First, Siemens plans to address one of the biggest
vulnerabilities within the ICS space regarding the lack of
secure communication protocols and the lack of source and
destination authentication. They will do this with a family of
new communication processors (CP) that can be installed in
either the S7 PLC chassis or replace existing network
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interface cards (NICs) located on various PCS7 computers
such as the Win CC/OS Servers and Clients.
This technology is critical to address the significant risk that
is introduced through such attack vectors as man-in-themiddle attacks, replay attacks, and information leakage. It
also appears promising for securing legacy systems, as
customers are unlikely to rip and replace existing S7
products. We are looking forward to more details.
B. Function Block Encryption
Along these lines, Siemens is also improving their STEP7
and S7 programming environment with the introduction of
function block encryption. Specific details of this
technology were not disclosed, but Siemens explained that
this functionality will eliminate the possibility of a nonauthenticated application from modifying the code running
within the S7 controllers, or from an external agent from
modifying the STEP7 project files (both attack vectors used
by the Stuxnet worm in 2010).
C. New PCS7 Automation Firewall
Siemens will also be introducing a new PCS7 Automation
Firewall based on Microsoft's Threat Management Gateway
(TMG) technology. Most people see the value in
implementing firewalls within a hierarchical ICS
architecture, however, security audits today reveal that a
large number of organizations still have not implemented
this technology.
Most security experts believe this lack of proper
implementation is due to one of two reasons:
 End users believe that there is little risk from an
"inside" attack originating from the "protected business
network";
 End users believe that firewalls are complex to
configure and maintain and an improperly configured
firewall could be worse than no firewall at all.
Siemens’ approach to the Automation Firewall helps address
these problems by offering an ICS-specific solution that can
be configured with straight-forward GUI tools. Obviously,
we are strong proponents of this approach, even if it is a
potential Torino Security competitor.
Our one concern is that we see that TMG continues
Siemens’ position of leveraging the Microsoft Internet
Security and Acceleration (ISA) infrastructure used
extensively in their Security Concept documents of the past.
However, Microsoft is not a security product company and
is definitely not focused on the industrial controls market.
We would be more comfortable with a product not only
developed by a security-based enterprise, but also one that
understands a little more about control systems and their
unique issues when compared with traditional office IT.
D. Application Whitelisting
Siemens is part of a growing list of ICS vendors that see the
need to embed anti-malware software into their core
products. Such software focuses on permitting what is
allowed, rather than trying to block what is denied. This is
referred to as "application white listing", and provides the
ability to detect and protect event applications from the

ISSN NO: 2454-1958

malicious payloads that many attacks commonly drop on
target hosts. Siemens has partnered with McAfee and will
be using the Application Control which was the result of
McAfee's acquisition of Solid core in 2009.
VII CRYPTOGRAPHY
Cryptography comes from the Greek words for ''secret
writing.'' It has a long and colorful history going back
thousands of years. Professionals make a distinction
between ciphers and codes. A cipher is a character-forcharacter or bit-for-bit transformation, without regard to the
linguistic structure of the message. In contrast, a code
replaces one word with another word or symbol. Codes are
not used any more, although they have a glorious history.
The messages to be encrypted, known as the
plaintext, are transformed by a function that is
parameterized by a key. The output of the encryption
process, known as the cipher text, is then transmitted, often
by messenger or radio. We assume that the enemy, or
intruder, hears and accurately copies down the complete
cipher text. However, unlike the intended recipient, he does
not know what the decryption key is and so cannot decrypt
the cipher text easily. Sometimes the intruder can not only
listen to the communication channel (passive intruder) but
can also record messages and play them back later, inject his
own messages, or modify legitimate messages before they
get to the receiver (active intruder). The art of breaking
ciphers, called cryptanalysis, and the art devising them
(cryptography) is collectively known as cryptology.
It will often be useful to have a notation for relating
plaintext, cipher text, and keys. We will use C = EK(P) to
mean that the encryption of the plaintext P using key K
gives the ciphertext C. Similarly, P = DK(C) represents the
decryption of C to get the plaintext again.
E. Two Fundamental Cryptographic Principles:
 Redundancy
The first principle is that all encrypted messages must
contain some redundancy, that is, information not needed to
understand the message.
Cryptographic principle 1: Messages must contain some
redundancy
 Freshness
Cryptographic principle 2: Some method is needed to foil
replay attacks
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Abstract:Cloud computing has generated a lot of interest and
competition in the industry.
It is an internet based service delivery model which provides
internet based services, computing and storage for users in all
market including financial, health care & government. Cloud
Computing is a flexible, cost-effective, and proven delivery
platform for providing business or consumer IT services over
the Internet. However, cloud Computing presents an added
level of risk because essential services are often outsourced to
a third party, which makes it harder to maintain data security
and privacy, support data and service availability, and
demonstrate compliance. it also inherits their security issues,
which we discuss here, identifying the main vulnerabilities in
this kind of systems and the most important threats found in
the literature related to Cloud Computing and its environment
as well as to identify and relate vulnerabilities and threats with
possible solutions.
Cloud Computing represents a relatively new computing
model, there is a great deal of uncertainty about how security
at all levels(e.g., network, host, application, and data levels)
can be achieved and how applications security is moved to
Cloud Computing. In this paper we did systematic review on
different types of clouds and the security challenges that
should be solved. This paper discusses the security issues
arising in different type of clouds
Keywords—-Cloud computing, Security Challenges, SPI
Model, Vulnerabilities
I.

INTRODUCTION

A variety of new services started to emerge that permitted
computing resources to be accessed over the Internet termed
cloud computing. Cloud computing encompasses activities
such as the use of social networking sites and other forms of
interpersonal computing; however, most of the time cloud
computing is concerned with accessing online software
applications, data storage and processing power. Cloud
computing is a way to increase the capacity or add capabilities
dynamically without investing in new infrastructure, training
new personnel, or licensing new software. Recent
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developments in the field of could computing have immensely
changed the way of computing as well as the concept of
computing resources. In a cloud based computing
infrastructure, the resources are normally in someone else's
premise or network and accessed remotely by the cloud users
In some cases, it might be required or at least possible for a
person to store data on remote cloud servers. These gives the
following three sensitive states or scenarios that are of
particular concern within the operational context of cloud
computing:
• The transmission of personal sensitive data to the cloud
server,
• The transmission of data from the cloud server to clients'
computers and
• The storage of clients’ personal data in cloud servers which
are remote server not owned by the clients.
All the above three states of cloud computing are severely
prone to security breach that makes the
research and investigation within the security aspects of cloud
computing practice an imperative
one. There have been a number of different blends that are
being used in cloud computing realm,
but the core concept remain same – the infrastructure, or
roughly speaking, the resources remain.
A study by Gartner considered Cloud Computing as the first
among the top 10 most important technologies and with a
better prospect in successive years by companies and
organizations.
Cloud Computing enables ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction.
Cloud Computing appears as a computational paradigm as
well as a distribution architecture and its main objective is to
provide secure, quick, convenient data storage and net
computing service, with all computing resources visualized as
services and delivered over the Internet . The cloud enhances
collaboration, agility, scalability, availability, ability to adapt
to fluctuations according to demand, accelerate development
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work, and provides potential for cost reduction through
optimized and efficient computing. Cloud Computing
combines a number of computing concepts and technologies
such as Service Oriented Architecture (SOA), Web 2.0,
virtualization and other technologies with reliance on the
Internet, providing common business applications online
through web browsers to satisfy the computing needs of users,
while their software and data are stored on the servers

context. With respect to distributed and grid computing as the
mother technology that define the infrastructural approach to
achieve cloud computing, the LAN users in the scenario are
essentially the cloud users when they use the cloud services
offered by the servers; the LAN users in this perspective are
essentially using resources that are ‘borrowed’ from the
servers on an on-demand basis.

CLOUD COMPUTING SERVICES
CLOUD COMPUTING INFRASTUCTURE

In recent years, the cloud has evolved in two broad
perspectives – to rent the infrastructure in cloud, or to rent any
specific service in the cloud. Where the former one deals with
the hardware and software usage on the cloud, the later one is
confined only with the 'soft' products or services from the
cloud service and infrastructure providers. The computing
world has been introduced with a number of terminologies like
SaaS (Software as a Service), PaaS (Platform as a Service)
and IaaS (Infrastructure as a Service) with the evolution of
cloud computing. As discussed earlier, the term ‘cloud
computing’ is rather a concept, so are the terminologies to
define different blends In recent years, the cloud has evolved
in two broad perspectives – to rent the infrastructure in cloud,
or to rent any specific service in the cloud. Where the former
one deals with the hardware and software usage on the cloud,
the later one is confined only with the 'soft' products or
services from the cloud service and infrastructure providers.
The computing world has been introduced with a number of
terminologies like SaaS (Software as a Service), PaaS
(Platform as a Service) and IaaS (Infrastructure as a Service)
with the evolution of cloud computing. As discussed earlier,
the term ‘cloud computing’ is rather a concept, so are the
terminologies to define different blends of cloud computing.
At its core essence, cloud computing is nothing but specialized
form of grid of cloud computing. At its core essence, cloud
computing is nothing but a specialized form of grid and
distributed computing which varies in terms of infrastructure,
services, deployment and geographic dispersion
The illustration of cloud architecture in figure 1 is a simplest
one where few complex characteristics of cloud computing
(e.g. redundancy, server replication, and geographic dispersion
of the cloud providers’ network) are not shown – the purpose
of the illustration is to establish the arrangement that makes
the concept of cloud computing a tangible one. The network
architecture is self explanatory with the identification of cloud
users when considered in-line with the discussion of the cloud
computing concept presented earlier. One notable part from
the architecture is that, while the cloud users are clearly
identified and named accordingly due to their remote location
and means of remote access to the cloud servers, the admin
users who are administering the cloud servers are not cloud
users in any form with respect to the cloud service provider’s
network in the scenario. It is arguable whether the LAN users
in figure 1 are cloud users or not. Such room for argument
could exist due to the phrase ‘cloud computing’ being a
concept rather than a technical terminology. If the definition of
cloud computing is taken to have essential arrangements of
being the servers located remotely that are accessed through
public infrastructure (or through cloud), then the LAN users in
figure 1 may not be considered as the cloud users in the

ISSN NO: 2454-1958

Infrastructure-as-a-Service
The Infrastructure as a Service is a provision model in which
an organization outsourcers the equipment used to support
operations, including storage, hardware, servers and
networking components. The service provider owns the
equipment and is responsible for housing, running and
maintaining it. The client typically pays on a per-use basis.
Characteristics and components of IaaS include:
1. Utility computing service and billing model.
2. Automation of administrative tasks.
3. Dynamic scaling.
4. Desktop virtualization.
5. Policy-based services.
6. Internet connective
Infrastructure-as-a-Service like Amazon Web Services
provides virtual server instances with unique IP addresses and
blocks of storage on demand. Customers use the provider's
application program interface (API) to start, stop, access and
configure their virtual servers and storage. In the enterprise,
cloud computing allows a company to pay for only as much
capacity as is needed, and bring more online as soon as
required. Because this pay-for-what-you-use model resembles
the way electricity, fuel and water are consumed it's
sometimes referred to as utility computing. Infrastructure as a
Service is sometimes referred to as Hardware as a Service
(HaaS).
B. Plateform-As-A-Service
Platform as a Service (PaaS) is a way to rent hardware,
operating systems, storage and network capacity over the
Volume 2, issue 1, January 2012 www.ijarcsse.com © 2012,
IJARCSSE All Rights Reserved Internet. The service delivery
model allows the customer to rent virtualized servers and
associated services for running existing applications or
developing and testing new ones. Platform as a Service (PaaS)
is an outgrowth of Software as a Service (SaaS), a software
distribution model in which hosted software applications are
made available to customers over the Internet. PaaS has
several advantages for developers. With PaaS, operating
system features can be changed and upgraded frequently.
Geographically distributed development teams can work
together on software development projects. Services can be
obtained from diverse sources that cross international
boundaries. Initial and ongoing costs can be reduced by the
use of infrastructure services from a single vendor rather than
maintaining multiple hardware facilities that often perform
duplicate functions or suffer from incompatibility problems.
Overall expenses can also be minimized by unification of
programming development efforts. On the downside, PaaS
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involves some risk of "lock-in" if offerings require proprietary
service interfaces or development languages. Another potential
pitfall is that the flexibility of offerings may not meet the
needs of some users whose requirements rapidly evolve.
SECURITY ISSUES IN CLOUD COMPUTING

There are numerous security issues for cloud computing as it
encompasses many technologies including networks ,database
operating system virtualization resource scheduling
,transaction management ,control and memory management
.therefore ,security issues for many of these system and
technologies are applicable to cloud computing.
We will focus only on some aspect of secure cloud computing
.one is to efficiently store data in foreign machine . Another is
to query as much as of the data on the cloud may be encrypted.

interfaces with other management systems. Hybrid cloud can
describe configuration combining a local device, such as a
Plug computer with cloud services. It can also describe
configurations combining virtual and physical, collocated
assets -for example, a mostly virtualized environment that
requires physical servers, routers, or other hardware such as a
network appliance acting as a firewall or spam filter.
2. Security in the SPI Model
Following on the cloud deployment models, the next security
consideration relates to the various cloud computing service
delivery models. The three main cloud service delivery models
are: Infrastructure-as-a-Service (IaaS), Platform-as-a-Service
(PaaS) and Software-as-a-Service (SaaS)

1. Cloud Deployments Models
In the cloud deployment model, networking, platform, storage,
and software infrastructure are provided as services that scale
up or down depending on the demand as depicted in figure 2.
The Cloud Computing model has three main deployment
models which are:
1.1 Private cloud
Private cloud is a new term that some vendors have recently
used to describe offerings that emulate cloud computing on
private networks. It is set up within an organization’s internal
enterprise datacenter. In the private cloud, scalable resources
and virtual applications provided by the cloud vendor are
pooled together and available for cloud users to share and use.
It differsfrom the public cloud in that all the cloud resources
and applications are managed by the organization itself,
similar to Intranet functionality. Utilization on the private
cloud can be much more secure than that of the public cloud
because of its specified internal exposure. Only the
organization and designated stakeholders may have access to
operate on a specific Private cloud.
1.2 Public cloud
Public cloud describes cloud computing in the traditional
mainstream sense, whereby resources are dynamically
provisioned on a fine-grained, self-service basis over the
Internet, via web applications/web services, from an off-site
third-party provider who shares resources and bills on a finegrained utility computing basis. It is typically based on a payper-use model, similar to a prepaid electricity metering system
which is flexible enough to cater for spikes in demand for
cloud optimization.[Public clouds are less secure than the
other cloud models because it places an additional burden of
ensuring all applications and data accessed on the public cloud
are not subjected to malicious attacks.
1.3 Hybrid cloud
Hybrid cloud is a private cloud linked to one or more external
cloud services, centrally managed, provisioned as a single unit,
and circumscribed by a secure network . It provides virtual IT
solutions through a mix of both public and private clouds.
Hybrid Cloud provides more secure control of the data and
applications and allows various parties to access information
over the Internet. It also has an open architecture that allows
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Figure 3 Cloud Computing Model
_ Software as a Service (SaaS). The capability provided to the
consumer is to use the provider’s applications running on a
cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as a
web browser (e.g., web-based email)._Platform as a Service
(PaaS). The capability provided to the consumer is to deploy
onto the cloud infrastructure his own applications without
installing any platform or tools on their local machines. PaaS
refers to providing platform layer resources, including
operating system support and softwaredevelopment
frameworks that can be used to build higher-level services.
_ Infrastructure as a Service (IaaS). The capability provided to
the consumer is to provision processing, storage, networks,
and other fundamental computing resources where the
consumer is able to deploy and run arbitrary software, which
can include operating systems and applications.

3 Security
Where is your data more secure, on your local hard driver or
on high security servers in the cloud? Some argue that
customer data is more secure when managed internally, while
others argue that cloud providers have a strong incentive to
maintain trust and as such employ a higher level of security.
However, in the cloud, your data will be distributed over these
individual computers regardless of where your base repository
of data is ultimately stored. Industrious hackers can invade
virtually any server, and there are the statistics that show that
one-third of breaches result from stolen or lost laptops and
other devices and from employees’ accidentally exposing data
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on the Internet, with nearly 16 percent due to insider theft .
4.Privacy
Different from the traditional computing model, cloud
computing utilizes the virtual computing technology, users’
personal data may be scattered in various virtual data center
rather than stay in the same physical location, even across the
national borders, at this time, data privacy protection will face
the controversy of different legal systems. On the other hand,
users may leak hidden information when they accessing cloud
computing services. Attackers can analyze the critical task
depend on the computing task submitted by the users .
5. Reliability

CURRENT SECURITY SOLUTIONS

Servers in the cloud have the same problems as your own
resident servers. The cloud servers also experience downtimes
and slowdowns, what the difference is that users have a higher
dependent on cloud service provider (CSP) in the model of
cloud computing. There is a big difference in the CSP’s
service model, once you select a particular CSP, you may be
locked-in, thus bring a potential business secure risk.
6. Legal Issues
Regardless of efforts to bring into line the lawful situation, as
of 2009, supplier such as Amazon Web Services provide to
major markets by developing restricted road and rail network
and letting users to choose “availability zones” . On the other
hand, worries stick with safety measures and confidentiality
from individual all the way through legislative levels.

7 open standard
Open standards are critical to the growth of cloud computing.
Most cloud providers expose APIs which are typically welldocumented but also unique to their implementation and thus
not interoperable. Some vendors have adopted others' APIs
and there are a number of open standards under development,
including the OGF's Open Cloud Computing Interface.
8 COMPLIANCE
Numerous regulations pertain to the storage and use of data
require regular reporting and audit trails, cloud providers must
enable their customers to comply appropriately with these
regulations. Managing Compliance and Security for Cloud
Computing, provides insight on how a top-down view of all IT
resources within a cloud-based location can deliver a stronger
management and enforcement of compliance policies. In
addition to the requirements to which customers are subject,
the data centres maintained by cloud providers may also be
subject to compliance requirements.

There are several research works happening in the area of
cloud security. Several groups and organization are interested
in developing security solutions and standards for the cloud.
The Cloud Security Alliance (CSA) is gathering solution
providers, non- profits and individuals to enter into discussion
about the current and future best practices for information
assurance in the cloud The Cloud Standards website collects
and coordinates information about cloud-related standards
under development by the groups. The Open Web Application
Security Project (OWASP) maintains list of top vulnerabilities
to cloud-based or SaaS models which is updated as the threat
landscape changes . The Open Grid Forum publishes
documents to containing security and infrastructural
specifications and information for grid computing developers
and researchers . The best security solution for SaaS
applications is to develop a development framework that has
tough security architecture. Tsai W, put forth a four-tier
framework for web-based development that though seems
interesting, only implies a security facet in the process. In his
work, Berre has suggested a road map towards cloud-centric
development, and the X10 language is one of the ways to
achieve better use of cloud capabilities of massive parallel
processing and concurrency .Another approach is resource
isolation to ensure security of data during processing, by
isolating the processor caches in virtual machines, and
isolating those virtual caches from the hypervisor cache . One
simple solution, for UK businesses is to simply use in-house
‘‘private clouds’’. Pearson highlighted that the current lack of
transparency is preventing many users from reaping the true
benefits of the cloud . For Identity and access management in
the SaaS, has issued an Identity and Access Management
Guidance which provides a list of recommended best practices
to assure identities and secure access management. Resource
Locality and Data Segregation are the two key security
challenges on which not much information is available in the
existing literature, which necessitates that this can be further
taken up for research.
CONCLUSION

9 Freedom
Cloud computing does not allow users to physically possess
the storage of the data, leaving the data storage and control in
the hands of cloud providers. Customers will contend that this
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is pretty fundamental and affords them the ability to retain
their own copies of data in a form that retains their freedom of
choice and protects them against certain issues out of their
control whilst realizing the tremendous benefits cloud
computing can bring .
10 Long-term Viability
You should be sure that the data you put into the cloud will
never become invalid even your cloud computing provider go
broke or get acquired and swallowed up by a larger company.
"Ask potential providers how you would get your data back
and if it would be in a format that you could import into a
replacement application.

Though there are numerous advantages in using a cloud-based
system, there are yet many practical issues which have to be
sorted. Cloud computing is a disruptive technology with
profound implications not only for Internet services but also
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for the IT sector as a whole. Still, several outstanding issues
exist, particularly related to service-level agreements (SLA),
security and privacy, and power efficiency. As described in the
paper, currently security has lot of loose ends which scares
away several potential users. Until a proper security module is
not in place, potential users will not be able to leverage the
true benefits of this technology. This security module should
cater to all the issues arising from all directions of the cloud.
Every element in the cloud should be analyzed at both the
macro and micro level and subsequently an integrated solution
must be designed and deployed in the cloud to attract and
retain the potential consumers. Until then, cloud environment
will remain cloudy. In a cloud, where there are heterogeneous
systems having a variation in their asset value, a single
security system would be too costly for certain applications
and if there is less security then the vulnerability factor of
some applications like financial and military applications will
shoot up. On the other side, if the cloud has acommon security
methodology in place, it will be a high value asset target for
hackers because of the fact that hacking the security system
will make the entire cloud vulnerable to attack.In this paper an
overview of cloud computing service delivery model, SaaS
along with the security challenges , including both the
traditional and cloud specific security challenges ,associated
with the model has been presented A number of new
challenges that is inherently connected to the new cloud
paradigm has also been deliberated in the paper. As secure
data
storage in cloud environment is a significant concern which
prevents many users from using the cloud, a practical solution
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to provide security and privacy for user data, when it is located
in a public cloud, was also discussed in this paper. The need
for further work on various securitymechanisms has also been
highlighted, in order to provide transparent services that can
be trusted
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Abstract:In this paper we show that how digital signal
processing (dsp) refers to various techniques for
improving the accuracy and reliability of digital
communications.
Converting a continuously changing waveform (analog)
into series of discrete levels (digital).Digital signal
processing (DSP) is the numerical manipulation
of signals, usually with the intention to measure, filter,
produce or compress continuous analog signals. It is
characterized by the use of digital signals to represent
these signals as discrete time, discrete frequency, or
other discrete domain signals in the form of a sequence
of numbers or symbols to permit the digital processing
of these signals.
DSPs bring computing performance, real-time
processing, and power efficiency to diverse applications
ranging from sensors to servers.
KeywordsWSN;DARA;LeDIr,PADRA;CASER;EBC;Security
I. INTRODUCTION
Digital processing of analog signals proceeds in three
stages: 1. The analog signal is digitized, that is, it is
sampled and each sample quantized to a finite number
of bits. This process is called A/D conversion. 2. The
digitized samples are processed by a digital signal
processor. 3. The resulting output samples may be
converted back into analog form by an analog
reconstructor (D/A conversion). A typical digital signal
processing system is shown below.

The digital signal processor can be programmed to
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perform a variety of signal processing operations, such
as filtering, spectrum estimation, and other DSP
algorithms. Depending on the speed and computational
requirements of the application, the digital signal
processor may be realized by a general purpose
computer, minicomputer, special purpose DSP chip, or
other digital hardware dedicated to performing a
particular signal processing task. The design and
implementation of DSP algorithms will be considered in
the rest of this text. In the first two chapters we discuss
the two key concepts of sampling and quantization,
which are prerequisites to every DSP operation.
II. RELATED WORK
Next, we study the sampling process, illustrated in Fig.
1.3.1, where the analog signal x(t) is periodically
measured every T seconds. Thus, time is discretized in
units of the sampling interval T: t = nT, n = 0, 1, 2,...
Considering the resulting stream of samples as an
analog signal, we observe that the sampling process
represents a very drastic chopping operation on the
original signal x(t), and therefore, it will introduce a lot
of spurious high-frequency components into the

frequency spectrum. Thus, for system design purposes,
two questions must be answered: 1. What is the effect
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of sampling on the original frequency spectrum? 2.
How should one choose the sampling interval T? We
will try to answer these questions intuitively, and then
more formally using Fourier transforms. We will see
that although the sampling process generates high
frequency components, these components appear in a
very regular fashion, that is, every frequency
component of the original signal is periodically
replicated over the entire frequency axis, with period
given by the sampling rate: fs = 1 T (1.3.1) This
replication property will be justified first for simple
sinusoidal signals and then for arbitrary signals.
Consider, for example, a single sinusoid x(t)= e2πjf t of
frequency f . Before sampling, its spectrum consists of a
single sharp spectral line at f . But after sampling, the
spectrum of the sampled sinusoid x(nT)= e2πjfnT will
be the periodic replication of the original spectral line at
intervals of fs,

III. MOTIVATION

experience but also maximizes student productivity [1,
2]. The advantages of e-learning / eteaching
environments become very important in case of
working students, part time students or practicing
engineers [3]. Digital signal processing is now
pervasive as it is used in everything from digital photo
cameras, MP3 players, digital television, mobile phones
to automobiles and advanced medical imaging
equipment. However many students perceive digital
signal processing as abstract mathematics [1]. Learning
core concepts in signal processing courses is difficult
for undergraduate students in electrical engineering [4].
This difficulty comes from the gap between
understanding the mathematical formalism of such
concepts and being able to make sense of them in
practice [5]. To address this difficulty many “recipes”
suggest “visualizing” the DSP theory with practical
applications: in money management [6], speech
processing image processing and array processing [5],
biometrics [7], music processing [8, 9], genomics and
bioinformatics [10]. Sensory stimulation theory of
learning says that vast majority of knowledge held by
adults (75%) is learned through seeing while hearing is
the next most effective (about 13%) and if multi-senses
are stimulated, greater learning because of synergy
takes place [11]. This theory encouraged us to develop
undergraduate level Discrete time signal processing
(DTSP) course supported by Matlab based exercises /
lab works and home work projects with the application
to audio processing. In this way, students are able to see
the results of audio processing in Matlab plots and hear
the results via computer speakers. Thus DSP related
theoretical concepts (digital signal, digital system,
impulse response, frequency response, digital filter, z
transform, DFT) will be remembered not just as
mathematical abstracts but as useful tools having sense
in real world.

Information technology (IT) made a revolution in work
productivity and effectiveness. Why not use it in
education? Teaching a large class is always a very
challenging task for educators [1]. This is due to many
difficulties imposed on the teaching - learning process.
These difficulties vary from encouraging attendance,
delivering well-balanced course content to keep
students’ interest in the subject; getting students
actively participate in the learning process, and
motivating students. It is possible to address the above
difficulties with the help of omnipresent Internet and in
recent years elaborated elearning / e-teaching

Random process models (Holevo 1973) are used to
derive optimum signal processing algorithm for
extracting information contained in signals which are
mixed with noise. In some detection problem, the value
of one or more parameters might not be known. These
parameter values can be estimated from data and their
estimated values can be used for detection algorithm. If
the unknown parameter is assumed to be constant, then
its value can be estimated from the observations

environments such as WebCT or Moodle. The proper
use of IT not only enhances the students learning

discussed by Singer et al (1999). A central idea in QSP
applications is to impose orthogonality or more general
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IV. PROBLEM STATEMENT
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inner product constraints on algorithms. Thus LS
measurement derived in the context of quantum
detection to design optimal algorithms subject to these
constraints described by Yonina Eldar et al (2004). This
problem can be formulated as a quantum detection
problem so that the measurement vectors are chosen to
minimize the probability of detection error. A generic
detection problem can be considered where one set of
signal is transmitted over a noisy channel. When the
additive noise is white and Gaussian, it is well known
that the receiver maximizes the probability of correct
detection in the Matched Filter (MF) receiver. However,
the MF receiver used in many applications since the
optimal detector for nonGaussian noise is typically
nonlinear and depends on the noise distribution, 12
which may not be known. By describing the MF
detector with QSP parameters and imposing an inner
product constraint on the measurement vectors a
modified receiver is designed known to be Projected
Orthogonal Matched Filter receiver system. The
proposed Projected Orthogonal Matched Filter (POMF)
receiver system consisting of a bank of correlators with
correlating signals that are matched to a set of signals
with a specified inner product structure R and are
closest in an LS sense to the transmitted signals. This
receiver depends only on the transmitted signals, so that
they do not require knowledge of the noise distribution
or the channel Signal to Noise Ratio (SNR). When the
transmitted signals are linearly independent, this
receiver is referred to as an Orthogonal Matched Filter
(OMF) receiver. If the transmitted signals are linearly
dependent it is referred to as a Projected Orthogonal
Matched Filter (POMF) receiver. The proposed receiver
system is applied with speech signal and the
performance of the system can be analyzed with the
probability of the signal detection and probability of
error correction. The POMF detectors are greatly
involved in the context of communication, Bit Error
Rate (BER) values are calculated over a wide range of
SNR. Code Division Multiple Access (CDMA) has
been considered as a comprehensive treatment for
future wireless broadband communications like 3G and
4G. It can support different high-quality data services
with various bit rates while offering bandwidth
efficiency. In Direct Sequence CDMA (DS-CDMA)
systems, all the users occupy the same bandwidth. The
result is that the desired signal for each user is
contaminated not only by the thermal Additive White
Gaussian Noise (AWGN) but also by the 13 signals
from other users. This interference from other users is
called Multiple Access Interference (MAI).

Performance of CDMA is always limited by MAI.
These problems arise because of the conventional single
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user detector (SUD) which ignores the existence of
other users. As a consequence, when a number active
users increases to a certain level or when some users
become very strong, weak users may lose their
communication. To fully utilize the potential of wideband CDMA systems, multiuser detection (MUD) can
be used

V. PROPOSED WORK
Digital signal processing (DSP) is the numerical
manipulation of signals, usually with the intention to
measure,
filter,
produce
or
compress
continuous analog signals. It is characterized by the
use of digital signals to represent these signals as
discrete time, discrete frequency, or other discrete
domain signals in the form of a sequence of numbers or
symbols to permit the digital processing of these
signals.
Theoretical analyses and derivations are typically
performed on discrete-time signal models, created by
the abstract process of sampling. Numerical methods
require a digital signal, such as those produced by
an analog-to-digital converter (ADC). The processed
result might be a frequency spectrum or a set of
statistics. But often it is another digital signal that is
converted back to analog form by a digital-to-analog
converter (DAC). Even if that whole sequence is more
complex than analog processing and has a discrete
value range, the application of computational power to
signal processing allows for many advantages over
analog processing in many applications, such as error
detection and correction in transmission as well as data
compression.[1]

Digital
signal
processing
and analog
signal
processing are subfields of signal processing. DSP
applications include audio and speech signal processing,
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sonar and radar signal processing, sensor array
processing, spectral estimation, statistical signal
processing, digital image processing, signal processing
for communications, control of systems, biomedical
signal processing, seismic data processing, among
others. DSP algorithms have long been run on standard
computers, as well as on specialized processors
calleddigital signal processors, and on purpose-built
hardware such as application-specific integrated
circuit (ASICs). Currently, there are additional
technologies used for digital signal processing including
more powerful general purpose microprocessors, fieldprogrammable gate arrays (FPGAs), digital signal
controllers (mostly for industrial applications such as
motor control), and stream processors, among others.[2]
Digital signal processing can involve linear or nonlinear
operations. Nonlinear signal processing is closely
related to nonlinear system identification[3] and can be
implemented in the time, frequency, and spatiotemporal domains.

technology.
With further advances of DSPs, many more possibilities
will be unlocked.

Reference
1.

2.

3.

4.

5.

VI. CONCLUSION

Jump up^ Dyer, S. A.; Harms, B. K. (1993). "Digital
Signal Processing". In Yovits, M. C. Advances in
Computers 37.
Academic
Press.
pp. 104–
107. doi:10.1016/S0065-2458(08)604039.ISBN 9780120121373.
Jump up^ Liptak, B. G. (2006). Process Control and
Optimization. Instrument Engineers' Handbook 2 (4th
ed.). CRC Press. pp. 11–12. ISBN 9780849310812.
^ Jump up to:a b Ingrid Verbauwhede; Patrick Schaumont;
Christian
Piguet;
Bart
Kienhuis
(2005-1224). "Architectures and Design techniques for energy
efficient
embedded
DSP
and
multimedia
processing" (PDF). rijndael.ece.vt.edu. Retrieved 201406-11.
Jump up^ "Speak & Spell, the First Use of a Digital
Signal Processing IC for Speech Generation, 1978". IEEE
Milestones. IEEE. Retrieved 2012-03-02.
Jump up^ Bogdanowicz, A. (2009-10-06). "IEEE
Milestones Honor Three". The Institute. IEEE.
Retrieved 2012-03-02.

The world of DSP is too much on the gigantua scale to
be fit into a single website.
As shown in this website, DSP is pretty much in use in
our everyday lives.
From our mobile phones to personal computer even to
defense systems, DSPs are being
utilize in many ways to futher mankind’s advance in

ISSN NO: 2454-1958

Special Issue Tech-Ed 2016 (International Conference)

Page 81

Classification of Radio Signals in Wireless Body
Area Network for Human Movement using
Artificial Intelligen
1.

Javed Khan
Tulshiramji Gaikwad-Patil College of Engineering & Technology
2

.Prof.Parul Bhanarkar
Tulshiramji Gaikwad-Patil College of Engineering & Technology
Abstract: This paper investigated the use of radio
signal strength of sensors placed around the human
body in the human movement identification. In this
paper, we present an overview of body area
networks, and a discussion of BAN communications
types and their related issues with reference to various
researches carried on till now. The tiny sensors placed
on patient’s body measure vital signs like blood
pressure, Glucose level, and pulse rate etc. Wireless
body area network, WBAN, is a network designed by
low-power devices that are located on, in or around the
human body and are used to monitor physiological
signals and motion for medical, personal entertainment
and other applications and purposes.OpenNICTA
provides the BAN measurement channeling three kinds
of human motions, which are running, walking and
standing. The measurement data, TX-Rx located at
Back-Chest, Right Ankle Chest, and Right Wrist-Chest.
Each data set was separately used to identify the
movements. This paper used two types of machine
learning, which are neural network and decision tree. In
the neural network, it has been found that using eight
types of features, which are SCP, Range, SSI, RMS,
LCR, SC, WAMP, Histogram, calculated from 200
continuous received signal levels can identify the
human movements with almost 99 percent. Both tools
perform well on the human movement identification.
However, the decision tree outperforms the neural
network in this task.
Keywords: WBAN, wireless body area network,Human
Movement Identification, Neural Network, Decision
Tree.
I.

INTRODUCTION

The advance in development of minimized sensor and
wireless communication could bring about new
boundary of technology to provide affordable and easily
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accessible
medical
cares.
Wireless
Body
AreaNetwork(WBAN) is a network of sensors attached
on human body or implanted inside the human body.
The usage of BAN system is now not only limited to
medical application, but also adopted in sport,
emergency service or even personal entertainment [1],
[2].Motion recognition is a key feature of many
ubiquitous computing applications ranging from
rehabilitation to health care.In general, motion
recognition systems unobtrusively observe the behavior
of people and the characteristics of their environments
and, when necessary, take actions in response, ideally
with little explicit user direction. Motion recognition
aims at recognizing the actions of one or more users
from a series of observations on the users’ actions and
the environmental conditions.
The use of WBANs may enable ubiquitous healthcare
and could lead to proactive, and even remote, diagnostic
of diseases in a nearly stage. Moreover, a WBAN may
contain an actuator, which based on measurements and
settings,can automatically release medicine or other
agents.The accelerometer has been widely used for
human activity recognition system [5]–[7]. The
evaluation of the human activity classification shows
that data from the accelerometer are one of the most
effective parameters in terms of separability of the
human activity. Although the accelerometer well
classifies dynamic human activities such as walking or
running, it hardly differentiates slow movements such
as sitting and standing.Therefore, the proximity
between body segment estimated by Radio Signal
Strength Indication (RSSI) value could be used.The
combination of accelerometer and RSSI in the human
posture identification was investigated in [8]. The
activity classification using empirical RF propagation
modeling and inertial sensor in BAN was also
investigated in [9]. It was found that there is a
promising potential that the radio signal strength could
be used in the human activity recognition in WBAN as
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well. However, to the best extent of our knowledge,only
few research considered using only the radio signal
strength to identify the human movement. Prior
research is found in [10]
II. RELATED WORKS
A. WBAN Measurement Data
The WBAN measurement data used in this paper was
obtained from openNICTA [12]. Channel measurement
of on-body devices were made in indoor office
environment at frequency band 2360 MHz. Antenna
(model Octane BW-2400-2500) with a dimension of
91mm_84mm_7.6mm (length_width_depth) was used.
Two antennas, a transmitter and a receiver, were
strapped with Velcro tape to the body of a test subject.
X-Y represents the position sensors on the subjects
body, where X represents the position of a transmitter
and Y represents the position of a receiver.The
measurementwas conducted in various positions, but
only Back-Chest,RightAnkle-Chest, RightWrist-Chest
positions are considered in this paper. In the
measurement, the antennas pattern was omnidirectional
in the plane tangential to the body surface.The antennas
were worn in the way that E-plane of the antennas was
in the vertical up-down direction.There wasonly one
test subject in the measurement.The test subject
performed 3 movements, which are running, standing,
and walking movements. The received signal level was
sampled at rate of 100 _ 103 samples per second. A
wireless systemwith 1-bit/s/Hz spectral efficiency could
provide 100 kbpsbandwidth.The received signal
amplitude was recorded every 1 millisecond. Therefore,
this measurement was based ondownsampling with an
average of 100 samples.Each movement was performed
for 20 seconds.Therefore,there were total 20001
samples of each movement for any pair of Tx-Rx.This
sampling frequency is very high compared to speed of
the human motions. However, the high sampling
frequency isconsidered as a benefit for the
identification, since it provides thorough information of
radio signal fluctuation caused by thehuman
motions.The vector signal analyzer (VSA) was used, so
it could capture even the channel gain below 100
dB,which is below receiver sensitivity of the wearable
radio.[ A]
III. THE IDENTIFICATION MODEL
A. The Identification Model by The Neural Network
1) Feature Selection: In order to model the
humanmovement identification system, a set of
featuresthatcanrepresentuniquecharacteristicofindividua
lmoement should be determined. First of all, a set
offeatures that is based on the sEMGbasedhand
movement recognition system [15] was examined
whether they can also be used in the human movement
identification problem or not. A set of twelve features
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containsintegrated signal level (ISL), Mean Value
(MV), Modified Mean Value1 (MMV1), Modified
Mean Value2 (MMV2), SignalSquare Integral (SSI),
Variance (VAR), Root MeanSquare(RMS), Level
Change (LC), Level Crossing(LCR), SlopeChange
(SC),
WillisonAmplitude(WAMP),
andHistogram.Rather
thanusingfrequencydomaincalculation,thetimedomainca
lculation is preferred due to its simplicity and
lessexpensive computational cost. The calculations are
shown in
(5)-(15)
ISL =XN
n=1 jxnj(5)
MV = 1
N XN
n=1
jxnj(6)MMV1 =1NXNn=1wnjxnjwn= (1 if 0:25N _ x _
0:75N 0:5 otherwise
(7)
MMV2 =
1
N
XN
n=1
wnjxnj
wn=
8><
>:
1 if 0:25N _ x _ 0:75N
4n=N if 0:25N > n
4(n N)=N if 0:75N < n
(8)
SSI =
XN
n=1
jxnj2 (9)
VAR =
1
N 1
XN
n=1
(xn_)2 (10)
RMS =
vuut
1
N
XN
n=1
(xn_)2 (11)
LC =
NX1
n=1
jxn+1 xnj(12)
LCR =
NX1
n=1
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[f(xn_ xn+1) \ f(jxnxn+1j)] (13)
SC =
NX1
n=2
[f(jxnxn1j _ jxnxn+1j)] (14)
WAMP =
XN
n=2
f(jxnxn1j) (15)
f(n) is the threshold function that returns one when n is
greater or equal to the defined threshold value,
otherwise it returns zero. At this moment, the values of
xn_ xn+1,jxnxn+1j, and (jxnxn1j_jxnxn+1j) of
all data were calculated. The threshold is selected as the
median value, thusit can distinguish intensive and nonintensive movements.A feature vector is obtained by
calculating a sequence ofreceived signal levels over one
time period.The feed-forward neural network learning
through back propagation algorithm
takes the feature vector and then estimates an output as
a movement class. fv1; v2; :::v14grepresents the input
vector,wherev1 to v11 are ISL, MV, MMV1,
MMV2,SSI,VAR,RMS,LC,LCR,SC,
WAMP
respectively, and v12 to v14 areelements of Histogram.
The neural network was constructed and trained by all
candidate features.The neural network visualization was
then applied to analyze which features aremore
influence to the output. In this work, the neural network
was structured in 3 layers: the input layer that consisted
of14 neurons for 14-dimensional input vector;the
hidden layer that consisted of 20 neurons; the output
layer containing 3 neurons for three types of movement.
Note that the number of neurons in the hidden layer was
arbitrarily selected, but it wasadjusted not to overfit or
underfit the training data.After the neural network was
trained, theimportance level, expressedin (4), was
calculated for individual feature. The features
withPredicted output
WSR
Desired Output
W 5364 0 626
S 0 5935 0
R 349 0 5548
Fig. 1.Confusion matrix of the identification using 14multi-feature vector higher importance level are
supposed to have more impact to the output than the
ones with lower importance level.As been suggested in
[15] that using a multi-feature vector resulted in more
highly accurate classification than using single feature,
this work also adopted the multi-feature vector for the
human movement identification. The important
question raised what and how many features should be
used to performthe identification task. Since trying
every combination of features takes unreasonable time
and effort,the multi-feature with different number of
features is examined for the neural network to identify
the
movements most accurately with the smallest
number of features.The performance of the neural
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network is evaluated by the fraction of correct
predictions over total predictions as shown in
(16).accuracy=the number of correct predictionsthe
total number of predictions
_ 100% (16)
Fig. 1 demonstrates the confusion matrix of the human
movement identification based on the measurement data
at Back-Chest using 12-multi-feature vector.Most
misclassifications are between walking(W) and
running(R)class,as seen in underlined number,since the
patterns of received signallevels of these two
movements are similar. According to the characteristic
of the movements,the running movement causedthe
radio signal level to fluctuate more sharply and
frequently than the walking movement. Therefore, in
this paper, two novel features are introduced aiming to
improve the classification between running and walking
movements.One feature isRange of the receivedsignal
levels over one time period.Range is simply calculated
by the difference of maximum and minimum received
signal level. Another feature,called Slope of Critical
Point (SCP), is the highest slope of adjacent local
maximum point and local minimum point.Due to the
dynamic characteristic of running movement,it is
supposed to have greater Range and SCP value than
does walking movement.
2) Length of Received Signal Levels: In order to
optimize the performance of the neural network, the
length of received
signal levels used for calculating the input features has
to be carefully selected. Fig. 2 shows the accuracy rate
of the movement identification using the features
calculated from the different number of received signal
levels as an input.The measurement data of all positions
show the same tendency that the accuracy is increased
when the features are calculated from100
100 150 200 250 300
The accuracy rate (%)
The number of received signal levels
Back-Chest
Right Ankle-Chest
Right Wrist-Chest
Fig. 2. The acccuracy rate of the neural network using
the different number
of received signal levels
50
60
70
80
90
100
4 5 6 7 12
The accuracy rate (%)
n(the number of features)
Back-Chest
RightAnkle-Chest
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Right Wrist-Chest
Fig. 3. The accuracy rate of the identification using nmulti-feature vector wheren is the number of features
larger number of the received signal levels. When using
200 continuous received signal levels, the accuracy rate
is higher than 90 percent for all sensor positions. The
Identification Model by The Decision Tree
This paper adopted not only the neural network but also
the decision tree in the task of human movement
identification using only the radio signal strength. The
decision tree has been widely used in the human
movement/posture classification as reported in [16],
[17]. The advantage of the decision tree is that, in
contrast to the black-box structure of the neural network
or SVM, the decision tree is self-explanatory. The
structure of the decision tree is easily understandable.
However, due to its greedy characteristic, the decision
tree might be over fit to the training data, so it is not
well tolerant to noise. The construction of the decision
tree is determined by usingGini index as the impurity
function [18]. In this paper,
the decision tree was modeled using MATLAB
R2007.10. The performance of a fully-grown tree,
several pruned trees was compared.
In this paper,the attributes used in the decision tree are
the same selected features as those used in the neural
network,and the features were calculated from 200
continuous received signal levels.
IV. MODEL EVALUATION
In this paper, the data were divided into 2 groups: the
first group containing 70 percent of the data was used to
train the identification model, namely training set;
another groupTABLE I
THE ACCURACY RATE OF THE IDENTIFICATION
USING THE NEURAL
NETWORK
Sensor Position No. of Signal Level Accuracy Rate (%)
6 features 8 features
Back-Chest
200 93.64 97.87
250 96.43 98.15
300 97.79 99.08
Right Ankle-Chest
200 98.72 98.83
250 98.73 98.68
300 98.91 98.70
Right Wrist-Chest
200 90.48 90.41
250 93.99 94.44
300 94.37 95.93
containing the rest 30 percent is used for evaluating the
model,
namely test set.
A. Neural Network
The importance level of three neural networks trained
by three sets of the measurement data, which Tx-Rx is
located at Back-Chest, Right Ankle-Chest, and Right
Wrist-Chest,was calculated. It was found that the
importance level can be ranked from the highest to the
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lowest as LCR, SC, SSI,WAMP, RMS, Histogram,
MMV1, VAR, LC, MMV2, ISL,
MV.
Fig. 3 illustrates the accuracy rate of the identification
usingn-multi-feature vector, where n represents the
number of features. Features were selected according to
their importance level. Back-Chest and Right AnkleChest have the same trend that the accuracy increases
when n increases until n reaches 7. However, using 12multi-feature vector does not result in significant
improvement from using 7-multifeature vector.On the
other hand, the accuracy rate of data at Right WristChest is maximum when using 6-multi-feature
vector.Therefore,the 6-multi-feature vector, including
SSI,RMS,LCR, SC,WAMP, and Histogram, is selected
to be used in the human movement identification.
However,the number of misclassifications between
running and walking class is still large when using these
6 features. SCP and Range were included in the 8multi-feature vector.
Table I shows the accuracy of the identification by the
neural network.The results show that using the radio
signal strength can well identify three movements,
which are running, standing, and walking. The accuracy
rate when using the features calculated from 200 or
greater received signal levels is 90.41-99.08 percent.
Considering the identification using 200 continuous
received signal level at Back- Chest, using 8 features
improved the accuracy rate from 93.64 to 97.87 percent,
and the number of misclassifications between running
and walking movement reduced from 1133 samples to
380 samples. This result suggests that SCP and Range
helps distinguishing between these two classes well in
this case. However, the improvement of other positions
could not be
clearly seen.
2015 9th International Symposium on Medical
Information and Communication Technology (ISMICT)
62
Size of decision tree
Back-Chest
RightAnkle-Chest
RightWrist-Chest
Fig. 4. The accuracy of the identification using different
sizes of the decision
Tree
B. Decision Tree
Fig. 4 presents the accuracy rate of identification on test
set data comparing between fully-grown tree and
various sizes of pruned tree. Since the fully-grown
decision tree is often overfit to the training data,
pruning is suggested to reduce the complexity of the
decision tree. The optimal tree, in this paper,is defined
as a tree that has the highest accuracy rate on test set
data. This result agrees that the optimal tree for all data
is a fully-grown tree The accuracy rate of the optimal
tree is 99.53,99.66, and 99.04 percent for Back-Chest,
Right Ankle-Chest, Right Wrist-Chest, respectively.
C. Comparison
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The identification models for the data at Back-Chest
and Right Ankle-Chest show high accuracy rate for
both that were trained by the neural network and the
decision tree. However, for the Right Wrist-Chest data,
the decision tree distinctly outperformed the neural
network.
V. CONCLUSION AND FUTURE WORKS
This paper investigated the feasibility of using the
received signal levels in the human movement
identification. The feature selection using the datadriven visualization was studied to effectively select the
suitable features for the human movement
identification.The features were selected based on the
importance level in order to optimize the performance
of the neural network. The length of received signal
levels is proven to have an effect on the accuracy rate of
the identification. The features calculated from longer
length of received signal levels can more accurately
identify the human movement.The decision
tree was also adopted in this paper.The result shows that
the decision tree more accurately identified the human
movement
than the neural network.This human movement
identification can be used to develop application for
monitoring daily
activities of patient as well as used for designing a
reliable communication in WBAN. Even though,This
paper shows
high performance of the identification, the test set data
is from the same measurement as the training data,and
there is only one subject.Therefore, the variation of the
signal strength due to little change in sensor’s position
or orientation,clothes,subject,transmitting power and so
forth, was not considered.In future works, the variation
of the radio signal strength will be taken into
consideration.The measurement will also
be conducted to collect wider range of human activities
including complex movements from larger set of
subjects in
order to develop more reliable and practical human
motion identification.
2. Applications of Body Area Networks
WBAN applications span a wide area such as military,
ubiquitous health care, sport, entertainment and many
other areas.IEEE 802.15.6 categorizes WBAN
applications into medical and non-medical or Consumer
Electronics as can be seen in Table 1. The main
characteristic in all WBAN applications is improving
the user’s quality of life [8]. Among the many possible
applications that have been thought up for BANs are
communication in hospitals, communication on aeroplanes or spaceships, monitoring of patients at home
(post-operative care), modern Warfare,monitoring of
babies,interlinking
of
components
in
home
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entertainment products and athlete monitoring and
sports analysis.
2.1 Medical Applications
Based on advances in technology (in micro-electronic
miniaturization and integration,
sensors, the Internet and wireless networking) the
deployment and servicing of health care services will be
fundamentally changed and modernized.The use of
WBANs is expected to augment health care systems to
enable more effective management and detection of
illnesses, and reaction to crisis rather than just wellness
[2, 3].
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I.

INTRODUCTION

A Mobile ad-hoc network (MANET) is a collection of
mobile nodes which is having self-organizing and selfconfiguring capabilities. In mobile network each node
can move randomly and freely within their coverage
area. And all the nodes can communicate with each
other by the process of exchanging data packet to each
other. In MANET all nodes are equivalent that means
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there is no suchsingle base station node or central
supervisory node is present who can perform
monitoring of traffic in network.All nodes will perform
task which is performed by Base Station node as
comparing with Wireless Sensor Networks(WSN).Due
to mobility of node periodically the topology also
changes rapidly and unpredictably. [1]. Then due to this
unpredictable behaviorof MANET the possibilities of
presence of sinkhole attack and also generation of
sinkhole node increases. Many kind of attacks in
MANET influence’s the routing protocols.
II.

ROUTING PROTOCOLS

In MANET the topology changes continually due to
nomadic nature of nodes the routing protocols are
essential for transmission of data for communication
among them. The routing protocols are categorized as
follows

Routing Protocols in MANET

Abstract : Mobile ad-hoc network which is also known
as MANET is now days has become one of the most
developing and useful wireless technology. MANET
does not have any centralized node like wireless sensor
networks. The MANET is a collection of wireless nodes
with self-organizing capabilities along with no fixed
infrastructure. Therefor all the nodes can either act as a
source node or destination node or any intermediate
nodes which transfer the data from one node to another
node. Nodes can also act as routers. In MANET the
network can be degraded in performance due to the
presence of routing protocol attacks. One of the attack
is of concentration is sinkhole attack. Sinkhole attack is
the network layer attack. Whenever the sinkhole attack
is encountered in network sinkhole node will try to
attract all the network traffic towards itself by
transmitting wrong information in the network and try
to mislead the routers or data packets. There are some
intrusion detection schemes have proposed in this paper
to keep the network secure from occurrence of sinkhole
attack in MANET. Those different schemes is described
in this paper.

Reactive RP
Proactive RP
Hybrid RP

Fig. 1. Routing protocols
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A. Reactive routing protocol
The Reactive Routing Protocol is also known
as on-demand routing protocol.While in data
transmission process is going on in network the every
node will maintain the information only about only the
active paths from source to destination. And routing
tables at each node will be updated with every
unpredicted change in the topology. Before source node
transmits the real data packet it first broadcast a query
packet into the network to obtain the path to destination.
There are several examples for Reactive routing
protocols such as: Ad-hoc on demand Distance Vector
Routing (AODV) and Dynamic Source Routing (DSR).
The main objective of thisprotocol is to minimize the
communication overhead and unnecessary transmission
delays in the network [2].

a) Route discovery: To determine source route the
route discovery process is implemented by any
source node. Initiallythe source node will
check their route cache if any source node does
not have path to intended receiver or
destination node then source node will
broadcast Route Request Packet (RREQ) over
a network. After every neighbor receives
RREQ packet they rebroadcast the packet to
their adjacent nodes to which it has not yet
received. Along with this one more scrutiny is
performed which is whether the node receiving
packet is not destination node and Time To
Live (TTL) field of packet is not exceeded its
limit. Before transmitting RREQ packet by the
source the unique Sequence Number (SN) has
been assigned to the packet with destination
address. The SN is generated by the source
node only. And on receiving the RREQ at
every intermediate node they will append its
own id’s to it so that on reaching to destination
the RREQ packet will contain the path it has
traversed. A receiving node if it is destination
node it will match its own id with destination
is, it matches then the RREQ packet will not
be rebroadcasted further.
b) Route reply: After the route discovery process
is performed the complete route is now
available at the destination. To provide one
confirmation to the source node that the packet
has reached to intended destination the route
reply message(RREP) is generated and send
back to the source by the destination node.
When the RREP packet is transmitted by
reversing the complete path of RREQ packet
transmission.
c) Route maintenance: In route maintenance
phase it is assured that any link or path is
secure or broken anywhere. And the path for
data transmission is having traffic or not and
whether the path is consistent or inconsistent in
behavior. This supervision is performed in
route maintenance phase.

B. Proactive routing protocol
Proactive routing protocols are table driven
protocols. In this protocol every node has compulsion to
keep the information about every route in the network
even if there is no such data transmission. So every
node corporate their neighbors by transmitting the
routing information in periodic manner to all their
neighbors for acquiring the global view of network
topology. There are several examples of proactive
routing protocols are as Destination Sequenced
Distance Vector (DSDV), Fisheye State Routing
Protocol (FSR) [2].
C. Hybrid routing protocol
Hybrid routing protocol are forming by
combination of both reactive and proactive routing
protocols. Toincrease scalability of network these
protocols are designed bypermitting nodes to work
together with close contiguity toform some sort of a
strength to reduce the overheads occurring while route
discovery process. This is commonlysucceeded by
proactivelymaintaining routes to nearby nodes and
determining theroute to longer distance placed nodes
using a route discovery policy. Several example of
hybrid routing protocol is zone routing protocol (ZRP)
[3].
III.

DYNAMIC SOURCE ROUTING
IV.

The dynamic source routing is one of the on-demand
that is reactive routing protocol in MANET which is
source-based and loop free where each node maintain a
route cache. Route cache is useful to save the source
route. TheMANET has nomadic behavior, maintaining
complete network information every time by every node
is somehow challenging and also it waste channel
bandwidth as well as battery power of each node. To
overcome this unnecessary waste the DSR protocol is
appreciated. Because DSR protocol concentrate on only
route which is currently active [4].
The DSR protocol works under three phases those are
[5]
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SINKHOLE ATTACK

Sinkhole attack is one of the network layer attack in
mobile ad hoc networks. The network is said to be
infected by the sinkhole attack when one of the node is
acting maliciously or misbehaving. The sinkhole node
will always try to attract whole networktraffic towards
itself by misguiding the other healthy node in network.
Then after all node starts transmitting data packets
towards itself then sinkhole node will either alter the
content of packet or simply drop all the packets and not
allow them to reach their valid destinations. For this
attack the complete network will consume more battery
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power and thereafter the network traffic increases and
so lifetime of network will degraded and finally
network will be destroy completely [6].
The Sinkhole attack on DSR protocol is generated by
transmitting fake data packet along the network. This
fake packet will mislead the nodes by providing wrong
information about the destination node location in the
network by pretending itself as a valid destination node.
V.

SINKHOLE
TECHNIQUES

NODE

DETECTION

A. Co-operative technique
G. Kim, Y. Han, S. Kim [7] have proposed a
cooperative sinkhole detection method for mobile ad
hoc networks on DSR protocol. The technique for
detection is based on broadcasting three kind of
different packets those are SAP, SDP and SNP. The
author have proposed solution for detection of sinkhole
node by initially broadcasting‘sinkhole alarm packet’
(SAP). Then sinkhole detection algorithm tries to detect
a sinkhole node by flooding a ‘sinkhole detection
packet’ (SDP) and ‘sinkhole node packet’ (SNP). In this
paper the all nodes in the network will communicate
with each other by broadcasting and the rebroadcasting
the three kind of messages and cooperate each other to
detect the malicious activity in the network and
sinkhole node in the network which causes interrupts.
B. Trust management technique
Sunil Phulre, Pratima Gautam, Sadhna K.
Mishra [8] have suggested the multitier intrusion
detection method. In this paper the author suggests
basically three tires such as trust tire, routing tire and
application tire.
First the trust factor for each node is calculated
to establish the trusted connection among the nodes. So,
the nodes are categorized into three categories of trust
named as trustworthy node, untrustworthy node and
uncertain node.
 The trustworthy node is determined if it can
perform as many as successful interaction with
all other nodes.
 The untrustworthy node can be said as if it can
perform as many as unsuccessful interaction
with other nodes. So this node is also known as
faulty node or malicious node.
 The node is said to be uncertain if it can
perform both successful as well as
unsuccessful interactions among the nodes
Before checking every node whether it is trusted or not
the secure communication cannot be performed. If the
new node is trusted then only that node can participate
in the network.
Second the requested node will check the
routing algorithm and all node should follow the equal
routing policy so this requested node should also agree
for same routing policy then only this new node can
participate in data transmission process.

ISSN NO: 2454-1958

C. Incremental learning technique
Kisung Kim, Sehun Kim [9] have suggested
the Sinkhole Detection Method based on Incremental
Learning approach proposed the sequence number
discontinuity. In this approach the sequence number
which is assigned with the RREQ packet for route
discovery purpose is studied. Where the sequence
number of the current and last received RREQ the
difference between them is to be calculated.
After this route add ratio is calculated as the
proportion of route with sinkhole node to the entire
route in the route cache is calculated and it found high.
By this the existence of sinkhole node is determined.
Then after the duplication of sequence number
is checked by comparing RREQ packet. Before
dropping the packet the sequence number is checked
whether it is same as receiving RREQ with sending
RREQ packet. Then check that the destinationid of
received RREQ and found RREQ aresame. If they are
not same, then the noderecognizes the existence of
sinkhole node.
D. Detection and prevention technique
Rajeshwar L. Balla, Venugopal Kotoju [10]
have suggested the detection and prevention technique
for sinkhole attack where four steps are included those
are as initialization phase, storage phase, investigation
phase and resumption phase. In this paper different
metrics are used such as Average end-to-end delay,
Packet Delivery Ratio, Packet Loss and Network
Throughput. Based on these terms the detection and
prevention process is carried out.
E. SIIS (Sinkhole Intrusion Indicators System)
Benjamin J. Culpepper, H. Chris Tseng [11]
have proposed the sinkhole Intrusion Indicators system.
The SIID is established by calculating different factors
of the network such as
a) Intrusion indicators
 Sequence number discontinuity or
duplication
 Previous image ratio
 Route add ratio
b) Time and space analysis
All these terms are measured and form a strong
intrusion detection system for sinkhole detection node.
TABLE I. COMPARING TECHNIQUES
Techniques

Merits

Demerits

Co-operative
technique

Strong
to
the
number of sinkhole
nodes and to the
attack
Robust to network
environment

Less
average
sinkhole
detection time

Communication
overhead is high

Performance
degraded
when
increase number of
node

Trust management
technique

Detection
prevention
technique

and
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Every time node
assume the node is
malicious
and
decrease the local
trust value of node
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SIIS technique

Average detection
time is increase
with the number of
nodes

Communication
overhead is low

[4]

[5]

VI.

CONCLUSION

This paper have suggested the different techniques for
detecting the sinkhole attacks in MANET. And from
every technique the different approaches have been
studied which can help to protect the network from
interrupts and secure the nodes from misleading nodes.
By this countermeasures these techniques the network’s
communication overheads can be reduced and improve
the networks lifetime so that it can survive for longer
time.
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Abstract:In the big data era, we face diversity of datasets from
different sources in different domains. Data streams are
normally not stored in any kind of data repository, effective
and efficient management and analysis of stream data poses
great challenges to researchers. Recently many researchers
have focused on data stream as an efficient strategy against
huge data base mining instead of mining on entire data base.
In this paper, we present and describe some of the challenges
inherent in creating, filling, maintaining, and governing a data
lake, a set of processes that collectively define the actions of
data wrangling, and we propose that what is really needed is a
curated data lake, where the lake contents have undergone a
curation process that enable its use and deliver the promise of
ad-hoc data accessibility to users beyond the enterprise IT
staff. . In this paper, video clip and XML document data are
employed to illustrate the tensorization process.
Keywords— streaming data; ; Data Lake; live data mart;
Data Tensorization
I. INTRODUCTION
BIG data are a collection of dataset consisting of massive
unstructured, semi-structured, and structured data. The four
main characteristics of big data[1] are volume (amount of
data), variety (range of data types and sources), veracity (data
quality), and velocity (speed of incoming data). Gartner, and
now much of the industry, continue to use this "3Vs" model
for describing big data In 2012,Gartner updated Very large
databases are required to store massive amounts of data that
are continuously inserted and queried. Rapid advances in
digital sensors, networks, storage, and computation along with
their availability at low cost are leading to the creation of huge
collections of data -- dubbed as Big Data [6]. This data has the
potential for enabling new insights that can change the way
business, science, and governments deliver services to their
consumers and can impact society as a whole. This has led to
the emergence of the Big Data[6] Computing focusing on
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sensing, collection, storage, management and analysis of data
from variety of sources to enable new value and insights.
II. APPLICATION BACKGROUND
Big data stream computing [5] is able to analyze and process
data in real time to gain an immediate insight, and it is
typically applied to the analysis of vast amount of data in real
time and to process them at a high speed. Many application
scenarios require big data stream computing[5]. For example,
in financial industries, big data stream computing technologies
can be used in risk management, marketing management,
business intelligence, and so on. In the Internet, big data
stream computing technologies can be used in search engines,
social networking, and so on. In Internet of things, big data
stream computing technologies can be used in intelligent
transportation, environmental monitoring, and so on.
III. DATA STREAM
Many applications involve the generation and analysis of a
new kind of data, called stream data, where data flow in and
out of an observation platform (or window) dynamically. Such
data streams[4] have the following unique features: huge or
possibly infinite volume, dynamically changing, flowing in
and out in a fixed order, allowing only one or a small number
of scans, and demanding fast (often real-time) response time.
Typical examples of data streams include various kinds of
scientific and engineering data, time-series data, and data
produced in other dynamic environments, such as power
supply, network traffic, stock exchange, telecommunications,
Web click streams, video surveillance, and weather or
environment monitoring. Currently, many researchers are
investigating various issues relating to the development of data
stream management systems. A typical query model in such a
system is the continuous query model, where predefined
queries constantly evaluate incoming streams, collect
aggregate data, report the current status of data streams, and
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respond to their changes. Mining data streams involves the
efficient discovery of general patterns and dynamic changes
within stream data. For example, we may like to detect
intrusions of a computer network based on the anomaly of
message flow, which may be discovered by clustering data
streams, dynamic construction of stream models, or comparing
the current frequent patterns with that at a certain previous
time. Most stream data reside at a rather low level of
abstraction, whereas analysts are often more interested in
higher and multiple levels of abstraction. Thus, multilevel,
multidimensional on-line analysis and mining should be
performed on stream data as well.

A. Data Lakes Retain All Data
During the development of a data warehouse, a
considerableamount of time is spent analyzing data sources,
understanding business processes and profiling data. The
result is a highly structured data model designed for reporting.
A large part of this process includes making decisions
aboutwhat data to include and to not include in the warehouse.
Generally, if data isn’t used to answer specific questions or in
a defined report, it may be excluded from the warehouse. This
is usually done to simplify the data model and also to conserve
space on expensive disk storage that is used to make the data
warehouse preferment.

IV. DATA LAKE
The term data lake has been coined to convey the concept of
acentralized repository containing virtually inexhaustible
amounts of raw (or minimally curated) data that is readily
made available anytime to anyone authorized to perform
analytical activities. The often unstated premise of a data lake
is that it relieves users from dealing with data acquisition and
maintenance issues, and guarantees fast access to local,
accurate and updated data without incurring development costs
(in terms of time and money) typically associated with
structured data warehouses. However appealing this premise,
practically speaking, it is our experience, and that of our
customers, that “raw” data is logistically difficult to obtain,
quite challenging to interpret and describe, and tedious to
maintain. Furthermore, these challenges multiply as the
number of sources grows, thus increasing the need to
thoroughly describe and curate the data in order to make it
consumable. Data flows from the streams (the source systems)
to the lake Data in the lake supports discovery, analytics, and
reporting, usually by deploying cluster tools like Hadoop.
Unlike traditional warehouses, the format of the data is not
described (that is, its schema is not available) until the data is
needed. By delaying the categorization of data from the point
of entry to the point of use [10], analytical operations that
transcend the rigid format of an adopted schema become
possible. Query and search operations on the data can
beperformed using traditional database technologies (when
structured), as well as via alternate means such as indexing the
data in the lake is readily available and readily consumable by
users who have less technical skill than traditional IT staff.
This implies that the data lake somehow relieves such users
from the well-defined but tedious and technical tasks that are
required to prepare data associated with a traditional data
integration platform and data warehouse architecture, such as
defining standard data models, extracting and transforming
data to a common data model, performing cleansing,
validation, and error handling, and documenting the
process.Gartner portrays a data lake as a “catch all” repository
and, as such, cites problems inherent from data quality,
provenance, and governance, all of which have been
historically associated with traditional data warehouses. A raw
data lake places the burden of such tasks squarely on the data
consumer. The steps associated with a traditional data
integration platform exist for a reason; data in its raw format is
rarely immediately consumable for use in a specific
application.
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In contrast, the data lake retains ALL data. Not just data that is
in use today but data that may be used and even data that may
never be used just because it MIGHT be used someday. Data
is also kept for all time so that we can go back in time to any
point to do analysis.
This approach becomes possible because the hardware for a
data lake usually differs greatly from that used for a data
warehouse. Commodity, off-the-shelf servers combined with
cheap storage makes scaling a data lake to terabytes and
petabytes fairly economical.
B. Data Lakes Support All Data Types
Data warehouses generally consist of data extracted from
transactional systems and consist of quantitative metrics and
the attributes that describe them. Non-traditional data sources
such as web server logs, sensor data, social network activity,
text and images are largely ignored. New uses for these data
types continue to be found but consuming and storing them
can be expensive and difficult.
The data lake approach embraces these non-traditional data
types. In the data lake, we keep all data regardless of source
and structure. We keep it in its raw form and we only
transform it when we’re ready to use it. This approach is
known as “Schema on Read” vs. the “Schema on Write”
approach used in the data warehouse.
C. Data Lakes Support All Users
In most organizations, 80% or more of users are “operational”.
They want to get their reports, see their key performance
metrics or slice the same set of data in a spreadsheet every
day. The data warehouse is usually ideal for these users
because it is well structured, easy to use and understand and it
is purpose-built to answer their questions.
The next 10% or so, do more analysis on the data. They use
the data warehouse as a source but often go back to source
systems to get data that is not included in the warehouse and
sometimes bring in data from outside the organization. Their
favorite tool is the spreadsheet and they create new reports that
are often distributed throughout the organization. The data
warehouse is their go-to source for data but they often go
beyond its bounds
Finally, the last few percent of users do deep analysis. They
may create totally new data sources based on research. They
mash up many different types of data and come up with
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entirely new questions to be answered. These users may use
the data warehouse but often ignore it as they are usually
charged with going beyond its capabilities. These users
include the Data Scientists and they may use advanced
analytic tools and capabilities like statistical analysis and
predictive modeling.The data lake approach supports all of
these users equally well. The data scientists can go to the lake
and work with the very large and varied data sets they need
while other users make use of more structured views of the
data provided for their use.
D. Data Lakes Adapt Easily to Changes
One of the chief complaints about data warehouses is howlong
it takes to change them. Considerable time is spent up front
during development getting the warehouse’s structure right. A
good warehouse design can adapt to change but because of the
complexity of the data loading process and the work done to
make analysis and reporting easy, these changes will
necessarily consume some developer resources and take some
time.
Many business questions can’t wait for the data warehouse
team to adapt their system to answer them. The ever increasing
need for faster answers is what has given rise to the concept of
self-service business intelligence.
In the data lake on the other hand, since all data is stored in its
raw form and is always accessible to someone who needs to
use it, users are empowered to go beyond the structure of the
warehouse to explore data in novel ways and answer their
questions at their pace.
If the result of an exploration is shown to be useful and there is
a desire to repeat it, then a more formal schema can be applied
to it and automation and reusability can be developed to help
extend the results to a broader audience. If it is determined that
the result is not useful, it can be discarded and no changes to
the data structures have been made and no development
resources have been consumed.
E. Data Lakes Provide Faster Insights
This
last
difference
is
really
the
result
of
theotherfour.Becausedata lakes contain all data and data
types,because itenables users to access data before it has
beentransformed, cleansed and structured it enables users to
get totheir results faster than the traditional data warehouse
approach.However, this early access to the data comes at a
price. The work typically done by the data warehouse
development team may not be done for some or all of the data
sources required to do an analysis. This leaves users in the
driver’s seat to explore and use the data as they see fit but the
first tier of business users I described above may not want to
do that work. They still just want their reports and KPI’s.In the
data lake, these operational report consumers will make use of
more structured views of the data in the data lake that
resemble what they have always had before in the data
warehouse. The difference is that these views exist primarily
as metadata that sits over the data in the lake rather than
physically rigid tables that require a developer to change.
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V. BIG-DATA TECHNOLOGY: SENSE, COLLECT,
STORE, AND ANALYZE
The rising importance of big-data computing stems from
advances in many different technologies:
A. Sensors
Digital data are being generated by many different sources,
including digital imagers (telescopes, video cameras, MRI
machines), chemical and biological sensors (microarrays,
environmental monitors), and even the millions of individuals
and organizations generating web pages..
B. Computer networks
Data from data sets via localized sensor networks, as well as
the Internet.
C. Data storage
Advances in magnetic disk technology have dramatically
decreased the cost of storing data.
D. Cluster computer systems
A new form of computer systems, consisting of thousands of
"nodes," each having several processors and disks, connected
by high-speed local-area networks, has become the chosen
hardware configuration for data-intensive computing systems.
These clusters provide both the storage capacity for large data
sets, and the computing power to organize the data, to analyze
it, and to respond to queries about the data from remote users.
Compared with traditional high-performance computing (e.g.,
supercomputers), where the focus is on maximizing the raw
computing power of a system, cluster computers are designed
to maximize the reliability and efficiency with which they can
manage and analyze very large data sets. The "trick" is in the
software algorithms – cluster computer systems are composed
of huge numbers of cheap commodity hardware parts, with
scalability, reliability, and programmability achieved by new
software paradigms.

E.
Cloud
computing
facilities:
The
rise
of
largedatacentersandcluster computers has created a new
business model, wherebusinesses and individuals can rent
storage and computing capacity, rather than making the large
capital investments needed to construct and provision largescale computer installations. For example, Amazon Web
Services (AWS) provides both network-accessible storage
priced by the gigabyte-month and computing cycles priced by
the CPU-hour. Just as few organizations operate their own
power plants, we can foresee an era where data storage and
computing become utilities that are ubiquitously available.
F.Data analysis algorithms
The enormous volumes of data require automated or semi
automated analysis – techniques to detect patterns, identify
anomalies, and extract knowledge. Again, the "trick" is in the
software algorithms - new forms of computation, combining
statistical analysis, optimization, and artificial intelligence, are
able to construct statistical models from large collections of
data and to infer how the system should respond to new data.
For example, Netflix uses machine learning in its
recommendation system, predicting the interests of a customer
by comparing her movie viewing history to a statistical model
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generated from the collective viewing habits of millions of
other customers.
B. IDE
A development environment, which ideally offers visual
“Streaming processing” to process data streams or sensor data,
development, debugging and testing of stream processing
Stream processing is designed to analyze and act on real-time
processes using streaming operators for filtering, aggregation,
streaming data, using “continuous queries”. Essential to stream
correlation, time windows, transformation, etc. Extendibility,
processing is Streaming Analytics, or the ability to continuously
e.g. integration of libraries or building custom operators and
calculate mathematical or statistical analytics on the fly within the
connectors, is also important.
stream. Stream processing solutions are designed to handle high
volume in real time with a scalable, highly available and fault
C. Connectors:
tolerant architecture. This enables analysis of data in motion.
In contrast to the traditional database model where data is firstPre-built data connectivity to communicate with data sources
stored and indexed and then subsequently processed by queries,such as database (e.g. MySQL, Oracle, IBM DB2), DWH (e.g.
stream processing takes the inbound data while it is in flight, as itHP Vertica), market data (e.g. Bloomberg, FIX, Reuters),
streams through the server. Stream processing also connects tostatistics (e.g. R, MATLAB, TERR) or technology (e.g. JMS,
external data sources, enabling applications to incorporate selectedHadoop, Java, .NET).
data into the application flow, or to update an external databaseD.Streaming Analytics:
with processed information. A recent development in the stream
A user interface, which allows monitoring, management and
processing industry is the invention of the “live data mart” which
real-time analytics for live streaming data. Automated alerts
provides end-user, ad-hoc continuous query access to this
and human reactions should also be possible.
streaming data that’s aggregated in memory. Business useroriented analytics tools access the data mart for a continuously live
view of streaming data. A live analytics front ends slices, dices,E. Live Data Mart and/or Operational Business Intelligence:
and aggregates data dynamically in response to business users’Aggregates streaming data for ad-hoc, end-user, query access,
actions, and all in real time A stream processing solution has toalerting, dynamic aggregation, and user management. Live
stream visualization, graphing, charting, slice and dice are also
solve different challenges:
important. It performs real-time computations against high Processing massive amounts of streaming events
speed streaming data and events, returning results in just
(filter, aggregate, rule, automate, predict, act,
milliseconds, allowing your real-time analytics to leap to the
monitor, alert)
next level. With easy-to-use visualizations, and self-service
 Real-time responsiveness to changing market
features to interact with live data, business users can analyze,
conditions
anticipate, and receive alerts on key events as they occur.
 Performance and scalability as data volumes increase
Operational staff can act on opportunities and threats on-thein size and complexity
fly while they matter.
 Rapid integration with existing infrastructure and
data sources: Input (e.g. market data, user inputs,
F. Stream clustering algorithms
files, history data from a DWH) and output (e.g.
trades, email alerts, dashboards, automated reactions)
Stream clustering algorithms were introduced to gain useful
 Fast time-to-market for application development and
knowledge from these streams in real-time. The quality of the
deployment due to quickly changing landscape and
obtained clusterings, i.e. how good they reflect the data, can be
requirements
assessed by evaluation measures
 Developer productivity throughout all stages of the
a) StreamKM++: It computes a small weighted sample of the
application development lifecycle by offering good
data stream and it uses the k-means++ algorithm as a
tool support and agile development
randomized seeding technique to choose the first values
for the clusters. To compute the small sample, it employs
 Analytics: Live data discovery and monitoring,
coreset constructions using a coreset tree for speed up.
continuous query processing, automated alerts and
b) CluStream: It maintains statistical information about the
reactions
data using micro-clusters. These micro-clusters are
temporal extensions of cluster feature vectors. The microFrom a technical perspective, the following components are
clusters are stored at snapshots in time following a
required to solve the described challenges and implement a
pyramidal pattern. This pattern allows to recall summary
stream processing use case:
statistics from different time horizons.
c) ClusTree: It is a parameter free algorithm automatically
A. Server
adapting to the speed of the stream and it is capable of
An ultra-low-latency application server optimized for
detecting concept drift, novelty, and outliers in the stream.
processing real-time streaming event data at high throughputs
It uses a compact and self-adaptive index structure for
and low latency (usually in-memory).
maintaining stream summaries.
VI STREAM PROCESSING
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d) DenStream: It uses dense micro-clusters (named coremicro-cluster) to summarize clusters. To maintain and
distinguish the potential clusters and outliers, this method
presents core-micro-cluster and outlier micro-cluster
structures.
e) D-Stream: This method maps each input data record into a
grid and it computes the grid density. The grids are
clustered based on the density. This algorithm adopts a
density decaying technique to capture the dynamic
changes of a data stream.
f) CobWeb. One of the first incremental methods for
clustering data. It uses a classification tree. Each node in a
classification tree represents a class (concept) and is
labeled by a probabilistic concept that summarizes the
attribute-value distributions of objects classified under the
node.
VII.DATA TENSORIZATION
\Big Data consists of multidimensional, multi-modal data-sets
that are so huge and complex that they cannot be easily stored
or processed by using standard computers. Big data are
characterized not only by big Volume but also another specific
“V” features. High Volume implies the need for algorithms
that are scalable; High Velocity address the challenges related
to process data in near real-time, or virtually real-time; High
Veracity demands robust and predictive algorithms for noisy,
incomplete or inconsistent data, and finally, high Variety may
require integration across different kind of data, are related to
capture, manage, search, visualize, cluster, classify, assimilate,
merge, and process the data within a tolerable elapsed time,
hence demanding new innovative solutions and technologies.
Such emerging technology is Tensor Decompositions (TDs)
[2]and Tensor Networks (TNs) via low-rank matrix/tensor
approximations. Data in many disciplines inherently has more
than two axes of variation and can be arranged as tensors
(multiway arrays)[3]. Tensor decompositions [2] have proven
to be successful inextracting the underlying structure in such
datasets.
Since the collected unstructured, semi-structured and
structured data are not uniform, these data need to be
represented as a unified tensor model. The sub tensors with
various orders will be generated to model the data according to
their initial format. Then, all the sub-tensors will be integrated
as a unified heterogeneous tensor.
Tensors are data structures indexed by three or more indices a generalization of matrices, which are datasets indexed by
two indices (row, column). Tensor algebra has many
similarities but also many striking differences with matrix
algebra - Tensor factorizations have already found many
applications in signal processing (speech, audio,
communications, radar, signal intelligence, machine learning)
and well beyond. Tensors are becoming increasingly
important,
Examples of unstructured data include video data and audio
data, while semi-structured data are composed of XML
documents, etc. Representatives of structured data are numbers
and character strings stored in relational database Video data
can be represented as four-order tensor or three-order tensor.
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To represent a video clip of MPEG-4 format, 25 frames per
second, 768 × 576 resolution and RGB color space, a fourorder tensor R If × I w × I h× I c is adopted with If , I w, I h, I
c indicating frame, width, height and color space. For instance,
a 750-frame MPEG-4 video clip with resolution of 768 × 576
and RGB color can be tensorized as R 750×768×576×3.
<?xml version='1.0' encoding='UTF-8' ?>
<University>
<Student Category=‘doctoral'>
<ID>20128803</ID>
<Name>Liang Chen</Name>
<Research>
<Area>Internet of Things</Area>
<Focus>Architecture;Sensor Ontology</Focus>
</Research>
</Student>
</University>
XML Document can be tensorized as a three-order tensor,
where Ier and I ec indicate the row and column orders of the
markup matrix, and Ien represents the content vector order.
For example, the XML document in is tensorized as T ∈ R
12×12×28, where 28 is the length of element ‘Focus’.
Relationships among element, attribute and text are
represented as numbers.

VIII.CONCLUSIONS
In this paper we have demonstrated some difficulties in data
stream computing. Most data stream applications are high
dimensions and new methods need to be developed for this
purpose. On the other hand data stream is similar to a river:
data come in and come out, so we need to design efficient
algorithms whereas scan data once and extract hidden patterns
inside it. Evolving data, visiting data once and space
limitations are major issues in data stream computing. There
are some primitive methods that concreted framework to
process data stream but devising new framework with new
features other than previous (e.g. using Genetic Algorithm,
Ant Colony Algorithm and Neural Networks) can lead us to
more effective structures
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Abstract:Humans are not always in fair to say who they are.
As a result, lot of companies face huge challenges in Identity
management and are constantly in needs of way to enrich the
efficacy of their Identity Authentication. These verifications are
increased from last decade in more number to streamline
different thefts. Big data can provide the answer for the above
problem by delivering valuable real-time insights based on data
from various distinct sources. This can make a multifaceted
view for an individual to enable different companies to resolve
identity authentications with little disruption of their business
flow. Scaling the data from multi-sources leads to big data and
increases the challenge to the need for heterogeneity and crossdomain resolution. As a result, Entity Resolution techniques are
helpful for parallel and efficient in making several challenges
generated by big data. So, our paper use Map Reduce
framework and ensure Entity resolution to authenticate the
Identity Verification between individual and his/her identity.
Hierarchical Entity Resolution is proposed in our paper which
ensures efficient Similarity threshold during the entity-pair
comparisons. Map Reduce framework integrated with Entity
resolution will balances the load during the processing of data
in the high dimensional data sets.
Big
Key Words- Identity Authentication, Big Data,
Entity
Resolution, Map
Reduce, Similarity Threshold. Load Balancing.
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I.

Introduction

Internet of Things has a potential to fundamentally
shift the way we interact with our surroundings. The ability to
monitor
and manage objects in physical world electronically makes it
possibly to bring the data-driven decision making to new
realms of human activity. It is used to optimize the
performance of systems and processes, save time for people
and businesses, and improve quality of life. From monitoring
machines on the factory floor to tracking the progress of ships
at the sea, sensors can help companies get far more out of
physical assets. It also does improve the performance of
machines, extending their lives and learning how they could
be redesigned to do even more. With wearable devices and
portable monitors, the Internet of Things has the potential to
dramatically improve health outcomes, particularly in the
treatment of chronic diseases such as diabetes that now take
enormous human and economic toil.
Data is one of the most important research challenges for
the 2020 horizon. This paradigm relies on the collection of
tremendous amount of data to support innovation in the
upcoming decades. A dataset is considered as big when it
meet the “four Vs” requirements: Volume, Variety, Velocity
and Value. The keystone of Big Data exploitation is to
leverage the existing datasets to create new information,
enriching the business value chain. According to the IDC
group, the amount of world data will be 44 times greater in
this decade, from 0.8 zettabyte to 35 zettabytes.
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In this context, the Internet of Things
V. (IoT) paradigm relies on
a world of interconnected objects, able to communicate
between each others and collect data about their context. Day
after days cars, smart phones and buildings collect various
information about our living environment, generating
zettabytes of sensed data. The Gartner group predicts up to 26
billion of things connected to the Internet by 2020. Intechno
Consulting estimates that this market will generate up to 180
billions of Euros worldwide. This is a typical example of Big
Data collection and analysis as it addresses the four Vs: large
Volume of Various data, collected with an high Velocity to
VI. Such data from different
define application with added-Value.
nodes traverse from different distinct authorizations and
authentications generates huge amount of structured, unstructured and semi-structured data. The huge amount of such
data collection leads to Big Data.
Entity Resolution is the task of disambiguating manifestations
of real world entities in various records or mentions by linking
and grouping. For example, there could be different ways of
addressing the same person in text, different addresses for
businesses, or photos of a particular object. This clearly has
many applications, particularly in government and public health
data, web search, comparison shopping, law enforcement, and
more. Additionally, as the volume and velocity of data grows,
inference across networks and semantic relationships between
entities becomes a greater challenge. Entity Resolution can
reduce the complexity by proposing canonicalized references to
particular entities and de-duplicating and linking entities.
Scaling to big data just increases the challenge, as the need for
heterogeneity and cross-domain resolution becomes important
features. As a result, ER techniques must be parallel and
efficient, in order to be used in the context of Big Data
techniques like Map Reduce and distributed graph databases.

concept, Big Data is now considered to be a technological
solution for infrastructure condition monitoring, assessment
and rapid intervention prior to failure. Furthermore, Big Data
analysis can lead to improved algorithms for solving problems
such as deterioration modeling, pressure and flow modeling,
and leak and loss detection modeling. Big Data analyses
provide an in-depth insight into several other infrastructure
related issues for effective decision making. The Big Data
concept is realized by deploying Internet of Things (IoT)
technology throughout the infrastructure system.
‘Disaster Management’ Despite our attempts to pacify and
tame our environment, we live in a dangerous world. Whether
it’s natural disasters, such as volcano eruptions, earthquakes,
and asteroid strikes, or man-made calamities like wars, oil well
blowouts, and climate change, human suffering has been a
guarantee through history. But with today’s big data
technologies and the Internet of Things (IOT), some types of
disasters may soon be a thing of the past. It may not seem like
it, but we are in a state of relative peace and harmony in this
world. So, to overcome some damage in real-life, Internet of
Things integrated with Big data can be a solution by promoting
sensors, actuators and different sensing devices at different
places, there by retrieving the data from those devices and
continuous analyzing gives proper results to overcome such
disasters.

‘uman Productivity’ Person with different activities in his/her
daily routine life, like purchasing a item form cart, paying a
electricity bill, opening a new insurance policy, lending
medicines from different network hospitals etc. The entities
that are generated from Internet of Things are of different
resolutions like excel, comma separated, XML document,
image and database, which are huge and distinct. Continuous
analyzing of such data from distinct sources is a challenging
II. Real-time Problems:
issue for data analysts. Hence Big Data can be a solution to
analyze such data with ease and comfort, since it has ability to
‘Sustainable
Water
supply’
Water
distribution
handle with less time and more efficiency.
infrastructure is crucial to economic, political and societal
‘Identity
Verification for Insurance and Medical Thefts’ This is the
prosperity along with basic survival of the human race. Major
problem that is being faced by so many companies, like
challenges that threaten water supply are the depleting
medical identity thefts and frauds in insurance companies.
freshwater resources in several regions of the Andhra Pradesh
“Medical identity theft is a growing and dangerous crime that
and Hyderabad and the deteriorating supply infrastructure.
leaves its victims with little to no recourse for recovery,” said
There is an increasing awareness among the water supply
Pam Dixon, the founder and executive director of World
stakeholders regarding the imminent water scarcity issue.
Privacy Forum. Individuals often face financial repercussions
While we strive to make our water resources sustainable,
and worse yet, they frequently discover erroneous information
existing water infrastructure systems are in need of huge capital
has been added to their personal medical files due to the thief’s
investment to tackle aging and the resulting deterioration
activities. Traditionally insurance companies use statistical
issues. Focusing on water supply systems, the industry has been
models to identify identity authentications of an individual.
challenged with devising a functional database, which can be
They are lot of limitations in this approach because of their
used to justify the development of efficient asset management
trial and error methods for few in huge amount of data. This
tools that control further deterioration of infrastructure and lead
may lead to data leakage for some extent. Companies can
to future water sustainability by saving billions of gallons of
analyze up to 0.01 % of events from huge data sets. As the
water that is currently lost in the leaky distribution systems.
amount of data grew bigger in the current world, it’s very
Current asset management system mainly focuses on inventory
uneven to identify the distinct resolutions of same individual
database and is particularly inadequate to capture data such as:
from distinct sources.
water loss, leak location, and detailed consumption. As an
Tovercome the above problems, Big Data is a solution to resolve
emerging information technology
because of its nature to store huge amount of data and also its
capability of handling parallel processing of data which is
very huge.
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Hadoop is an Apache software framework that analyzes peta
bytes of unstructured data and transforms it into a more
manageable form for applications to work on. Based on Google’s
Map Reduce and distributed file system work, Hadoop is
designed specifically to be deployed on commonly available,
general-purpose network and server hardware. Hadoop is
optimized for a specific class of tasks, such as indexing and
sorting large data sets, data mining, log analytics, and image
manipulation. It is not designed for real-time processing or
process-intensive tasks that don’t involve large amounts of data.
Architecturally, Hadoop has two main parts:

As the amount of data in the Internet of Things
(IoT) increases, entities across all the things lead to big
data. Hence storage of data and analyzing the data across
different sources is necessary, according to Omar
Benjelloun etal, R-Swoosh is ER algorithm which uses
match and merge functions and calculate optimal
comparison resolutions. The above solution is weak at
finding similarities threshold [3]. Also, Position prefix Join
Algorithm is used in different systems, which is set
similarity join algorithm uses Jaccard similarity to find all
the similar pairs. Similarity threshold and Load balancing
are the two factors which are streamlined in order to have
optimized results, but PPJoin failed at maintaining
similarity threshold as the data grew bigger and data is so
fast.
The

Fig. 2.1 Hadoop Architecture
Hadoop Distributed File System (HDFS) uses a write-once, readmany model that breaks data into blocks that it spreads across
many nodes for fault tolerance and high performance. In addition
to the massive aggregate I/O across many nodes, performance is
aided by large block sizes—about 128 MB, as compared to the
more typical size in Linux* implementations of perhaps 4 KB
MapReduce Engine accepts jobs from applications through
its JobTracker node, which divides the work into smaller tasks
that it assigns to TaskTrackernodes. If it is connected to a
network-topology-aware switching infrastructure, the JobTracker
node boosts performance by intelligently keeping the work being
done on a piece of data as close as possible to that data (within the
same node if possible).

VII.

Literature Survey

At the forefront of big data in the Humanities, collections
management can directly impact collections access and reuse.
However, curators using traditional data management methods for
task such as identifying redundant from relevant and related
records, a small increase in data volume can significantly increase
their workload. In the Web of data, entities are described by inter
linked data rather than documents on the Web. Entity resolution in
the Web of data, i.e., identifying descriptions that refer to the same
real-world entity [1].

The Internet of Things (IoT) refers to the connection of
physical objects. IoT technologies make all the devices of a
spatial-limited physical computing environment interconnected as
well as connected to the Internet. This ability leads to the
consideration of notion of localized IoT-environments [2] which
now appears in many places of everyday life. Software agents
running on devices turn the latter into “smart objects” that are
visible in our daily lives as real participating entities.

ISSN NO: 2454-1958

The high effectiveness of learning-based approaches
comes with poor efficiency. A recent study evaluated
several state-of-the-art entity resolution frameworks. The
execution times for the considered learning-based
approaches are in general significantly worse than for
non-learning approaches [4]. Nearly all learning-based
approaches do not scale with larger input sets and are
unable to match sufficiently fast on the Cartesian product
of the input sources. For example, the largest match task
in required to process approx. 168 millions entity pairs
and the most effective combined approaches thereby
exceeded the limit of five days. The main reason for the
poor performance is the extremely expensive computation
of similarities that serve as input for the classifier.
When multiple signatures based blocking technique was
combined with MapReduce model, some problems arise.
The first problem is the redundant pair matching brought
by the multiple signatures [5]. Each object is tagged with
several signatures so that each object will be assigned
several keys in the map phase, i.e., two objects may be
matched twice in different reduce tasks. The second
problem is the redundant pair matching brought by the
transitivity property of similarity. After the input objects
are blocked, objects matching operation will be applied
on the Cartesian product in one block. We should try to
reduce the number of candidate pairs if the matching
operation is complex and time consuming.
Load balancing is well known data management
problems and MapReduce has been criticized for having
overlooked the skew issue. Smriti [6] proposed a load
balancing model. It balances the workload using Key
Chopping, to split keys with large loads into subkeys that
can be assigned to different distributive Reducers, and
Key Packing, to assign keys with medium loads to
Reducers to minimize the maximum Reducer load.
Venkata [7] tacked the work load balancing issue by
introducing a hierarchical MapReduce, which identifies a
heavy task by a properly defined cost function. The
heavy task is divided into child tasks that are distributed
among available workers as a new job in MapReduce
framework. These researches have studied the
MapReduce framework in heterogeneous environment or
load balancing independently. Few studies can combine
the two aspects, focused on the skewed workload caused
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by unbalance nodes performance in heterogeneous
environment.
VIII.

Techniques and Discussions:

In this proposal, a hierarchical entity
resolution technique and XML-Filter mapping are
introduced. The following are the few stages of
analyzing high dimensional data sets. The stages are:
a) Designing a Personalized
Internet of Things (IoT).
b) Data
Aggregation
and
Collection
c) Gateway Filter
i)
ETL Tool.
ii)
Cross Platform Data.
(Restful Web service)
iii)
Hierarchical Entity
Resolution
Algorithm.
iv)
XML-Filter
Mapping.
d) Data Visualization.
a) Personalized Internet of Things
Embedded systems are already playing a crucial role
in the development of the IoT. In broad strokes, the four
main components of an IoT system are, The Thing itself
(the device), The Local Network; this can include a
gateway, which translates proprietary communication
protocols to Internet Protocol, The Internet, Back-End
Services; enterprise data systems, or PCs and mobile
devices. In my proposal a personalized things of human
are the devices which are connected in a Network. The
data from different sources are transferred through a
gateway to remote server (technically Hadoop Server) was
shown in Fig. 4.1.

Figure.4.1 Personalized Internet of Things
b) Data Collection and Aggregation
From Fig 4.2, The data store platform based on the
Hadoop core collects data from throughout the IoT,
including structured data from existing databases and
unstructured data from tool sensors, log files, and SMS
text messages. It then cleans, extracts, transforms, and
consolidates the data.
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Fig 4.2 System Model

c)

Gateway Filter

It is the process of refining the data before analyzing for
data visualization.
ETL is a process of extracting the data from various
sources, transform into the prescribed format i.e.
unstructured to structured or similar format and load them
into warehouse. Using SAS Data management tool, ETL
process can be easily created.
Restful Web service is used in order to integrate the data
from different platforms i.e. cross platform dependent
data. Generating electronic data from different platforms
needs a Service which handshakes the data into
Warehouse in the form of XML document. There by a
XML DOM Parser is used to generate a tree where entire
neighboring surrounded IoT’s into a Cluster.
Various entity measures have been used for evaluating
similarity results. Records from distinct sources are to be
linked in a warehouse for their privacy preserving
similarities (record linkages). Position prefix Join
Algorithm is used in existing system which is set
similarity join algorithm which use Jaccard similarity to
find all the similar pairs. Similarity threshold and Load
balancing are the two factors which are streamlined in
order to have optimized results, but PPJoin failed at
maintaining similarity threshold as the data grew bigger
and data is so fast.
Entity resolution is the process of identifying groups of
records that refer to same real world entity. ER techniques
usually compare pairs of entities by evaluating multiple
similarity measures to make effective match decisions. As
a consequence, ER is an expensive process that can take
several hours or even days for large datasets as it is typical
for “Big Data” applications. A lot of algorithms proposed
to handle such data, but failed at load balancing. For
Example Dedoop is such entity resolution algorithm, good
at finding and analyzing the similarity pairs at multi-level
clusters but it also failed at maintaining perfect load
balance.
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To overcome the above fluctuations in Entity Resolution, a
new Multi Pass Entity Resolution Algorithm was proposed
to fulfill the Load Imbalance and Similarity Threshold
(ST). Additionally a XML-Filter is used between every
two Mappers to remove all the noisy data which is
generated by the Mapper (noisy data is the unused
similarity pairs in the hash map).

Hierarchical Entity Resolution Algorithm
Data from different servers are extracted by Apache
Flume Agent which is one of the data carriers, carry data
from server to Hadoop distributed File System. Data in
the HDFS is split into multiple data chunks each of equal
size.
Block (Data) := Set
[Data1(B1,B2,B3……Bn)]
B1(DATA1) : = Set
[Data11(D11,D12,D13………..Dn n-1)]
B2(DATA2) := Set[
Data21(D21,D22,D23………..Dn n-1)]
The above data clusters from distinct servers are
arranged in fashion where each cluster contains
multiple data sets which are of same block size
(minimum of 64MB). Then the Mapper task is applied
to each server block with keys and values.
Map(Blocks):=
Set[Map1(Key1,B1),Map2(Key2,B2),Map3(K
ey3,B3)…Mapn(Keyn,Bn)].
IX.
Where D1, D2… Dn are list of blocks
Set of Map tasks are applied to each block
with equality cluster distance and balancing the load. A
two-dimensional map function is applied for each block so
that, each mapper contains individual data sets as values
or objects.
Map[B1(D1)] :=
Set[Map1(Key1,d1),
Map2(Key2,d2),Map3(Key3,d3)…… Mapn
(Keyn,dn)].

all the similarities of same entity of different data
intensions are taken into a object, which is marshaled into
a XML document for well-formed ness. Using XML
Dom Parser, each entity from the tree is processed and
less threshold similarity between two entities is
calculated. If the similarity is less than 20% identified,
then those data entities (noisy data) are removed from
cluster.
Similarity threshold (ST) = (Object1 ∩ Object2) /
(Object1 U Object2)
After the noisy data is reduced using XML filter, data
from distinct mappers are forwarded to Reducer phase
for finding optimized similarity pairs of data sets and
there by visualization can be performed.
Load balancing can be maintained equally throughout
the blocks, by blocking the data sets into different data
nodes which are processing by two-dimensional reducer
functions parallel. Hence load balance each node is
decreased because of parallel reducer functions
sustained in the cluster.
Load balance ≡ Redn+1(Keyn+1, Blockn+1) –
Rednb+1, Datan+1)
d) Data Visualization
Depending upon the request desired by the
individual in his Internet of Things, one can visualize
the query in the form of graph or any data pattern
which can make end user more comfort and ease to
analyze.
V. Conclusion IoT with big data a trending desire
for the current world. Huge amount of data that is
generated from the World of things are needed to be
simulated in order to find the smart usage of
identities for every individual. So, Hierarchical
entity resolution algorithm is the best way to find out
the human nature by providing high similarity
threshold and removes load imbalances. It is very
advantageous for current generation humans, who
can continuously analyze their semantic data to
identify and forecast their solutions.
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Abstract:nowadays cloud is gaining huge attention due to its
characteristics ubiquitous (network-based) access channel,
resource pooling, automatic and elastic provisioning and
release of computing capabilities and utilize resource usage.
With a single cloud provider there is risk of data theft, vendor
lock-in, failure, and service availability problems. We are
moving from single to multi-cloud thus having more options
that can reduce risk and improve availability of service. IN our
project Users from any corner of the world can access cloud
services without requiring pre-established agreements between
providers. We proposed proxy service provider (PSP) provides
the communication path between different clouds by using
loosely-coupled nature. In this paper we explore the viability
of multiple cloud that will be driven by the growing need to
offer diverse Services without having to spend heavily on
infrastructure.
Keywords—multiple cloud, Cloud service provider (CSP),
file upload, file download, proxy service provider.
INTRODUCTION
Cloud computing is the technology that use to maximum
advantage of the efficiency of individuals and organizations by
enabling them to have instant avail to computing resources in
pay per use fashion with more security.
Cloud computing involve service providers, resource
providers, and service client. Cloud Computing deliver
applications as services such as Software as a Service (SaaS),
Infrastructure as a Service (IaaS), and Platform as a Service
(PaaS). As more and more organizations adopt cloud
computing, cloud service providers (CSPs) are developing
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new technologies to enhance the cloud’s capabilities. Cloud
mashups combine services from multiple clouds into a single
service or application. This service composition lets CSPs
offer new functionalities to client at lower development costs.
The profits of cloud computing incorporate minimized capital
use, usage and proficiency change, high registering force, area
and gadget freedom also at last high adaptability [1].
Distributed computing gets a situation the field of IT that gives
a model where a client who needs to get access to the product
without permitting it, stage to run this product and the
framework can get to these administrations on pay-for every
utilization foundation. The cloud stage additionally gives a lot
of information stockpiling to the client who can use it. Moving
information into the cloud offers extraordinary comfort to
clients since they don't need to think about the complexities of
immediate fittings administration.
Subashini and Kavitha [2] opined that small and
medium organizations can make use of cloud services and get
benefits from it to strengthen their business capabilities. By
utilizing the infrastructure of the cloud service providers, the
organizations across the world can grow faster as the services
provided by the cloud are cheaper. Cloud service providers are
supposed to provide high security to cloud services in order to
attract more users towards cloud. There is an important
observation that a single cloud has certain concerns. For
instance it may cause failure, insider theft, service availability
problems and so on. To overcome this problem there exists
research towards moving to multi-cloud environments. The
client who get access to the cloud administration pick up all
these administrations yet the client gets seller lock-in and need
to utilize all the administration by this specific cloud
administration supplier if clients need to get access to an
alternate cloud administration supplier for more compelling
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and ease administration client need to validate to a specific
administration supplier thus client need to utilize multiadministration supplier on unique premise.
Today, cloud mash-ups require pre-established agreements
among providers as well as the use of custom-built,
proprietary tools that combine services through robust
techniques. This approach to building new mash-up cloud
services does not support availability, flexibility, and
openness. Realizing multi-cloud mash-up full potential will
require implicit, transparent, universal, and on-the-fly
interaction involving different type of services spread across
multiple clouds that lack pre-established agreements.
LITERATURE REVIEW

III ARCHITECTURE

We present an introduction to security issues in mash-up of
multiple cloude and give a comprehensive review of related
work from literature which focus on detection and removal of
access conflicts. Multiple-Cloud computing has many
advantages such as it provides usage of data from various
clouds, the ability of choice for the user, avail maximum
services, stops vendor lock-in, increase security due to
multiple-cloud and synchronization between different cloud
service providers with cost optimization. The main task in
implementing multi-cloud is its working in an environment as
the services are to be mash-up with different cloud service
providers to make it possible a framework is laid in the
research work of “Collaboration Framework for Multi-cloud
Systems” [5] which specify the use of proxies at different level
of collaboration. It lets clients simultaneously use services
from multiple clouds without prior any business agreements
among Cloud service providers, and without adopting
common standards and specifications. Due to this provides
security to the data by providing access control to the clients.
Saripalli et al [3] proposed a quantitative risk analysis and
assessment method based on NIST- FIPS-199 [4]. Risk
assessment is a step in the SMP. Bertram et al [6] proposed a
similar idea of security engineering for cloud hosted services
with higher level of abstraction. The authors assumed a trusted
and secured cloud platform with a focus to provide security
platform as a service that can manage and mitigate security
risks of the services shared among two collaborating
enterprises. Both efforts cover only Web services and
capture/generate security on the service level without
considering the underlying layers.
Traditional access control models, such as Discretionary
Access Control (DAC) [7], Mandatory Access Control (MAC)
[8] [9], and Role-based Access Control (RBAC) [10] [11],
have been designed to ensure the mentioned principles within
a single system In the principle of Autonomy, if an access is
permitted within an individual system, it must also be
permitted under secure interoperation. Similarly principle of
Security, if an access is not permitted within an individual
system, it must not also be permitted under secure
interoperation.
It is also important that the cost effectiveness of multicloud must be considered before shifting towards a new
paradigm to solve this issue research work of “Cloud
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Brokering Algorithm” [12] has given an algorithm based
on the Virtual infrastructure in cloud environment which will
effectively determine the allocation of VM both on static and
dynamic basis. Pankesh et al [13] has proposed a cloud SLA
management architecture but security is not covered. It is
additionally essential that the expense adequacy of multi-cloud
must be recognized before moving towards a new standard to
unravel this issue examination work of "Cloud Brokering
Algorithm" [14] has given an algorithm based upon the Virtual
infrastructure in cloud environment which will viably focus
the designation of VM both on static and dynamic basis.
Trust management approaches [15] [16] [17] [18] make
authorization decisions on dynamic interoperations involving
domains previously unknown to each other.

As Figure shows, this scenario involves deploying proxies as
an autonomous cloud that offer collaborative services to
clients and CSPs. A group of CSPs that are willing to
collaborate can manage this proxy-as-a-service cloud, or a
third-party entity, a proxy service Provider (PSP), can provide
management. Clients directly subscribe to the proxy cloud
service and employ them for inter-cloud Collaboration. The
multi-cloud environment has choices that can be utilized by
cloud users in order to safeguard their data and also have best
services online.

On-the-fly agreements. Delegating to a proxy must establish,
on the fly, an explicit agreement between the delegator and
proxy that lets the proxy act on the delegator’s behalf.

Special Issue Tech-Ed 2016 (International Conference)

Page 103

Techniques for delegation to a proxy must include
mechanisms that restrict the proxy’s behaviour, including data
and resource access, to comply with delegator-specified
constraints.
Expected behaviour. After delegation, a proxy must not
deviate from the expected behaviour. It must act only on
behalf of the delegator. After the proxy fulfils the service
request, it can no longer act on the delegator’s behalf. The
proxy cannot modify the intended service request or misuse
client assets, and it must not transitively delegate its
capabilities to other proxies without the delegator’s explicit
consent.



Proxy
service
provider
provides
communication between the clouds.



establishing trust among different cloud providers to
encourage collaboration;



addressing policy heterogeneity among multiple
clouds so that composite services will include
effective monitoring of policy anomalies to minimize
security breaches; and



Maintaining privacy of data and identity during
collaboration.

IV PROPOSED ALGORITHM
In a cloud environment, both tight and loose coupling may
take place depending on the nature of collaboration. Individual
systems dynamically come together to share information for a
period of time that is called loosely couple collaboration. No
global policy is maintained as interoperation requests are “ondemand” to facilitate dynamic data sharing. In tightly couple
collaboration there exists a master domain which mediates
accesses to individual local domains through a global policy
which is formed by integrating policies from participating
domains. In such collaboration, interoperation needs are static
and predefined. For example, if different departments of an
organization collaborate using cloud services, it is an instance
of tightly-coupled collaboration. However, if autonomous
domains mash-up “on demand” for a limited period of time, it
is an example of loosely-coupled collaboration. For both
collaborations, if multiple collaboration requests are generated
within the same period of time or particular session. It lets
clients simultaneously use services from multiple clouds
without prior business agreements among cloud providers, and
without adopting common standards and specifications.

secured

VI CONCLUSION AND FUTURE WORK
Online mash up is one of the popular offerings. However,
ensuring secure and fair mas-up among participating domains
for collaboration is a challenging task. Owing of cloud-based
collaboration, interoperation requests from a remote user are
sent in form of a set of permissions. We propose a proxy
service and cloud service provider framework for cloud mashup service. Cloud computing technology has grown to the
extent where users can store their confidential data in multiple
cloud storage. Outsourcing such data to cloud has plethora of
advantages. But the cloud users have security concerns as the
cloud service providers usually do not take care of complete
end to end security of cloud data. To address the security
concerns of cloud users, in this paper, we implemented a
multi-cloud environment where users can store data in
multiple clouds and can use service from different cloud
without pre-establishing agreement. The main task of this kind
of environment include high service availability, low security
risks and the insider theft is eliminated to a greater extent.

V Design Considerations:
Mechanisms for collaboration across multiple clouds must
undergo a rigorous, in-depth security analysis to identify new
concerns resulting from collaboration. They must have the
support of innovative, systematic, and usable mechanisms that
provide effective security for data and applications. Such
security mechanisms are essential for gaining the trust of the
general public and organizations in adopting this new
paradigm. Our proposed framework for generic cloud
collaboration allows clients and cloud applications to
simultaneously use services from and route data among
multiple clouds.
 A user can utilize services from multiple cloud
service provider.


These multi-clouds are organized by agreement
between different service providers to provide a Low
cost functionalities to the client.



Thus solves the problem of vendor lock in

ISSN NO: 2454-1958

References
1.

2.

3.
4.
5.

6.

R. Thandeeswaran, S. Subhashini, N. Jeyanthi1, M. A. Saleem
Durai,
“Secured Multi-Cloud Virtual Infrastructure with
Improved
Performance”, cybernetics and information
technologies XII, ( 2), pp. 11-22, 2012
S. Subashini and V. Kavitha, "A survey on securityissues in service
delivery models of cloudcomputing", Journal of Network and
ComputerApplications, 34(1), 2011, pp 1-11.
C.M. Ellison et al., SPKI Certificate Theory, IETF RFC 2693,
Sept.1999; www.ietf.org/rfc/rfc2693.txt.
M.P. Papazoglou and W. van den Heuvel, “Blueprinting the
Cloud,”IEEE Internet Computing, Nov./Dec 2011, pp. 74-79.
Mukesh Singhal and Santosh Chandrasekhar, Tingjian Ge, Ravi
Sandhu and Ram Krishnan, Gail-Joon Ahn, and Elisa Bertino
“Collaboration in Multicloud Computing Environments:
Framework and Security Issues”, Published by the IEEE Computer
Society IEEE, 2013.
S. Bertram, M. Boniface, et al., "On-Demand Dynamic Security for
Risk-Based Secure Collaboration in Clouds," IEEE 3rd
International Conference in Cloud Computing, pp. 518-525, 2010.

Special Issue Tech-Ed 2016 (International Conference)

Page 104

7.
8.

D. E. Denning, “A lattice model of secure information flow,”
Communications of the ACM, vol. 19, no. 5, pp. 236–243, 1976.
R. Sandhu, D. Ferraiolo, and R. Kuhn, “The nist model for
rolebased access control: Towards a unified standard,” ACM
Transaction on Information and System Security, vol. 4, no. 3, pp.
224–274, August 2001.

ISSN NO: 2454-1958

J. W. Gray, “Toward a mathematical foundation for information
flow security,” Journal of Computer Security, vol. 1, no. 3, pp.
255–294, 1992.
10. R. S. Sandhu, E. J. Coyne, H. L. Feinstein, and C. E. Youman,
“Role-based access control models,” IEEE Computer, vol. 29, no.
2, pp. 38–47, February 1996, doi: 10.1109/2.485845.
9.

Special Issue Tech-Ed 2016 (International Conference)

Page 105

A De-Duplication Mechanism To Minimize
Storage Requirement in Cloud
NaziyaTabassum
TulsiramjiGaikwad-Patil College of Engineering andTechnology Nagpur, India
Email: er.naziyatabassum@gmail.com
Prof. Roshani B. Talmale
TulsiramjiGaikwad-Patil College of Engineering andTechnology Nagpur, India
Email: roshanikambe@rediffmail.com

Abstract:Cloud computing provide several attractive
benefits for business, enterprises and end users. The
benefits of cloud computing includes self-services
provision that means the end user can use the resources
for almost any type of workload on-demand. As its
flexibility of unlimited data storage and its access
worldwide, it comes with a price. Cloud services
provider provides both highly availability and parallel
computing resources at low cost. These resources can
be dynamically configured to allow optimum resources
utilization. As cloud computing grows the amount of
data increases day by day and shred by user with
specified privileges. So it is most importance to first
minimize the storage cost and eliminate the repetitive
data. Data de-duplication is one of the data compression
techniques that can be used to eliminate the repetitive
data and can be used in cloud computing architecture.
For privacy and security point of view convergent
technique has been used to encrypt data before
outsourcing. But previous systems have the limitation
of convergent encryption and in proposed system
applied the techniques of cryptographic tuning to make
the encryption more secure and flexible. Data deduplication prohibits the storage of repetitive blocks and
implements the pointer concept which basically puts the
pointer to the existing blocks. Access control is
provided into the application which allows the data
owner the freedom of selecting users to have access to
the published file. The integrity of data outsourced to
the cloud is managed by the hash calculation of any
content following the proof-of-ownership module.
Proposed system calculate hash of the content on source
and destination side and request the hash for the cloud
side to predict the tampering of data. The expected
analysis shows the improvement in execution time and
development cost.
Keywords—De-duplication,
authorized
check, confidentiality, public cloud.
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I.
INTRODUCTION
Cloud computing provide several attractive benefits
for business, enterprises and end users. The benefits of
cloud computing includes self-services provision that
means the end user can use the resources for almost any
type of workload on-demand, Elasticity that means
company can scale as computing needs increase, Pay
per use that means computing resources are measured
as they are used or demand by the company. Cloud
computing services can be public, private or hybrid.
Public cloud model is a third party provider that
delivers the cloud services over the internet. Private
cloud services are delivered from a business data centre
to internet users. Hybrid cloud is a combination of
public cloud services and private cloud services.
Cloud computing has been the most widely spread
and recent technology that is being used in corporate
model. As its flexibility of unlimited data storage and
its access worldwide, it comes with a price. The cloud
computing runs over “Pay As You Go” model and bills
the storage cost to the company. Cloud services
provider provides both highly availability and parallel
computing resources at low cost. These resources can
be dynamically configured to allow optimum resources
utilization. As cloud computing grows the amount of
data increases day by day and shred by user with
specified privileges.
So it is most importance to first minimize the storage
cost and eliminate the repetitive data. During the cost
minimization, you have to also care about privacy about
data and you cannot ignore the fact. As the amount of
data increased the management of the increased data is
difficult. To make data manageable in cloud computing
a well-known technique de-duplication and has
attracted more attention recently. De-duplication
basically used to improve the storage utilization and
also applied in to network data transfer to improve the
speed of data transmission. De-duplication eliminates
the redundant data by keeping only one copy of data
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instead of keeping multiple copies of same data and
referring other redundant data to that particular copy.
Data de-duplication comes under two categories either
file level or the block level.Data de-duplication brings a
lot of benefits on security and privacy level because
user sensitive data are susceptible to both inside and
outside attacks.
Traditional
system,
while
providing
data
confidentiality, is incompatible with data deduplication. Specifically, traditional encryption requires
different users to encrypt their data with their own keys.
Thus, identical data copies of different users will lead to
different cipher texts making de-duplication impossible.
Convergent encryption has been proposed for data
confidentiality while making de-duplication feasible. It
encrypts/ decrypts a data copy with a convergent key,
which is obtained by computing the cryptographic hash
value of the content of the data copy. After key
generation and data encryption, users retain the keys
and send the cipher text to the cloud. Since the
encryption operation is deterministic and is derived
from the data content, identical data copies will
generate the same convergent key and hence the same
cipher text. To prevent unauthorized access, a secure
proof of ownership protocol is also needed to provide
the proof that the user indeed owns the same file when a
duplicate is found. After the proof, different users with
the same file will be provided a pointer from the server
without needing to upload the same file. A user can
download the encrypted file with the pointer from the
server, which can only be decrypted by the
corresponding data owners with their convergent keys.
Thus, convergent encryption allows the cloud to
perform de-duplication on the cipher texts and the proof
of ownership prevents the unauthorized user to access
the file. Previous de-duplication systems cannot support
differential authorization duplicate check, which is
important in many applications. In such an authorized
de-duplication system, each user is issued a set of
privileges during system initialization. Each file
uploaded to the cloud is also bounded by a set of
privileges to specify which kind of users is allowed to
perform the duplicate check and access the files. Before
submitting his duplicate check request for some file, the
user needs to take this file and his own privileges as
inputs. The user is able to find a duplicate for this file if
and only if there is a copy of this file and a matched
privilege stored in cloud.
To perform the duplicate check for some file, the
user needs to get the file token from the cloud server.
The cloud server will also check the user identity before
issuing the corresponding file token to the user. The
authorized duplicate check for this file can be
performed by the user with the cloud before uploading
this file. Based on the results of duplicate check, the
user uploads this file. Before uploading the file,
encryption has been apply on it for security purpose and
whenever file is required by user downloaded from the
cloud storage.
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The main objective of the proposed system is to
provide a secure cloud computing architecture with
storage as a service model. The proposed system
understand the problem of outsourcing data to the
cloud, is the privacy and security. To make data more
secure proposed system need to provide encryption to
the data to be outsourced. At the same time this need to
keep the storage to be minimum and avoid duplication
and redundancy.At the privacy level proposed system
need to manage the access control mechanism to
prohibit the unauthorized users to get access to the data.
I.
RELATED WORK
In cloud computing security of data de-duplication
has attracted much attention from research. A. Rahumed
in [12] presents a secure cloud backup system that
provides a secure layer for today’s cloud storage
service. It helps in eliminating of redundant data which
is stored in backup. Yuan in [10] proposed a deduplication system which is used to reduce the storage
size of the tags for integrity check. This works to
enhance the security of de-duplication and provide
confidentiality. Bellar in [3] it transforms predictable
message to unpredictable message to show how to
protect data from unauthorized access. J. Li in [2]
propose the technique to eliminate the redundant data
instead of taking number of copies of same file. It also
provide different encryption scheme that provide
different security to popular and unpopular data.
Another two-layered encryption scheme for high
security with support of de-duplication is support for un
popular data.
In convergent encryption R. D in [8] it offers keyless
data security via dispersal algorithm. The algorithm
uses the embedded random algorithm which breaks the
data duplication in dispersal data. And ensure privacy in
de-duplication. Bellare in [5] proposed new message
locked encryption scheme which is useful in spaceefficient secure outsourced storage.Xu.in [4] give a
secured convergent encryption for encryption without
considering issues of key-management and block-level
de-duplication.
Some of the authors work on protocols proof of
ownership for de-duplication system. K. Zhang in [14]
they proposed two techniques proof of retrieve ability
and proof ofdata possession to assure data integrity for
cloud storage. And by using proof of ownership
improves storage efficiency by securely removing
unnecessary data which is stored on the cloud server.
Proof of retrieve ability and proof of data possession are
used in order to achieve both data integrity and storage
efficiency which is the objective of proof of ownership.
Halevi in [11] also use the concept of proof of
ownership for de-duplication system, such that the
client can prove to the cloud storage server that the
client owns the file without uploading the file itself.
One interesting concept in above techniques is that no
one consider data privacy. Then Ng in [15] extends
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proof of ownership for encrypted files for security but
do not address how to minimize the keymanagement.
In some of the papers authors discuss about the twin
clouds architecture. Bugiel in [7] provide and
environment in which it consist of twin clouds for
secure outsourcing of data. Zhang in [14] proposed the
hybrid cloud technique to support more privacy then
other proposed systems. The security model of our
proposed model is similar to this related work, in
related work they use the concept of private cloud but in
our proposed system we use only public cloud.

II.
PROPOSED ALGORITHM
In proposed system we make use of public cloud. A
public cloud is based on the standard computing model.
In this service providers’ makes use of resources, like
storage and applications, these applications and storage
are available to the general public over the internet.
Public cloud service are offered free or offered of a pay
per usage model. Public cloud services are easy and
inexpensive setup. There is no wastage of resources
because you pay for what you use.
The proposed system proposed Cryptographic tuning
which provides many benefits over the previous system,
previous system makes use of convergent encryption
which is insecure, since its short encryption key is
generated from the input file in a deterministic way and
could be leaked, roughly speaking convergent
encryption is as insecure as “hash-as- a-proof” method
(i.e. using hash value hash as a proof of ownership of
file in the presence of leakage). Therefore, all existing
works on applying convergent encryption method to
implement de-duplication of encrypted data are insecure
in the bounded leakage setting of proof of ownership. In
previous de-duplication system not support different
authorization de-duplication check. This is important in
many applications. In this authorized de-duplication
check user issued a set of privileges during the system
initialization. To solve the problem of de-duplication
with different privileges in cloud system the proposed
system consider cloud system, data owners outsource
their data by utilizing public cloud and the data
operations are managed in the same cloud. The deduplication system support different de-duplication
check in proposed under public cloud.
The proposed system is presented for carrying out
secured authorized de-duplication process. It has many
significant features.To increase the amount of
information that can be stored on cloud by saving
bandwidth and to eliminate duplicate copies of
redundant data to preserve confidentiality of sensitive
data while supporting de-duplication.
The proposed system use the concept of
cryptographic tuning in this the system calculates two
hash value say H1 and H2. For calculating H1, system
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use MD5 algorithm which is a standard algorithm.
The MD5 message –digest algorithm is a widely used
cryptographic hash function producing a 128-bit hash
value, typically expressed in text format as a 32 digit
hexadecimal number. MD5 has been utilized in a wide
variety of cryptographic applications, and is also
commonly used to verify data integrity. For H2, system
complex the second algorithm instead of applying any
standard algorithm this is our proposed system.
The proposed system address the problem of privacy
preserving de-duplication in cloud computing and
propose a new de-duplication system supporting for
Differential Authorization: Each authorized user is able
to get his/her individual token of his file to perform
duplicate check based on his privileges. Under this
assumption, any user cannot generate a token for
duplicate check out of his privileges or without the aid
from the cloud server.
Authorized Duplicate Check: Authorized user is able to
use his/her individual private keys to generate query for
certain file and the privileges he/she owned with the
help of public cloud, and public cloud performs
duplicate check directly and tells the user if there is any
duplicate.
A. Description of the Proposed Algorithm:
The proposed system contain implementation of
authorized de-duplication system which contain
following three model :
1. A Client program is used to model the data users
to carry out the file upload process.
2. A Server program is used to model the public
cloud which manages the private keys and
handles the file token computation.
3. A Storage Server program is used to model the
S-CSP which stores and de-duplicates files.
The usage scenario describes a real-world
example of how the users interact with a system. It
describes the steps, events, and/or actions which
occur during the interaction. Usage scenarios are
applied in several development processes. The use
case diagram of proposed system is shown in Figure.
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Figure (a): Use Case Diagram of the System

Figure (b): Flowchart of Proposed System

B. The proposed Algorithm:
The proposed system is based on cryptographic
tuning in this we calculate two hash value, first is by
using a standard algorithm and we change the second
algorithm this is called cryptographic tuning. And we
use public cloud architecture. The private keys for
privileges will not be issued tousers directly, which will
be kept and managed by the cloud server. In this way,
the users cannot sharethese private keys of privileges in
this proposed construction, which means that it can
prevent the privilege key sharingamong users in the
above straightforward construction. To get a file token,
the user needs to send a request to thecloud server. The
intuition of this construction can be described as
follows. To perform the duplicate check forsome file,
the user needs to get the file token from the cloud
server. The cloud server will also check theusers’
identity before issuing the corresponding file token to
the user. The authorized duplicate check for this file can
beperformed by the user with the public cloud before
uploading this file. Based on the results of duplicate
check, the useruploads this file.

Figure(c): Flowchart of File Upload
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C. Description of Modules
In software, a module is a part of a program.
Modules allow us to divide a large problem into smaller
problems, each of which has a solution of manageable
complexity. The proposed system in this project has
been divided into modules and is described below.
Key Request Handler and Tag Generation Module:
Each user will be issued private keys for their
corresponding privileges. These private keys can be
applied by the user to generate file token for duplicate
check.
Duplication Check Module: It request the storage server
for duplication check of the file by sending the file
token received from server.
Encryption Module: It request the storage server for
duplication check of the file by sending the file token
received from server.

using Cryptographic tuning to make better authorized
de-duplication technique.
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Abstract: The Robotics is the branch of technology that
deals with Electronic engineering, Mechanical Engineering
and Computer science and in the Computer science specially
with the (Artificial Intelligence). Recently, human-robots
symbiotic system have been studied extensively due to the
increasing demand of welfare service for the aged and
handicapped under the situation of decreasing of the
younger generation. In the future, it will be difficult to
provide help to the aged and disabled persons such as taking
care, nursing, informing important information, recreation,
etc. by trained human. To build human-robot symbiotic
society, where robots are able to support elderly or disable
people, the robots should be capable of recognising user,
gesture, gaze, speech and text commands.
Keywords— Autonomous,
Sensor, Accuracy, Robots.
I.

Interaction,

Intelligence,

INTRODUCTION

Robotics is the branch of technology that deals with the
design, construction, operation, and application of robots,
well as computer system for their control, sensory feedback,
and information processing. These technologies deal with
automated machines that can take the place of humans in
dangerous environments or manufacturing processes, or
resemble humans in appearance, behaviour, and/or
cognition. Many of Today’s robots are inspired by nature
contributing to the field of bio-inspired robotics.
The concept of creating machines that can operate
autonomously dates back to classical times, but research into
the functionality and potential uses of robots did not grow
substantially until the 20th century. Throughout history,
robotics has been often seen to mimic tasks in a similar
fashion. Today, robotics is a rapidly growing field, as
technology advances continue, research, design, and
building new robots serve various practical purposes,
whether domestically, commercially, or militarily. Many
robots do jobs that are hazardous to people such as defusing
bombs, mines and exploring shipwrecks.
A robot is a mechanical or virtual artificial agent, usually
an electro-mechanical machine that is guided by a computer

ISSN NO: 2454-1958

program or
electronic
circuitry.
Robots
can
be autonomous or semi-autonomous and range from
humanoids such as Honda's Advanced Step in Innovative
Mobility (ASIMO) and TOSY's TOSY Ping Pong Playing
Robot (TOPIO)
to industrial
robots,
collectively
programmed 'swarm' robots, and even microscopic nano
robots. By mimicking a lifelike appearance or automating
movements, a robot may convey a sense of intelligence
or thought of its own.
The branch of technology that deals with the design,
construction, operation, and application of robots,] as well as
computer systems for their control, sensory feedback, and
information processing is robotics. These technologies deal
with automated machines that can take the place of humans
in dangerous environments or manufacturing processes, or
resemble humans in appearance, behaviour, and/or
cognition. Many of today's robots are inspired by nature
contributing to the field of bio-inspired robotics. These
robots have also created a newer branch of robotics: Soft
robotics.
From the time of ancient civilization there have been many
accounts of user-configurable automated devices and
even automata resembling animals and humans, designed
primarily as entertainment. As mechanical techniques
developed through the Industrial age, there appeared more
practical applications such as automated machines, remotecontrol and wireless remote-control. Electronics evolved
into the driving force of development with the advent of the
first electronic autonomous robots created by William Grey
Walter in Bristol, England in 1948. The first digital
and programmable robot was invented by George Devol in
1954 and was named the Unimate. It was sold to General
Motors in 1961 where it was used to lift pieces of hot metal
from die casting machines at the Inland Fisher Guide
Plant in the West Trenton section of Ewing Township, New
Jersey.
Robots have replaced humans in the assistance of
performing those repetitive and dangerous tasks which
humans prefer not to do, or are unable to do due to size
limitations, or even those such as in outer space or at the
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bottom of the sea where humans could not survive the
extreme environments.
There are concerns about the increasing use of robots and
their role in society. Robots are blamed for rising
unemployment as they replace workers in some functions.
The use of robots in military combat raises ethical concerns.
The possibility of robot autonomy and potential
repercussions has been addressed in fiction and may be a
realistic concern in the future.
II. HISTORY
The history of robotics although the science of robotics
came in the 20th century, the history of human-invented
automation has a much lengthier past. In fact, ancient Greek
engineer Hero of Alexandria, produced two texts,
Pneumatica and Automata, that testify to the existence of
hundreds of different kinds of “wonder” machines capable
of automated movement. Of course, robotics in the 20 th and
21st centuries has advanced radically to include machined
capable of assembling other machines and even robots that
can be mistaken for human.
The word robotics was inadvertently coined by science
fiction author Isaac Asimov in his 1941 story “Liar!”
Science fiction authors throughout history have been
interested in man capability of producing self-motivating
machines and life forms, from the ancient Greek myth of
Pygmalion to Mary Shelley’s Dr. Frankenstein and Arthur
C. Clarke’s HAL 9000. Essentially, a robot is a reprogrammable machine that is capable of movement in the
completion of a task. Robots use special coding that
differentiates them from other machines and machine tools.
The idea of automata originates in the mythologies of many
cultures around the world. Engineers and inventors from
ancient civilizations, including Ancient China, Ancient
Greece, and Ptolemaic Egypt, attempted to build selfoperating machines, some resembling animals and humans.
Early descriptions of automata include the artificial doves
of Archytas, the artificial birds of Mozi and Lu Ban, a
"speaking" automaton by Hero of Alexandria, a washstand
automaton by Philo of Byzantium, and a human automaton
described in the Lie Zi.

Washstand automaton reconstruction, as described by Philo
of Byzantium (Greece, 3rd century BC).
The 11th century Lokapannatti tells of how the Buddha's
relics were protected by mechanical robots (bhuta vahana
yanta), from the kingdom of Roma visaya (Rome); until
they were disarmed by King Ashoka.
In ancient China, the 3rd century text of the Lie Zi describes
an account of humanoid automata, involving a much earlier
encounter between Chinese emperor King Mu of Zhou and a
mechanical engineer known as Yan Shi, an 'artificer'. Yan
Shi proudly presented the king with a life-size, humanshaped figure of his mechanical 'handiwork' made of leather,
wood, and artificial organs.There are also accounts of flying
automata in the Han Fei Zi and other texts, which attributes
the 5th century BC Mohist philosopher Mozi and his
contemporary Lu Ban with the invention of artificial
wooden birds (ma yuan) that could successfully fly. In 1066,
the Chinese inventor Su Song built a water clock in the form
of a tower which featured mechanical figurines which
chimed the hours.

Early beginnings
Many ancient mythologies, and most modern religions
include artificial people, such as the mechanical servants
built by the Greek god Hephaestus (Vulcan to the Romans),
the clay golems of Jewish legend and clay giants of Norse
legend, and Galatea, the mythical statue of Pygmalion that
came to life. Since circa 400 BC, myths of Crete include
Tales, a man of bronze who guarded the Cretan island of
Europe from pirates.

Su Song's astronomical clock tower showing the mechanical
figurines which chimed the hours.
The beginning of automata is associated with the invention
of early Su Song's astronomical clock tower featured
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mechanical figurines that chimed the hours. His mechanism
had a programmable drum machine with pegs (cams) that
bumped into little levers that operated percussion
instruments. The drummer could be made to play different
rhythms and different drum patterns by moving the pegs to
different locations.
In Renaissance Italy, Leonardo
da
Vinci (1452–1519)
sketched plans for a humanoid robot around 1495. Da
Vinci's notebooks, rediscovered in the 1950s, contained
detailed drawings of a mechanical knight now known
as Leonardo's robot, able to sit up, wave its arms and move
its head and jaw.The design was probably based on
anatomical research recorded in his Vitruvian Man. It is not
known whether he attempted to build it.
In Japan, complex animal and human automata were built
between the 17th to 19th centuries, with many described in
the 18th century Karakuri zui(Illustrated Machinery, 1796).
One such automaton was the karakuri ningyō, a
mechanized puppet. Different variations of the karakuri
existed: theButai karakuri, which were used in theatre,
the Zashiki karakuri, which were small and used in homes,
and the Dashi karakuri which were used in religious
festivals, where the puppets were used to perform
reenactments of traditional myths and legends.
In France, between 1738 and 1739, Jacques de
Vaucanson exhibited several life-sized automatons: a flute
player, a pipe player and a duck. The mechanical duck could
flap its wings, crane its neck, and swallow food from the
exhibitor's hand, and it gave the illusion of digesting its food
by excreting matter stored in a hidden compartment.
Humanoid robots
The term 'robot' was first used to denote fictional automata
in a 1921 play R.U.R. Rossum's Universal Robots by
the Czech writer, Karel Čapek.

Karel Čapek — first user of the term 'robot'. He used this
word in a 1921 play R.U.R.Rossum's Universal Robots.
'Robot' is a purely Czech word.
In 1928, one of the first humanoid robots was exhibited at
the annual exhibition of the Model Engineers Society
in London. Invented by W. H. Richards, the robot Eric's
frame consisted of an aluminum body of amour with
eleven electromagnets and one motor powered by a twelvevolt power source. The robot could move its hands and head
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and could be controlled through remote control or voice
control.
Westinghouse Electric Corporation built Televox in 1926; it
was a cardboard cutout connected to various devices which
users could turn on and off. In 1939, the humanoid robot
known as Elektro was debuted at the World's Fair. Seven
feet tall (2.1 m) and weighing 265 pounds (120.2 kg), it
could walk by voice command, speak about 700 words
(using a 78-rpm record player), smoke cigarettes, blow up
balloons, and move its head and arms. The body consisted
of a steel gear, cam and motor skeleton covered by an
aluminum skin. In 1928, Japan's first robot,Gakutensoku,
was designed and constructed by biologist Makoto
Nishimura.
III. WORKING AND ARCHITECTURE
Robot ‘architecture’ primarily refers to the software and
hardware framework for controlling the robot. A VME
board running C code to turn motors doesn’t really
constitute Architecture by itself. The development of code
modules and the communication between them begins to
define the architecture.
Robotic System is complex and tends to be difficult to
develop. They integrate multiple sensors with efforts, have
many degrees of freedom and must reconcile hard real-time
systems with system which cannot meet real-time deadlines.
System developers have typically relied upon robotic
architectures to guide the construction of robotic devices
and for providing computational services (e.g.,
communications, processing, etc.) to subsystems and
components. These architectures, however, have tended thus
far to be task and domain specific and have lacked
suitability to a broad range of applications. For example, an
architecture well suited for direct teleportation tends not to
be amenable for supervisory control or for autonomous use.
One recent trend in robotic architectures has been a focus on
behavior-based or reactive systems. Behavior based refers to
the fact that these systems exhibited various behaviors, some
of which are emergent. These systems are characterized by
tight coupling between sensors and actuators, minimal
computation, and task-achieving “behavior” problem
decomposition.
The other leading architecture trend is typified by a mixture
of asynchronous and synchronous control and data flow.
Asynchronous Processes are characterized as loosely
coupled and event-driven without strict execution deadlines.
Synchronous processes, in contrast, are tightly coupled,
utilize a common clock and demand hard real-time
execution.
The word robotics, used to describe this field of study, was
coined by the science fiction writer Isaac Asimov. Asimov
created the "Three Laws of Robotics" which is a recurring
theme in his books. These have since been used by many
others to define laws used in fact and fiction.
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"An
automatically
controlled,
reprogrammable,
multipurpose, manipulator programmable in three or more
axes, which may be either, fixed in place or mobile for use
in industrial automation applications."

Modern robots

This definition is used by the International Federation of
Robotics, the European Robotics Research Network
(EURON) and many national standards committees.
IV. CASE STUDY OR SURVEY OR COMPARISON
Robots in society

A laparoscopic robotic surgery machine.
Mobile robot
Mobile robots have the capability to move around in their
environment and are not fixed to one physical location. An
example of a mobile robot that is in common use today is
the automated
guided
vehicle or automatic
guided
vehicle (AGV). An AGV is a mobile robot that follows
markers or wires in the floor, or uses vision or lasers. AGVs
are discussed later in this article.
Mobile robots are also found in industry, military and
security environments. They also appear as consumer
products, for entertainment or to perform certain tasks like
vacuum cleaning. Mobile robots are the focus of a great deal
of current research and almost every major university has
one or more labs that focus on mobile robot research.
Mobile robots are usually used in tightly controlled
environments such as on assembly lines because they have
difficulty responding to unexpected interference. Because of
this
most
humans
rarely
encounter
robots.
However domestic robots for cleaning and maintenance are
increasingly common in and around homes in developed
countries. Robots can also be found in military applications.
Industrial robots (manipulating)

TOPIO, a humanoid robot, played ping at Tokyo
International Robot Exhibition (IREX) 2009.
Roughly half of all the robots in the world are in Asia, 32%
in Europe, and 16% in North America, 1% in Australasia
and 1% in Africa.]40% of all the robots in the world are in
Japan, making Japan the country with the highest number of
robots.
Military robots
Some experts and academics have questioned the use of
robots for military combat, especially when such Robots are
given some degree of autonomous functions. There are also
concerns about technology which might allow some armed
robots to be controlled mainly by other robots. The US Navy
has funded a report which indicates that, as military
robots become more complex, there should be greater
attention to implications of their ability to make autonomous
decisions. One researcher states that autonomous robots
might be more humane, as they could make decisions more
effectively. However, other experts question this.
One robot in particular, the EATR, has generated public
concerns over its fuel source, as it can continually refuel
itself using organic substances. Although the engine for the
EATR
is
designed
to
run
on biomass and
vegetation specifically selected by its sensors, which it can
find on battlefields or other local environments, the project
has stated that chicken fat can also be used.

A Pick and Place robot in a factory
Industrial robots usually consist of a jointed arm (multilinked manipulator) and an end effector that is attached to a
fixed surface. One of the most common type of end effector
is a gripper assembly.
The International Organization for Standardization gives a
definition of a manipulating industrial robot in ISO 8373:
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Manuel De Landa has noted that "smart missiles" and
autonomous bombs equipped with artificial perception can
be considered robots, as they make some of their decisions
autonomously. He believes this represents an important and
dangerous trend in which humans are handing over
important decisions to machines.
Contemporary uses
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Automated guided vehicles (AGVs)

general-purpose robot acts as a guide during the day and a
security guard at night, at present; there are two main types
of robots, based on their use: general-purpose autonomous
robots and dedicated robots.
Robots can be classified by their specificity of purpose. A
robot might be designed to perform one particular task
extremely well, or a range of tasks less well. Of course, all
robots by their nature can be re-programmed to behave
differently, but some are limited by their physical form. For
example, a factory robot arm can perform jobs such as
cutting, welding, gluing, or acting as a fairground ride, while
a pick-and-place robot can only populate printed circuit
boards.
General-purpose autonomous robots
General-purpose autonomous robots can perform a variety
of functions independently. General-purpose autonomous
robots typically can navigate independently in known
spaces, handle their own re-charging needs, interface with
electronic doors and elevators and perform other basic tasks.
Like computers, general-purpose robots can link with
networks, software and accessories that increase their
usefulness. They may recognize people or objects, talk,
provide companionship, monitor environmental quality,
respond to alarms, pick up supplies and perform other useful
tasks. General-purpose robots may perform a variety of
functions simultaneously or they may take on different roles
at different times of day. Some such robots try to mimic
human beings and may even resemble people in appearance;
this type of robot is called a humanoid robot. Humanoid
robots are still in a very limited stage, as no humanoid robot
can, as of yet, actually navigate around a room that it has
never been in Thus, humanoid robots are really quite
limited, despite their intelligent behaviors in their wellknown environments.
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An intelligent AGV drops-off goods without needing lines
or beacons in the workspace.
Early AGV-Style Robots
Limited to tasks that could be accurately defined and had to
be performed the same way every time. Very little feedback
or intelligence was required, and the robots needed only the
most basic exteroceptors (sensors). The limitations of these
AGVs are that their paths are not easily altered and they
cannot alter their paths if obstacles block them. If one AGV
breaks down, it may stop the entire operation.
Interim AGV-Technologies
Developed to deploy triangulation from beacons or bar code
grids for scanning on the floor or ceiling. In most factories,
triangulation systems tend to require moderate to high
maintenance, such as daily cleaning of all beacons or bar
codes. Also, if a tall pallet or large vehicle blocks beacons or
a bar code is marred, AGVs may become lost. Often such
AGVs are designed to be used in human-free environments.
Intelligent AGVs (i-AGVs)
They navigate by recognizing natural features. 3D
scanners or other means of sensing the environment in two
or
three
dimensions
help
to
eliminate
cumulative errors in dead-reckoning calculations of the
AGV's current position. Some AGVs can create maps of
their environment using scanning lasers with simultaneous
localization and mapping (SLAM) and use those maps to
navigate in real time with other path planning and obstacle
avoidance algorithms. They are able to operate in complex
environments and perform non-repetitive and non-sequential
tasks such as transporting photomasks in a semiconductor
lab, specimens in hospitals and goods in warehouses. For
dynamic areas, such as warehouses full of pallets, AGVs
require additional strategies using three-dimensional sensors
such as time-of-flight or stereovision cameras.
Telerobots
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While most robots today are installed in factories or homes,
performing labour or life Saving jobs, many new types of
robot are being developed in laboratories around the world.
Much of the research in robotics focuses not on specific
industrial tasks, but on investigations into new types of
robot, alternative ways to think about or design robots, and
new ways to manufacture them. It is expected that these new
types of robot will be able to solve real world problems
when they are finally realized.
Nano robots

A U.S. Marine Corps technician prepares to use a telerobot
to detonate a buried improvised explosive device near Camp
Fallujah, Iraq Teleported robots, or telerobots, are devices
remotely operated from a distance by a human operator
rather than following a predetermined sequence of
movements, but which has semi-autonomous behavior. They
are used when a human cannot be present on site to perform
a job because it is dangerous, far away, or inaccessible. The
robot may be in another room or another country, or may be
on a very different scale to the operator. For instance, a
laparoscopic surgery robot allows the surgeon to work
inside a human patient on a relatively small scale compared
to open surgery, significantly shortening recovery time.
They can also be used to avoid exposing workers to the
hazardous and tight spaces such as in duct cleaning. When
disabling a bomb, the operator sends a small robot to disable
it. Several authors have been using a device called the Long
pen to sign books remotely. Teleported robot aircraft, like
the Predator Unmanned Aerial Vehicle, are increasingly
being used by the military. These pilotless drones can search
terrain and fire on targets. Hundreds of robots such as
robot’s Pack bat and the Foster-Miller TALON are being
used in Iraq and Afghanistan by the U.S. military to defuse
roadside bombs or improvised explosive devices (IEDs) in
an activity known as explosive ordnance disposal(EOD).
Automated fruit harvesting machines

The Roomba domestic vacuum cleaner robot does a single,
menial job.
Research robots
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A micro fabricated electrostatic gripper holding some silicon
nano wires.
Nanorobotics is the emerging technology field of creating
machines or robots whose components are at or close to the
microscopic scale of a nanometer (10−9 meters). Also known
as "nanobots" or "nanites", they would be constructed
from molecular machines. So far, researchers have mostly
produced only parts of these complex systems, such as
bearings, sensors, and synthetic molecular motors, but
functioning robots have also been made such as the entrants
to the Nanobot Robocup contest. Researchers also hope to
be able to create entire robots as small as viruses or bacteria,
which could perform tasks on a tiny scale. Possible
applications include micro surgery (on the level of
individual cells), utility fog, manufacturing, weaponry and
cleaning. Some people have suggested that if there were
nanobots which could reproduce, the earth would turn into
"grey goo", while others argue that this hypothetical
outcome is nonsense.
V. APPLICATION
1. General-purpose autonomous robots
2. Factory robots
3. Dirty, dangerous, dull or inaccessible tasks
4. Military robots
5. Mining robots
6. Healthcare
7. Research robots
8. Entertainment
VI. FUTURE SCOPES
Technological trends
Various techniques have emerged to develop the science of
robotics and robots. One method is evolutionary robotics, in
which a number of differing robots are submitted to tests.
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Those which perform best are used as a model to create a
subsequent "generation" of robots. Another method
is developmental robotics, which tracks changes and
development within a single robot in the areas of problemsolving and other functions.
Technological development
Japan hopes to have full-scale commercialization of service
robots by 2025. Much technological research in Japan is led
by Japanese government agencies, particularly the Trade
Ministry.
As robots become more advanced, eventually there may be a
standard computer operating system designed mainly for
robots. Robot Operating System is an open-source set of
programs being developed at Stanford University,
the Massachusetts Institute of Technology and the Technical
University of Munich, Germany, among others. ROS
provides ways to program a robot's navigation and limbs
regardless of the specific hardware involved. It also provides
high-level commands for items like image recognition and
even opening doors. When ROS boots up on a robot's
computer, it would obtain data on attributes such as the
length and movement of robots' limbs. It would relay this
data to higher-level algorithms. Microsoft is also developing
a "Windows for robots" system with its Robotics Developer
Studio, which has been available since 2007.
New functions and abilities
The Caterpillar Company is making a dump truck which can
drive itself without any human operator.
Many future applications of robotics seem obvious to
people, even though they are well beyond the capabilities of
robots available at the time of the prediction. As early as
1982 people were confident that someday robots would:
1. Clean parts by removing molding flash
2. Spray paint automobiles with absolutely no human
presence
3. Pack things in boxes—for example, orient and nest
chocolate candies in candy boxes
4. Make electrical cable harness
5. Load trucks with boxes—a packing problem
6. Handle soft goods, such as garments and shoes
7. Shear sheep
8. Prosthesis
9. Cook fast food and work in other service industries
10. Household robot.
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Reading robot A literate or 'reading robot' named Marge
has intelligence that comes from software. She can read
newspapers, find and correct misspelled words, learn about
banks like Barclays, and understand that some restaurants
are better places to eat than others.
VII.

CONCLUSION

Today we find most robots working for people in industries,
factories, warehouses, and laboratories. Robots are useful in
many ways. For instance, it boosts economy because
businesses need to be efficient to keep up with the industry
competition. Therefore, having robots helps business owners
to be competitive, because robots can do jobs better and
faster than humans can, e.g. robot can built, assemble a car.
Yet robots cannot perform every job; today robots roles
include assisting research and industry. Finally, as the
technology improves, there will be new ways to use robots
which will bring new hopes and new potentials.
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Abstract:Normally, all software projects are affected by
software Flaws. New flaws in software are found and
reported every day, fixing flaws is a highly expensive
process for developer’s and so here is the remedy for such
problems. Many software development projects have the
flaw report repository; in this flaw reports are added. The
project manager is responsible for assigning projects to the
users and the testers for testing the code, when a customer
requests for software to be developed.
The developer develops the project as per customer
requirements. In the testing phase the tester will identify the
flaws. The flaw details in the database table are accessible to
both project manager and developer.
Flaw Tracking System plays a vital role in all the phases as
it provides separate environments for project manager,
developer and tester. If another developer faces the same
flaws so by using the classifier (SVM) it access from the
database and there is no need to fix them again and we also
introduce PCA(principal Component Analysis) algorithm
for feature extraction.
Keyword;Classification technique, PCA
component
analysis),SVM
(Support
Machine)Classifier

(Principal
Vector

I INTRODUCTION
MINING software repositories is an interdisciplinary
domain, which aims to employ data mining to deal with
software engineering problems [22]. In modern software
development, software repositories are large-scale databases
for storing the output of software development, e.g., source
code, bugs, emails, and specifications. Traditional software
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analysis is not completely suitable for the large-scale and
complex data in software repositories. Data mining has
emerged as a promising means to handle software data. By
leveraging data mining techniques, mining software
repositories can uncover interesting information in software
repositories and solve real world software problems.
A bug repository (a typical software repository, for storing
details of bugs), plays an important role in managing
software bugs. Software bugs are inevitable and fixing bugs
is expensive in software development. Software companies
spend over 45 percent of cost in fixing bugs [39]. Large
software projects deploy bug repositories (also called bug
tracking systems) to support information collection and to
assist developers to handle bugs [9], [14]. In a bug
repository, a bug is maintained as a bug report, which
records the textual description of reproducing the bug and
updates according to the status of bug fixing [2]. A bug
repository provides a data platform to support many types of
tasks on bugs, e.g., fault prediction [7], [3], bug localization
[2], and reopened bug analysis [2]. In this paper, bug reports
in a bug repository are called bug data.
There are two challenges related to bug data that may affect
the effective use of bug repositories in software
development tasks, namely the large scale and the low
quality. On one hand, due to the daily-reported bugs, a large
number of new bugs are stored in bug repositories. Taking
an open source project, Eclipse [13], as an example, an
average of 30 new bugs are reported to bug repositories per
day in 2007 [3]; from 2001 to 2010, 333,371 bugs have
been reported to Eclipse by over 34,917 developers and
users [57]. It is a challenge to manually examine such largescale bug data in software development. On the other hand,
software techniques suffer from the low quality of bug data.
Two typical characteristics of low-quality bugs are noise
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and redundancy. Noisy bugs may mislead related developers
[2] while Redundant bugs waste the limited time of bug
handling [54]. A time-consuming step of handling software
bugs is bug triage, which aims to assign a correct developer
to fix a new bug [1], [3], [2], [3]. In traditional software
development, new bugs are manually triaged by an expert
developer, i.e., a human triage. Due to the large number of
daily bugs and the lack of expertise of all the bugs, manual
bug triage is expensive in time cost and low in accuracy. In
manual bug triage in Eclipse, 44 percent of bug share
assigned by mistake while the time cost between opening
one bug and its first triaging is 19.3 days on average [25].
To avoid the expensive cost of manual bug triage, existing
work [1] has proposed an automatic bug triage approach,
which applies text classification techniques to predict
developers for bug reports. In this approach, a bug report is
mapped to a document and a related developer is mapped to
the label of the document. Then, bug triage is converted into
a problem of text classification and is automatically solved
with mature text classification techniques, e.g., Naive Bayes
[1]. Based on the results of text classification, a human
triage assigns new bugs by incorporating his/her expertise.
To improve the accuracy of text classification
techniques for bug triage, some further techniques are
investigated, e.g., a tossing graph approach [2] and a
collaborative filtering approach [4]. However, large-scale
and low-quality bug data in bug repositories block the
techniques of automatic bug triage. Since software bug data
are a kind of free-form text data (generated by developers),
it is necessary to generate well-processed bug data to
facilitate the application [6].
In this paper, we address the problem of data
reduction for bug triage, i.e. how to reduce the bug data to
save the labor cost of developers and improve the quality to
facilitate the process of bug triage. Data reduction for bug
triage aims to build a small-scale and high-quality set of bug
data by removing bug reports and words, which are
redundant or non-informative. In our work, we combine
existing techniques of instance selection and feature
Selection to simultaneously reduce the bug dimension and
the word dimension. The reduced bug data contain fewer
bug reports and fewer words than the original bug data and
provide similar information over the original bug data. We
evaluate the reduced bug data according to two criteria: the
scale of a data set and the accuracy of bug triage. To avoid
the bias of a single algorithm, we empirically examine the
results of four instance selection algorithms and four feature
selection algorithms.
II.

language can be used for developing the tool. Once the
programmers start building the tool the programmers
need lot of external support. This support can be obtained
from senior programmers, from book or from websites.
Before building the system the above consideration are
taken into account for developing the proposed system.
1.

Towards Effective Bug Triage with Software Data
Reduction Techniques.

In this paper a bug repository (a typical software
repository, for storing details of bugs), plays an important
role in managing software bugs. Software bugs are
inevitable and fixing bugs is expensive in software
development. Software companies spend over 45 percent of
cost in fixing bugs. Large software projects deploy bug
repositories (also called bug tracking systems) to support
information collection and to assist developers to handle
bugs [9], [14]. In a bug repository, a bug is maintained as a
bug report, which records the textual description of
reproducing the bug and updates according to the status of
bug fixing [64]. A bug repository provides a data platform
to support many types of tasks on bugs, e.g., fault prediction
[7], bug localization [2], and reopened bug analysis. In this
paper, bug reports in a bug repository are called bug data.
2.

“Who should fix this bug?”

In this paper they propose open bug repository to which
both developers and users can report bugs. The reports that
appear in this repository must be triaged to determine if the
report is one which requires attention and if it is, which
developer will be assigned the responsibility of resolving
the report. Large open source development sure burdened by
the rate at which new bug reports appear in the bug
repository. In this paper, we present a semi-automated
approach intended to ease one part of this process, the
assignment of reports to a developer. Our approach applies a
machine learning algorithm to the open bug repository to
learn the kinds of reports each developer resolves. When a
new report arrives, the classifier produced by the machine
learning technique suggests a small number of developers
suitable to resolve the report. With this approach, we have
reached precision levels of 57% and 64% on the Eclipse and
Firefox development projects respectively.
3.

Finding bugs in web applications using dynamic test
generation and explicit-state model checking.

LITERATURE SURVEY

Literature survey is the most important step in software
development process. Before developing the tool it is
necessary to determine the time factor, economy and
company strength. Once these things are satisfied, then
next steps are to determine which operating system and
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In this paper they propose DYNAMIC test generation tools,
such as DART [17], Cute[39], and EXE [7], generate tests
by executing an application on concrete input values, and
then creating additional input values by solving symbolic
constraints derived from exercised control-flow paths. To
date, such approaches have not been practical in the domain
of Web applications, which pose special challenges due to
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the dynamism of the programming languages, the use of
implicit input parameters, their use of persistent state, and
their complex patterns of user interaction. This paper
extends dynamic test generation to the domain of web
applications that dynamically create web (HTML) pages
during execution, which are typically presented to the user
in a browser.
4.

Towards graphical models for text processing.

In this paper, they propose the concept of distance graph
representations of text data. Such representations preserve
information about the relative ordering and distance
between the words in the graphs, and provide a much richer
representation in terms of sentence structure of the
underlying data. Recent advances in graph mining and
hardware capabilities of modern computers enable us to
process more complex representations of text. We will see
that such an approach has clear advantages from a
qualitative perspective. This approach enables knowledge
discovery from text which is not possible with the use of a
pure vector-space representation, because it loses much less
information about the ordering of the underlying words.
Furthermore, this representation does not require the
development of new mining and management techniques.
5.

Information needs in bug reports:
cooperation between developers and users.

Bug Tracking and Reporting System.

The paper is wholly dedicated to tracking the bugs that are
hither-by arise. The administrator maintains the master
details regarding to the bugs id , bugs type, bugs
description, bugs severity, bugs status, user details. The
administrator too has the authority to update the master
details of severity level , status level, etc, modules of the
paper. The administrator adds the users and assigns them
responsibility of completing the paper. Finally on analyzing
the paper assigned to the particular user, the administrator
can track the bugs, and it is automatically added to the
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7.

Bug Tracking and Reliability Assessment System
(BTRAS).
In this paper they propose comprehensive classification
criteria to review the available tools and propose a new tool
named Bug Tracking and Reliability Assessment System
(BTRAS) for the bug tracking/reporting and reliability
assessment. BTRAS helps in reporting the bug, assigning
the bug to the developer for fixing, monitoring the progress
of bug fixing by various graphical/charting facility and
status updates, providing reliability bug prediction and bug
complexity measurements, and distributing fixes to
users/developers.
8.

Towards Effective
Truncation.

Troubleshooting

With

Data

Improving

In this paper they propose cooperation between developer
and user. In open-source projects, bug tracking systems are
an important part of how teams (such as the ECLIPSE and
MOZILLA teams) interact with their user communities. As
a consequence, users can be involved in the bug fixing
process: they not only submit the original bug reports but
can also participate in discussions of how to fix bugs. Thus
they help to make decisions about the future direction of a
product. To a large extent, bug tracking systems serve as the
medium through which developers and users interact and
communicate. However, friction arises when fixing bugs:
developers get annoyed and impatient over incomplete bug
reports and users are frustrated when their bugs are not
immediately fixed [5, 15].
6.

tables containing the bugs, by order of severity and status.
The administrator can know the information in tact the
various paper’s assigned to various users, their bug tracking
status, their description etc in the form of reports from time
to time. The paper wholly uses the secure way of tracking
the system by implementing and incorporating the Server
side scripting. The administrator can now add the project
modules, project descriptions etc. He too adds the severity
level, its status etc.

This paper implementing this use instance selection and
feature selection for reducing bug of data. And Top-K
pruning algorithms for tackling domain specific task. For
managing software bugs bug repository or bug fixing plays
an important role. Large of software which are open source
projects have an open bug repository which allows
developers as well as users to submit issues or defects in the
software that suggest possible solutions and remark on
existing bug reports. The number of regular occurring bugs
for open source large-scale software projects is so much
large that makes the triaging process very difficult and
challenging .For fixing software bugs most of software
companies pays a lot . The large scale and the low quality
are main two challenges which are related with bug data that
may affect the effective use of bug repositories in software
development tasks. Bug is maintained as a bug report in a
bug repository that records the reproducing bug in textual
form and updates According to the status of bug fixing.

III.
CONCLUSIONS
Bug triage is an expensive step of software maintenance in
both labor cost and time cost. In this paper, we combine
feature selection with instance selection to reduce the scale
of bug data sets as well as improve the data quality. To
determine the order of applying instance selection and
feature selection for a new bug data set, we extract attributes
of each bug data set and train a predictive model based on
historical data sets. We empirically investigate the data
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reduction for bug triage in bug repositories of two large
open source projects, namely Eclipse and Mozilla. Our work
provides an approach to leveraging techniques on data
processing to form reduced and high-quality bug data in
software development and maintenance.
In future work, we plan on improving the results of data
reduction in bug triage to explore how to prepare a high
quality bug data set and tackle a domain-specific software
task. For predicting reduction orders, we plan to pay efforts
to find out the potential relationship between the attributes
of bug data sets and the reduction orders.
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Abstract:Enormous Data concern extensive volume,
intricate, developing information sets with various, selfruling sources. With the quick advancement of systems
administration, information stockpiling, and the
information accumulation limit, Big Data are currently
quickly growing in all science and building areas,
including physical, organic and biomedical sciences.
This paper displays a HACE hypothesis that describes
the elements of the Big Data upset, and proposes a Big
Data handling model, from the information mining
point of view. This information driven model includes
interest driven conglomeration of data sources, mining
and investigation, client enthusiasm displaying, and
security and protection contemplations. We investigate
the testing issues in the information driven model
furthermore in the Big Data insurgency.
Keywords: Big Data, data mining, heterogeneity,
autonomous sources, complex and evolving
associations.

I
I Introduction:
Big Data concern large-volume, complex, growing data
sets with multiple, autonomous sources. With the fast
development of networking, data storage, and the data
collection capacity, Big Data are now rapidly expanding
in all science and engineering domains, including
physical, biological and biomedical sciences. This paper
presents a HACE theorem that characterizes the features
of the Big Data revolution,
and proposes a Big Data processing model, from the
data mining perspective. This data-driven model
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involves demand-driven aggregation of information
sources, mining and analysis, user interest modeling,
and security and privacy considerations. We analyze the

challenging issues in the data-driven model and also in
the Big Data revolution.
Literature Review:
Paper [1]:-Xindong Wu, Fellow, IEEE, Xingquan Zhu,
Senior Member, IEEE, Gong-Qing Wu, and Wei Ding,
Senior Member, IEEE, “Data Mining with Big Data”,
IEEE TRANSACTIONS ON KNOWLEDGE AND
DATA ENGINEERING, VOL. 26, NO. 1, JANUARY
2014.this paper concentrates on We propose a HACE
hypothesis to show Big Data qualities The HACE
hypothesis recommends that the key attributes of the
Big Data are 1) enormous with heterogeneous and
assorted information sources, 2) self-sufficient with
conveyed and decentralized control, and 3) mind
boggling and developing in information and learning
affiliations.
Paper [2]:-R. Ahmed and G. Karypis, “Algorithms for
Mining the Evolution of Conserved Relational States in
Dynamic Networks,” Knowledge and Information
Systems, vol. 33, no. 3, pp. 603-630, Dec. 2012
This paper concentrates on this paper we displayed a
calculation for discovering all maximal non-repetitive
development ways of the instigated social states in a
dynamic system. This can be utilized to find the moves
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of the moderated social states after some time and to
better comprehend the reason for such changes in the
steady examples in a dynamic system. Our trial
assessment on various genuine datasets demonstrate
that the calculation has the capacity find intriguing
development ways from all datasets and can scale well
to extensive and thick element systems.
Paper [3] :-M.H. Alam, J.W. Ha, and S.K. Lee, “Novel
Approaches to Crawling Important Pages Early,”
Knowledge and Information.
The paper reviews a few slithering routines or
calculations that are utilized for downloading the
website pages from the World Wide Web. We trust that
the calculations' majority examine in this paper are well
compelling and elite for web pursuit, lessen the system
movement and slithering expenses, however general
points of interest and drawback support more for By
utilizing HTTP Get Request furthermore Dynamic Web
Page and download upgraded pages By the utilizing of
channel is produce significant results.
Paper [4]:- S. Aral and D. Walker, “Identifying
Influential and Susceptible Members of Social
Networks,” Science, vol. 337, pp. 337-341, 2012
This paper the complexities of watching and describing
impact in online interpersonal organizations take shape
when we consider social items, for example,
amusement. The inquiries of connection that we asked
of Bond et al's. (2012) political study apply to
excitement also. We expend excitement in a to a great
degree wide and developing scope of connections and
media. So while online interpersonal organizations are
incredible settings for measuring impact, we ought to be
mindful so as to consider impacts from different areas,
for example, telecast TV, where distinctive flow are at
play. Essentially, there is frequently exchange between
such areas. We opened this paper by refering to how
gigantic broadcast occasions can drive discussion on
informal communities. Seeing how these diverse areas
connect will assist us with building a more precise
model of impact.
Paper [5]:-S. Banerjee and N. Agarwal, “Analyzing
Collective Behaviour from Blogs Using Swarm
Intelligence,” Knowledge and Information Systems,
vol. 33, no. 3, pp. 523-547, Dec. 2012
This paper the quick development of the accessibility
and prominence of interpersonal and conduct rich
assets, for example, web journals and other online
networking streets, rising open doors and difficulties
emerge as individuals now can, and do, effectively
utilize computational insight to search out and
comprehend the conclusions of others. We acquaint a
nature-propelled hypothesis with model aggregate
conduct from the watched information on online
journals utilizing swarm knowledge, where the
objective is to precisely demonstrate and anticipate the
future conduct of a huge populace subsequent to
watching their communications amid a preparation
stage.
Paper[6]:KatrinaSinAndLoganathanMuthu“Application
Of Big Data In Education Data Mining And Learning
Analytics”Ictact Journal On Soft Computing:Special
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Issue On Soft Computing Models For Big Data, July
2015, Volume: 05, Issue: 04.
In this paper the infiltration of Big Data advances and
devices into instruction, to transform the extensive
measure of information included. This study
investigates the late utilizations of Big Data innovations
in instruction and presents a survey of writing
accessible on Educational Data Mining and Learning
Analytics.
Paper [7]:Amit K. Tyagi, R. Priya,A. Rajeswari
“Mining Big Data to Predicting Future” Journal of
Engineering Research and Applications ISSN: 22489622, Vol. 5, Issue 3, (Part -2) March 2015, pp.14-21
In this paper talk about this point in an expansive
review like; its present status; contention;
anddifficulties to figure what's to come. This paper
characterizes at some of these issues
, utilizing representations with applications from
different regions. At last this paper talk about secure
administration and protection of enormous information
as one of fundamental issues.
Paper [8]: T. Sathis Kumar “A Study on Effective
Business Logic Approachfor Big Data Mining” An ISO
3297: 2007 Certified OrganizationVol. 3, Issue 4, April
2015.
In this paper introduces a HACE hypothesis that
describes the elements of the Big information
transformation, and proposes a Big information
preparing model, from the information mining point of
view. Information digging is a method for finding the
examples and in addition expressive, reasonable models
from extensive scale information. Here I investigate the
testing issues and the elements of the Big information
unrest.
Paper [9]:R.Kannan, R.Umesh “A Systematic Cross
Modal Multimedia RetrivalUsing Maui Indexing
Algorithm” International Journal on Applications in
Information and Communication EngineeringVolume 1:
Issue 9: September 2015, pp 43-46.
In this paper the information with bigger sum is
compacted and it turns into a major information which
is put away in a cloud server which diminishes the
information stockpiling. The information is packed and
put away into the huge information into the server. Our
proposed framework enhances the versatility toward the
end of result. That implies a procedure to handle a
developing measure of work in a competent way.
Paper [10]:ChunmingGao and Noriyuki Iwane “ A
Social Network Model with Privacy Preserving and
Reliability Assurance and its Applications in Health
Care” International Journal of Energy, Information and
Communications Vol.6, Issue 1 (2015), pp.45-58.
In this paper examine fundamentally concentrates on
the motivation behind huge information protection
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saving, and client and information dependability
affirmation. We examine the model's instrument and
present pragmatic execution outlines on accomplishing
the objectives. We additionally apply the model in the
human services interpersonal organization to expound
how electronic wellbeing records (EHRs) and
individual wellbeing records (PHRs) can cooperate to
bolster a social wellbeing record (SHR) system which
empowers protection saving and client and information
unwavering quality.
Paper [11]:Xindong Wu, Xingquan Zhu, Gong-Qing
Wu, and Wei Ding “Data Mining with Big Data” EEE
TRANSACTIONS ON KNOWLEDGE AND DATA
ENGINEERING, VOL. 26, NO. 1, JANUARY 2014.
In this paper introduces a HACE hypothesis that
portrays the elements of the Big Data upheaval, and
proposes a Big Data preparing model, from the
information mining point of view. This information
driven model includes interest driven total of data
sources, mining and examination, client enthusiasm
displaying, and security and protection contemplations.
We examine the testing issues in the information driven
model furthermore in the Big Data upheaval.
Paper [12]:T. Karthikeyan and N. Ravikumar
“Association Rule Mining” International Journal of
Advanced Research in Computer and Communication
Engineering
Vol. 3, Issue 1, January 2014.
In this paper goes for giving a hypothetical review on a
current's percentage calculations. The ideas driving
affiliation tenets are given toward the starting took after
by an outline to a percentage of the past exploration
works done on this range. The preferences and
constraints are examined and closed with an induction.
Paper [13]: Rahul kumar, Anurag Jain and
ChetanAgrawal “SURVEY OF WEB CRAWLING
ALGORITHMS” Advances in Vision Computing: An
International Journal (AVC) Vol.1, No.2/3, September
2014.
In this paper we gather the website pages from www a
web search tool uses web crawler and the web crawler
gathers this by web slithering. Because of confinements
of system transmission capacity, tedious and
equipment's a Web crawler can't download every one of
the pages, it is imperative to choose the most essential
ones as ahead of schedule as would be prudent amid the
creeping process and abstain from downloading and
going by numerous immaterial pages. This paper
surveys help theinvestigates on web slithering
techniques utilized for seeking.
Paper[14]:Sharayu S. Sangekar1, Pranjali P.
Deshmukh2 Data Mining Of Complex Data With
Multiple, Autonomous Sources”SharayuSangekar,
IJPRET, 2014; Volume 2 (9): 793-799
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In this paper Big Data is another term used to
distinguish the datasets that because of their extensive
size and multifaceted nature, we can't oversee them with
our present procedures or information mining delicate
product apparatuses. Enormous Data mining is the
capacity of extricating helpful data from these
substantial datasets or surges of information, that
because of its volume, variability, and speed, it was
impractical before to do it.. We introduce in this paper,
an expansive outline of the subject, its present status,
related work, and conjecture to what's to come.
Conclusion
Driven by true applications and key modern partners
and instated by national financing offices, overseeing
and mining Big Data have demonstrated to be a testing
yet exceptionally convincing assignment. While the
term Big Data truly worries about information volumes,
our HACE Theorem recommends that the key attributes
of the Big Data are 1) tremendous with heterogeneous
and different information sources, 2) self-governing
with conveyed and decentralized control, and 3) mind
boggling and developing in information and learning
affiliations. Such joined qualities propose that Big Data
oblige a "major personality" to solidify information for
greatest qualities . At the information level, the
Autonomous data sources and the information's mixture
accumulation situations, regularly bring about
information with convoluted conditions, for example,
missing/dubious qualities. At the model level, the key
test is to create worldwide models by consolidating by
regional standards found examples to frame a binding
together view. At the framework level, the key test is
that a Big Data mining system needs to consider
complex connections between tests, models, and
information sources, alongside their advancing changes
with time and other conceivable elements. We see Big
Data as a rising pattern and the requirement for Big
Data mining is emerging in all science and designing
spaces. With Big Data innovations, we will ideally have
the capacity to give most significant and most precise
social detecting input to better comprehend our general
public at continuous. Wecan further empower people in
general's cooperation gatherings of people in the
information creation circle for societal and conservative
occasions.
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Abstract:Data warehousing is a collection of data from
multiple, very large, distributed, heterogeneous
databases and other information sources.This
information is stored in autonomous and distributed
systems.Quick response time and accuracy are the vital
things for the database to be successful.In distributed
databases query response time is the basic need.
Performance of query can be improved by different
approaches like hybrid integration system where most
recent data is stored at mediator ,optimization of query,
use of proper data structure, reduce complexity of query
etc. leaving all alternatives, we are planning to use
materialized view approach.Materialized view is used to
store the result of queries. We are going to store the
result of queries based on the frequency of queries fired
by the user. The queries having high frequencies i.e,
based on the user demandable queries materialized view
is designed. This will save the time of revisiting the
base table whenever any query is fired frequently and
also saves the time of cost of operations like join,
aggregations etc.
Keywords:Materialized view, Query Response, Access
Frequency, data warehousing
I Introduction
A data warehouse is the collection of huge amount of
data for querying and analysis. To avoid accessing the
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original data sources and increase the efficiency of the
queries fired on data warehouse, some results in the
query processing are stored indata warehouse.These

results in data warehouse are known as materialized
view.On abstract level data warehouse can be seen as
collection of materialized view for quick access of data.
II.

Review of Literature

Few works has been done for the selection of
materialized view.
In Hybrid integration system[1] some part of data were
placed on mediator i.e. common access point to data

warehouse. The attributes of interest are extracted from
various data sources then possible values are assign to
them and this information is placed on mediator. But if
the attributes chosen are in appropriate then query
performance will not be at the mark .Thus, we are
trying to eradicate this problem using materialized view
which directly stores the result of queries executing
frequently.HemaBotre and M.S.Choudhari[2] presented
a Priority based algorithm for materialized view
selection.this algorithm selects the queries based on the
priority associated with queries for the materialization.
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Harinarayan proposed greedy algorithm[3] using data
cubes to select the materialized view but this work does

not considered the storage space required.
Sanket Patel used Tree based algorithm[4] for the
selection & maintenance of materialized view. The
decisionof which data set should be materialized must
be made on the basis of the system workload, which is a
sequence of queries and updates that reflects the typical
load on the system
III.
Proposed Work
Few efforts were done towards improving the query
performance. In hybrid integration system where the
part of data placed in mediator i.e., at common access
point to distributed data warehouse. The attributesof
interest are extracted from various data sources then
possible values are assign to them and this information
is placed on mediator. But if the attributes chosen are in
appropriate then query performance will not be at the
mark Thus, we are trying to eradicate this problem
using materialized view which directly stores the result
of queries executing frequently.
4 System Architecture
The architecture of system is represented in figure1.
This approach is to give user the illusion of querying a
homogeneous and centralized system, by avoiding him
to havefinding relevant sources for its queries.

Fig.1. Architecture of Distributed Environment With
Materialized View
IV.
Conclusion
One of the most important issues in designing a data
warehouse is accuracy and quick response time for user
query. By implementing the materialized views, we are
trying to get the combination of good query
responsetime from which query processing cost should
be minimized.
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Abstract: Web search engines are been used in large scale
for image retrieval. Largely used web-search engines (like
Google, Bing, iLike, etc) mostly rely on various based image
search. User enters a query in this search engines and gets
images as result. This provides us with random and noisy
results as outcome. This search does not provide user’s intent
result. User has to go through all the obtained images and
select the required image suitable to user’s intention. These
increases complexities for users. To overcome these
complexities many of the different image techniques are
researched. Some techniques are textual-based, some are
color-based and some are shape-based, while some may be the
combinations of above all techniques. Some techniques
search images online, while some searches offline. But the
intension of all the techniques is to capture user’s intention. In
this paper, we present a novel internet image search approach.
This paper contains an efficiently proven profitable technique
for capturing user’s intention. In the further context, we
discussed various techniques of image search for efficient
image retrieval in short.
KEYWORDS- Query Image, Search Engines, Image
Retrieval, Algorithms, Re-ranking, User Intention,
Image Search.
I.INTRODUCTION
Image search is the process of retrieving and displaying
images relevant to user’s query from a database. Image
searching techniques has been broadly classified into
two basic categories Text-based Image Retrieval
(TBIR) and Content-Based Image Retrieval (CBIR).
Text-Based Image Retrieval (TBIR) uses the concept of

ISSN NO: 2454-1958

textual description of the required query image. User
types a query in the search engines as per its intension
and finds certain types of images as outcome. Search
engines returns thousands of images ranked by the
keyword extraction from the surrounding text. Some
images are related to user’s intent query keyword while
some are unrelated images. This searching increases
ambiguity of query keywords. They creates noisy and
consists of images with quite different semantic
meanings. For example, if user wants to search for a
“palm” image, user types query keyword as “palm” in
the search engine. The meaning of word “palm”
includes palm tree, hand palm and palm smart phone.
The search result will display different categories of
palm word as “palm tree”, “palm leaves”, “hand palm” ,
“palm smart phone” because of the ambiguity of the
keyword query “palm”. This leads to ambiguous and
noisy results which are not satisfactory to fulfill the user
query request.
In order to solve this ambiguity, a concept of user’s
search intention has been used. One-way to reduce
ambiguity in keyword query search is to expand to
related keyword in a specifically related query as
satisfactory to users in detail. Existing linguistically
related methods find either synonyms or other linguistic
related words from thesaurus, or find words frequently
occurring with the query keyword. For example, Google
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image search provides the “Related Searches” to
suggest likely keywords. The intention of the user can
be highly diverse and cannot be accurately captured by
these expansions.
Content-Based image retrieval (CBIR) also known as
query by image content (QBIC) and content-based
visual information (CBVIR) is the application of
computer vision technique to the image retrieval
problem. The term is to search the images for large
collection of database. The process includes the
retrieval of related images from the large collection of
database based on syntactical image features. The
techniques, tools and algorithms that are used originate
from fields such as statistics, pattern recognition, and
signal processing and computer vision. Extracting
images based on image content involves following
levels:
Level 1: Retrieval by primitive features such as color,
texture, shape and spatial location.
Level 2: Retrieval of objects of given type. Example:
find the picture of the rose.
Level 3:Retrieval of abstract attributes that involves
high level reasoning. Example: find picture of a
jumping panda.
By these we believe that additional visual
information to image search is required. Hence, a
concept of One- Click is emerged. In this paper, we
proposed a novel Internet image search technique. It
requires user to onl click once on the query image and
retrieval most relevant and intended images from image
pool. In this paper, we will also discuss various
techniques of image search for efficient image retrieval
in short.


LITERATURE SURVEY

Some image retrieval algorithms and re-ranking
techniques are studied in detailed in the following
section of the paper. These methods are proven to be
helpful in retrieval of query related images to some
extent.
A. Clustering algorithm [9]: A cluster is a collection
of data points that are similar to one another within
the same cluster and dissimilar to data points other
clusters. Clustering method is used for
unsupervised classification, where data points of
same group are clustered together. Cluster analysis
itself is not one specific algorithm but the general
task to be solved. It can be achieved by various
algorithms that differ significantly in their notion of
what constitutes a cluster and how to efficiently
find them. The goal of clustering is to remove the
semantic gaps between the images.

When the number of data points is large, a brute
force enumeration of all possible combinations
would be computationally expensive. Instead,
heuristic methods are applied to find the optimal
partitioning.

C. Hierarchical
clustering
(Connectivity-based
clustering) [9]: Hierarchical clustering groups data
over a variety of scales by creating a cluster tree or
dendrogram. The tree is not a single set of cluster,
but rather a multilevel hierarchy, where clusters at
one level are joined as clusters at the next level.
This allows you to decide the level or scale of
clustering that is most appropriate for your
application.
D. Density clustering [9]: It is based on connecting points
within certain distance thresholds. However, it only
connects points that satisfy a density criterion, in the
original variant defined as a minimum number of other
objects within this radius. A cluster consists of all
density-connected objects plus all objects that are
within these objects range. Another interesting property
is that its complexity is fairly low-it requires a linear
number of range queries on the database-and that it will
discover essentially the same results.
E. Grid-based clustering
[10]: The grid-based
method has the fastest processing time that
typically depends on the size of the grid instead of
data objects. These methods use a single uniform
grid mesh to partition the entire problem domain
into cells and the data objects located within a cell
are represented by cell using a set of statistical
attributes from the objects. Clustering is, then
performed on the grid cells, instead of the database
itself. Since the size of the grid is usually much less
than the number of the data objects, the processing
speed can be significantly improved.

mesh of
grid 0

B. Partitioning clustering [9]: Partitioning clustering
aims at partitioning a group of data points into
disjoint clusters optimizing a specific criterion.

ISSN NO: 2454-1958

Special Issue Tech-Ed 2016 (International Conference)

Page 129

cluster is represented by the data point closest to
centriod of the cluster.
G. Mining Click Logs approach[4]: Search engines
generate millions of image result for a query. This
provides a dataset that bridges the semantic and
intent gaps. But the large scale clicked data does
not provide means to build linkage among visual
content, semantics and search intents. In this
approach, a dataset named Clickture is introduced.
This dataset contains triad:

mesh of
grid 1

Clickture = {(K, Q, C)}

(1)

This triad means that the image K was
clicked C times in the search result query Q in
one year. This approach also removes
duplication by attaching a unique key to each
image K in the dataset. This key is hash code
generated from the URL of the image. Hence,
the similarity between the images can be
removed. Example of Clickture for the query
‘chair’. Top ranked images are obtained [4].

mesh of grid 3

mesh of
grid 2
mesh of grid 4

Fig. 1. A 2-D adaptive mesh
with two levels

F. Clustering by ‘means’ approach [9]: It comes
under partitioning clustering. Two common
methods are involved in it. These include k-means
and k-medoids method. In k-means method, each
cluster has centriod which represents the cluster.
Centriod is nothing but the mean of all the data
points in the cluster. In k-medoids method, each
based filtering which uses the user profile to target
the interest of the users about the items of some
criteria. The ranking based model mainly works on
second category of personalize search. This model
performs the basic search as per the user’s interest
related to query and annote the images. Then it
maps the user preferences and query into a specific
space. Finally, the images are re-ranked according
to user’s preference
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H. Ranking based tensor Factorization model [2]:
Conventional image search caused more problems
as textual based description need more
specification. Hence, conventional image search
shows more unambiguous results. Hence,
Personalized image search came into existence.
Personalization falls under two categories. The first
is collaborative filtering which takes opinion of
many users to use new items of similar class. Users
are asked to rate the items based on same criteria.
The system counts the rating of each item and
brings the high rating items to top. The second is
profile-
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User specific Topic

User
Image Data
Set
Tagged
Data

Query
Keyword
Search

Ranking based
multi-correlation
Tensor Factorisation
User Specific
Query mapping

Predicating user annotation
Topic Sensitive User
preference

Personalised Ranked
Image List

Fig. 2 . Work Flow Diagram of RTMF
I.

iLike Approach [3] : This approach combines textual as well as Visual features of CBIR
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Abstract:The objective is to develop HL7 Interface Engine
based on HL7 Messaging protocols is to develop ability to
transfer DICOM Image data among various Health Care
Centers without any errors and with seamless interoperability.
The image data is stored in data centers using various PACS
systems
Keywords:Index Terms—HL7, HL7 Messaging Protocols,
DICOM, PACS
I. INTRODUCTION
The modern health care industry includes Hospitals,
Laboratories, Radiology centers, Pharmacists, Primary care
Physicians, Department of Health which altogether works for
providing better Services, Treatments and Care to the patients.
The Healthcare systems used in this field are complex
software applications demanding huge amount of information
and user friendly interfaces for the ease of better data transfer
among these appliances.
The data exchanged between different applications is
exchanged using the standards, known as HL7. Health Level7 was founded in 1987 for the transfer of clinical as well as
administrative data transfers ,for the enhancement of
healthcare delivery and for providing the Electronic data
transfer among Hospital Information Systems, clinics and
Laboratories ANSI (American National Standards Institute)
and International Organization for Standardization (ISO) has
accredited Standards Developing Organization (SDO), known
as HL7(Health Level Seven). HL7 provides the international
standards and syntax for the exchange of messages among
applications [10].
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In HL7, Level 7 signifies that the standard works on the
seventh layer i.e. Application Layer of the ISO(International
Standards Organization) communications model which
provides the variety of services to the applications [10].
A non-profit, ANSI accredited standard HL7 has 2,300+
members, including approximately 500 corporate members
where the percentage of the information system vendors who
serves healthcare is even exceeding 90%. [1]
As of December 2013,HL7 had total 309 individual members,
642 organizational members and 35 countries with active HL7
affiliation . Argentina, Australia, Austria, Bosnia &
Herzegovina, Brazil, Canada, China, Colombia, Croatia,
Czech Republic, Finland, France, Germany, Greece, Hong
Kong, India, Italy, Japan, Korea, Luxembourg, Mexico, The
Netherlands, New Zealand, Norway, Pakistan, Puerto Rico,
Romania, Russia, Singapore, Spain, Sweden, Switzerland,
Taiwan, Turkey, United Kingdom, and Uruguay are HL7
affiliates whereas HL7 Malaysia and HL7 Philippines have
been approved in 2013 and are expected to become affiliates
in 2014 [2].
II. RELATED TERMS
A. Digital Imaging and Communication in Medicine (DICOM)
DICOM standard was developed by DICOM Standard
committee of National Electrical Manufacturers Association
(NEMA) and American College of Radiology (ACR) for the
management of Imaging data used for diagnosis by healthcare
centers. The file format of DICOM images is .dcm . These are
the special kind of images in which a number of fields
regarding patient data are embedded in them . These images
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are larger in size than other formats and require special
Storage as well as viewers to make the image view available to
concerned physicians.

B. Picture Archiving and Communication System PACS
PACS is a technology used for storing, managing, transferring
the Medical Images (specially DICOM images) among
specialized computer systems. It can receive images from
varying modalities like CT(Computed Tomography),
Ultrasound,
MR(magnetic
Resonance),Endoscopy,
CR(Computed Radiography) etc. PACS facilitates the
electronic exchange of digital medical images and hence
eliminates the need of hard copies of images to be carried
manually.
C. HL7 Standards
HL7 has developed four standards including:





Conceptual Standards (HL7 RIM)
Document Standards(HL7 CDA)
Application Standards(HL7 CCOW)
Messaging Standards(HL7 2.x and v3.0)

HL7 standard is a text document written with the goal to
standardize the medical data used by the application areas like
HIS/LIS and to describe the transmission ways so that the
overall cost can be reduced and efficiency can be increased.

III. HL7 MESSAGES
A. HL7 Message
An HL7 message is used for the data exchange among the
healthcare systems. A message consists of the group of
segments,
data
fields,
components
and
optional
subcomponents in the hierarchical manner[10].
Segments :A logical grouping of the data fields is known as a
Segment. A segment contains the information regarding e.g.
The most commonly used message type ADT (Admit,
Discharge,
Transfer),uses
the
segments
MSH,EVN,PID,[{NK1}],PV1 etc which are three character
long literal value[10].
HL7 message has a message header and the message body.

PID (Patient Information) segment contains the information
regarding the patient's demographics like Name, age, sex,
weight etc.
NK1 (Next of Kin) segments has the information regarding the
closest relative of the patient.
PV (Patient Visit) segment contains the information regarding
the patient visits to the hospital, bed assigned to him , doctor
referred to him etc.
The message segment can be required, optional (
[]square bracket indicates optional) and repeatable( {} curly
bracket indicates repeatable).
I) Data Fields: Data fields are also known as composites. A
string of the characters is known as the data field . A data field
can be Simple and Complex .
II) Components and Sub-components: Each data field further
contains components and sub components. These are separated
from each other by using delimiters.
Default delimiters used for separating the message fields are
shown using the following table:
Delimiter
Represents
0X0B
Start of the message
0X0C
End of the message
0X0D
The end of the segment
|
Composite/field separation
^
Sub-Composite/field separation
&
Sub-sub
Composite/field
separation
~
Separate repeating characters
\
Escape character
For avoiding the error and the loss of the message , it is very
crucial to select the accurate message type, event type ,
message fields as well as the delimiters for the separation of
the fields.
III ) HL7 Data Type
HL7 data type describes the type of data which is to be used
for constructing the HL7 message. For e.g. String-ST, Text
data-TX, Numeric-NM, Date-DT, Time-TM, Time Stamp-TS,
Person Name- PN, Address-AD, Visiting hours-VH etc.
B. HL7 Message Versions

For Example:
MSH(Message Header) segment is the message header which
contains the information of the header as well as information
of other segments in the body of the message. It explains about
the message type. For e.g. ACK-Acknowledgment, ADTAdmit Discharge Transfer, ORM-Order, ORU-Observation
Result, QRY-Query etc.
EVN (Event)segment defines the event type .e.g. ADT-A02
shows that for a message type ADT(Admit ,Discharge,
Transfer ), A02 is the event type which means transfer a
patient.
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I) HL7 Version 2.x
The HL7 messaging standard Version 2,started with v2.1 in
1987 and ,leading towards 2.2,2.3,2.4,2.5and finally 2.6 was
developed in 1989.It is a standard used to describe the data
flows among the hospitals. This standard is also known as
PipeHat standard. The v2.x standards are backward
compatiable and the messages are written in Human-readable
ASCII format .These are developed using non-XML encoding
syntax , message segments, fields and delimiters.
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Here is an example of HL7 version 2 message regarding the
patient record.
MSH shows information regarding message header, EVN has
Event data, PID shows patient demographics and so on.

Here is an example of HL7 v2 message:
MSH|^~|&|MITTALLABMRI,CT|StreetStreetNo/3E8971/7BF
0E7/,District,IN,ZIP|HIS2|MedCenter2|20140828|165521.567
500|MSGID20140828165521.567500|ADT^A28|2.3
EVN|A28|20140828^165521.567500|
PID|HL10000002|||||2000-12-23|M|14|35.0|

PV1|R|MITTAL

LAB MRI, CT|GR|
HL7 v2.x messages uses symbol "|" called BAR or PIPE
character is used as a field separator. In case there is a
sequence of "||||| " pipe characters , it demonstrates that the
field to be written at that place were optional and are currently
not available. Also ,the segments are separated using the
carriage return ("\r")for the ease of understanding.
HL7 v2.x operates in TCP/IP network environment using the
TCP/IP protocol of the available MLLP Minimal Layer
Protocols. This protocol handles the packaging, verifying,
routing, and transmitting the datagram from one application to
another in the upper four layers of OSI model.
HL7 v2.x supports the inter-version compatibility which
provides the advantage of supporting the messages written in
previous versions.
HL7 messages allows interoperability among the
heterogeneous healthcare systems such as Laboratory
Information System(LIS), Hospital Information System(HIS),
Radiology Information System(RIS), Electronic Healthcare
Record (EHR), Electronic Medical Record(EMR).Although
these systems are using different message formats and
different modalities even then they can exchange information
using standard HL7 message formats under secure and
effective data transfers.
II) HL7 Version 3
HL7 version 3 standard supports the Secure Text messages
,known as Interactions for the workflows among healthcare
systems. HL73 messages are based on XML encoding and are
easy to encode using XML code.
All HL7 v2.x versions are backward compatible, except for
v3.0 version which alone is not backward compatible.
IV. HL7 INTERFACE ENGINE
As different systems used by the various Health Care
Centers, their interfacing for the message exchange became
the major issue. To resolve this hindrance various vendors
developed the HL7 Interface Engines.
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HL7 interface defines the interactions, interconnections among
the applications for supporting the communication among
them. This communication is carried out using the import
endpoint at the sender side and export endpoint at the
receiving end following the TCP/IP protocol.
HL7 Interface Engines accepts the message in a certain
format, transfer the message toward recipient and at the
recipient side it creates a new message in new format while
retaining the actual meaning of the message throughout the
communication.
A. Requirements of Interface Engine
I) First In, First Out: The HL7 messages must be transferred
in real time following the FIFO sequence .i.e. the message
first send must be the message first received.
II) Ability to work with uniqueness: The HL7 interface must
be able to deal with different versions of HL7 messages like
V2.3.1, V2.4 etc. Hl7 interface must provide the flexibility to
handle varying addresses of different systems.
III) Short Implementation Time: Implementation must be
complete within number of days instead of taking months
.Configuration must provide user friendly interface
,eliminating the need of developer at the site for the
implementation of the application.
IV) Scalability: With the rapid growth of technology ,the
requirement for the growth of healthcare industry has also
increased.Hence the interface engine must also be able to
update along with the increasing market's demand without the
increase in cost.
V) Address different clinical format: HL7 interface engine
must be able to deal with the distinct formats used by CDA,
CCOW, CCR and XML. In accordance to meet the user's as
well as applications' requirements Interface must be able to
address the varying data present in the separate modalities of
the clinical industry.
VI) Testing & Maintenance: Interface Engine must provide the
facility to test the data to be transferred . Several types of tests
applied are message unit testing, communication testing and so
on. It is the responsibility of interface engine to scan the
messages and its structure which is received from each
application.
VII) Maintaining Logs: Interface Engine should be able to
maintain the logs/records of the messages being transferred
across applications. This history will help in re sending the
message whenever required. Log maintenance will also help in
fixing and resolving any problem encountered.
B. Interface Engine Working
The Electronic Interface Engines developed by the various
vendors (like Mirth, Iguana, Chameleon, Corepoint, Biztalk,
Cloverleaf, PilotFish) are available in the market which works
according to the Standards established by the HL7 Inc.
The interface engine performs the task of mapping the distinct
systems, routing of the messages and the monitoring of the
transfer among the systems.
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HL7 standards include Conceptual Standards, Document
Standards, Application Standards and Messaging Standards
which describe the way communication should take place
among systems.
Suppose two systems RIS (Radiology Information System)
and HIS (Hospital Information System) want to exchange the
healthcare information with each other. It will be done with
the help of import and export interfaces present at each
system.
If RIS want to transmit information it will be done through its
export interface and the same information will be received by
the import interface at the HIS .Similarly the information sent
by HIS is transmitted through export interface at HIS and is
received through import interface of the RIS.
export
RIS
import

import
HIS
export












Here the interfaces of both the systems are responsible for : Importing and exporting the data
 Moving of data among them
 Handling the buffers for the data storage
 Flow control of the data thorough the network
 Transfer of the data through the secure channels
 Maintaining the logs of the data transfer.
Despite of all these tasks, it is a simple case as it involves only
two systems, but in real world complexity is much more than
imagination. Multiple number of senders and receivers are
added to the community of the healthcare organizations.
Countless systems all over the world want to exchange the
information with one another and thereby complexity of
interfacing increases to very high extent. This problem leads to
the need of Interface Engine.

It provide secure data transactions by monitoring the
communication and interface points of the systems.
As interface engine attaches the single import and
export module with the rest all applications, it
reduces the requirement of the multiple import export
modules.
Supports physician to view the transaction history by
maintaining the logs .
Enables the use of distinct data formats for the
distinct applications.
Provide the ability for the status management and
monitoring the records.
Makes the sending of the messages easy and faster.
Performs the routing and controls the workflows over
the network.
It allows the number of applications to grow over the
time as interface engines are scalable.
It eliminates the need of Faxing the data.

D. Role of Interface engine
I) Development Time: Interface Engine makes the deployment
cycle faster and simple. It makes the interfaces ready in the
matter of days rather than taking months. All the interfaces
are tested well before deployment.
II) Seamless Approach: By accepting the data from varying
formats and interfacing it allows the machines using non
similar formats to exchange data comfortably . The interface
Engine eliminates the need of including the objects and other
components each time the transfer data is to be produced, as it
itself inserts the required objects which are needed.
III) Backward compatible: These engines are capable of
reverting back to the previous versions hence reducing the cost
as well as efforts to move to the newer versions of messaging
standards.
IV) Satisfied Users: With the motive of satisfying its users
HL7 standards are being developed considering the
approaches like TQM(Total Quality Management) and Six
Sigma. IT also helps in achieving Quality of Service
V) Security: Health Information of the patient should be
transmitted over the secure network following security
protocol like SSL and secure Web Services. An Interface
Engine can gain the patient confidence on it on the services of
healthcare industry by strictly prohibiting any unauthorized
access.
RELATED WORK

C. Benefits of HL7 Interface Engine
 By providing interfacing among distinct systems, it
saves the re-investment in new technologies.
 It helps in lowering the overall cost of the data
transfer among systems.
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Timothy J. St.Cyr has demonstrated various standards like
HL7, DICOM, EDI, HIPPA , IEEE 11073, ICD-9, and CPT
which are being used for the exchange of patient information
in the history of Health Information Systems(HIS) around the
world[3]. HIPPA (Health Insurance Portability and
Accountability Act of 1996) has played the role of basic
legislation and has defined several laws regarding Electric
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Data Interchange (EDI) under high security and maintaining
great efficiency. [3]
IEEE 1073 , DICOM standard and PACS systems are created
for dealing with digital medical images embedded with useful
information in them. DICOM and PACS systems handle the
capturing, maintenance, transfer and storage of the medical
images. IEEE 1073 defines the protocols and rules for the
secure data interchange among the modalities(like CT
,Computed Tomography machine) and the storage systems(
like personal computer).
World health Organization(WHO) has established a system
ICD-9-CM (International Classification of Diseases, Ninth
Revision, Clinical Modification)
for classification of
alphanumeric codes corresponding to the health conditions of
the patients [4]. AMA (American Medical Association ) has
developed and holds the copyright for the maintenance of the
annually updated, five digit numeric code (CPT code) assigned
to each medical service provided by the practitioner. For e.g.
90716 is used for chicken pox vaccine. These codes are
published by AMA and licensed and are helpful for the
insurers and the practitioners to decide the reimbursement
amount which will be received by the physicians for the
services provided. [5]
The correlation between HL7 RIM its mapping, DMIM and
RMIM can be described. There are the ways to derive Domain
Messages Information Model(DMIM) from HL7 RIM and
Refined Message Information Models (RMIM) can be further
derived from DMIM [6]. XML coding is used for framing the
version 3 HL7 message structure. For the transmission of such
messages we can use any transmission protocol like
TCP/IP,SMTP and ODBC as HL7 is not related to any specific
transfer protocol[7]. HL7can use data broadcast or P2P for
data communication, although enhanced communication may
increase the load as well as cost of communication, limiting
the use of EDI. The dynamic data can be stored using the HL7
message tree class which is a ‘Left- Child Right-Sibling’
Binary Tree structure [6].
Based on Object-oriented programming, and using HAPI tool,
the algorithms have been designed for working of HL7 Client
and HL7 Server are constructed in order to achieve high
degree of sharing and interchange of medical information for
supporting effective telemedicine [10].For the successful
communication among client and server machines the network
is established which support both single and dual port
communication. Request for communication is sent by client
computer using LLP(Lower Layer Protocol) . The
acknowledgment is sent by the server after receiving the
connection request messages from client. The database is
updated by the server after receiving HL7 messages [10].
A significant amount of work has been done to convert the
systems based on HL7 version 2.x format to HL7 version 3
[9]. Ways has been described to convert the crisp but abstruse
ER7( Encoding Rule 7) based Version 2.x messages into the
legible but superfluous XML based HL7 v3 messages. HAPI
(HL7 application programming interface) tool can be used for
achieving this format conversion. Four parsers - FastParser,

PipeParser, DefaultXMLParser and GenericParser, and their
co-relation is described using the conversion algorithm [9].
Various rules are described for interfacing the DICOM
Standard and HL7 Standard [8]. Several properties,
information objects and services classes are defined in the
similar pattern in HL7 as well as in DICOM which are used in
combination and define the interfacing of the DICOM and
HL7. PACS and HIS will be capable of exchanging data using
the gateway of HL7/DICOM .i. e. while sending the data from
PACS towards HIS , the DICOM message must be
transformed into HL7 format and vice-versa in case PACS
system receives message from any HIS [8]. Two Algorithms
have been successfully designed for (i) Constructing HL7
messages and for (ii) Parsing HL7 messages for sending
messages from PACS to HIS and from HIS to PACS
respectively[8].
CONCLUSION AND FUTURE SCOPE
Interoperability is uniform movement of health care data from
one system to another so that the clinical and operational
purpose of the data is preserved and remains unaltered. It is
the ability of data to travel quickly and accurately from one
health care venue to another.
It can be concluded that HL7 messaging through the proper
use of an interface engine has added on big contribution in
achieving interoperability in the world of modern Health care
Industry. By using accurate patient records can facilitate the
right diagnosis and the right medication while avoiding errors.
In future , HL7 messaging will be connected to Big data where
data would be stored on servers with the help of cloud
computing data storage techniques. It would help in achieving
seamless interoperability among the heath care centers all over
the world. High security methods could be applied with the
help of methods of security used by various cloud owners. The
IAAS(Infrastructure as a Service ) will help in reducing the
overall cost of ownership of the interface engine as purchasing
an interface engine will no more be the headache of the
healthcare centre . The HL7 interface engine will be owned by
the HL7 Cloud companies and using SAAS (Software as a
service) methods those owners would provide all the services
to the health care centers on demand.
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Abstract:Now a days Big Data, with cheap data storage

devices and cheap processing power becoming
available, organizations are collecting massive volumes
of data, with the intent of deriving insights and making
decisions. While most of the focus is on collecting data,
also the security and privacy issues are magnified by the
volume, variety, and velocity of Big Data. The diversity
of data sources, formats, and data flows, combined with
the streaming nature of data collection and high volume
create unique security risks. Also having all data at one
place increases the risk of data security and any kind of
data which can lead to negative publicity and a loss of
customer confidence. Hadoop is one of the main
technologies powering Big Data implementations. It is
one of the most popular framework for processing the
big data in distributed architecture. In this paper, we
cover some of the ways in which data security can be
ensured while implementing Big Data solutions using
Hadoop. We are focusing on the preprocessing of data
before it will get into the Hadoop framework. Also we
will discuss the concept of agents and the node
clustering. Here we will try to elaborate, what type of
agent will we use for this? And clustering i.e. allocation
of nodes in single cluster and security issues related
data privacy within cluster with the agents based
security approach.
Keywords: - big data, Hadoop, MapReduce, node
cluster, data cluster, agent based
I.
INTRODUCTION
In the new era of technology the term “Big Data”
refers to the large amounts of digital information that
various organizations collect. Industry estimates on the
growth rate of data is roughly double every two years,
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from 2500 Exabyte in 2012 to 40,000 Exabyte in 2020.
Big data is not a particular technology. It is a collection
of attributes and capabilities. Big Data has been
collected and utilized by big organisations for several
decades. Software infrastructures such as Hadoop
enable developers and analysts to easily leverage
hundreds of computing nodes to perform data-parallel
computing which was not there before.
II.
WHAT IS HADOOP ?
Hadoop is a free, Java-based programming
framework that supports the processing of large data
sets in a distributed computing environment. Hadoop
allows running applications on systems with thousands
of nodes with thousands of terabytes of data. Its
distributed file system supports fast data transfer rates
among nodes and allows the system to continue
operating uninterrupted at times of node failure .Hadoop
consists of distributed file system, data storage and
analytics platforms and a layer that handles parallel
computation, rate of flow (workflow) and configuration
administration. HDFS runs across the nodes in a
Hadoop cluster and together connects the file systems
on many input and output data nodes to make them into
one big file system. The present Hadoop ecosystem
consists of the Hadoop kernel, Map-Reduce, the
Hadoop distributed file system (HDFS) and a number of
related components such as Apache Hive, HBase,
Oozie, Pig and Zookeeper and these components are
explained as below:
• HDFS: A highly faults tolerant distributed file system
that is responsible for storing data on the clusters.
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• MapReduce: A powerful parallel programming
technique for distributed processing of vast amount of
data on clusters.
• HBase: A column oriented distributed NoSQL
database for random read/write access.

• Pig: A high level data programming language for
analyzing data of Hadoop computation.
• Hive: A data warehousing application that provides a
SQL
like
access
and
relational
model
• Oozie: An orchestration and workflow management
for
dependent
Hadoop

CLUSTERING IN HADOOP
Clustering is important phenomenon in the hadoop
framework. As we know this framework works in
distributed environment, sizing a hadoop cluster cluster
is important as the right resources will allow you to
optimize the environment for your purpose. So, this is
no simple task as optimizing a distributed environment
and its related software can have its own complexities.
Now take a quick look what are types of clusters?
Which components they want? And how the clustering
gets performed?
There are two types of clusters the first one is node
cluster i.e. Hadoop cluster and the second one is data
cluster i.e. HBase cluster. These clusters have two types
of machines are as follows:
 Master which contains the HDFS NameNode,
the MapReduceJobTracker and HBase Master
 Slave which contains HDFS DataNodes, the
MapReduceTaskTracker,
the
HBaseRegionServer

lead to large levels of parallel computation.
Complicated environments are created that are at high
risks of attacks than their counterparts of repositories
that are centrally managed and monolithic.
3. Controlling Data Access: big data only
provides access control at schema level. There is no
finer granularity in addressing proposed users in terms
of roles and access related scenarios.

When we start building the Hadoop cluster we have
to place all components in balanced capacity of cost and
performance. While designing master and slave nodes
we have complete control over the system components.
Like select the optimal price CPU for better
performance also we have to choose disk of proper size
and manage I/O devices. We remove the redundancies
in cluster components. A typical Hadoop cluster
consists of a three level architecture built with rack
mounted servers. Each rack of servers is interconnected
using a 1 Gigabit Ethernet (GbE) Switch. Each rack
level switch connected to a cluster level switch, these
switches may also interconnected with other cluster
level switches.

IV.
RELATED WORK
In [2] author explain the brief overview of the
security risks of Hadoop environment, its security
requirements, and design considerations. Also gave data
flow diagrams. He also elaborates the requirements and
design of RPC, HDFS, MapReduce, delegation token,
and block access token, these all are used for security
purpose of Hadoop framework. In [3] author gives the
information about Apache sentry project. Apache sentry
an open source project by Cloudera is an authorization
module for Hadoop that offers the granular, role-based
authorization required to provide precise levels of
access to the right users and applications. It support for
role-based authorization, fine-grained authorization, and
multi-tenant administration .The Apache Knox Gateway
is a system that provides a single point of authentication
and access for various Hadoop services in a cluster. It
provides a perimeter security solution for Hadoop. The
second advantage is it supports various authentication
and token verification scenarios. It manages security
across multiple clusters and versions of Hadoop. It also
provides SSO solutions, and allows integrating other
identity management solutions such as LDAP, Active
Directory(AD),

III.
HADOOP SECURITY ISSUES
1. Fragmented Data Sets: Big Data clusters
contain data that allow multiple copies moving to-andfro various nodes ensuring redundancy and resiliency.
The data that is available for fragmentation and can be
shared across multiple servers more complexity is
added as a result of the fragmentation which poses a
security issue due to the absence of a security model.
2. Distributed Computing: the data source is not
fixed resources are processed where available, these
SAML based SSO and other SSO systems [6]. In [1]
author gives the brief details of present work in the
hadoop security work, Project Rhino provides an
integrated end-to-end data security solution to the
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4. Node-to-node communication: Hadoop don’t
implement secure communication; they use the RPC
(Remote Procedure Call) over TCP/IP.
5. Client Interaction: Communication of client
takes place with resource manager, data nodes. Clients
that have been compromised tend to propagate
malicious data or links to either service.
6. Virtually no security: for big data sacks there is
no security design. There is no security for common
web sites too.

Hadoop ecosystem. It provides a token based
authentication and SSO solution. It offers Hadoop
crypto codec framework and crypto codec
implementation to provide block level encryptionfor
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the data stored in Hadoop. It supports key
distribution and management so that MR can
decrypt data block and execute the program as per
requirement. It also enhances the security of HBase
by offering cell level authentication and transparent
encryption for table stored in Hadoop. It supports
audit logging framework for easy audit trails.
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Abstract: An autonomous robot is a machine able to extract

uses evolution as a tool to create increasingly better robot

information from its environment and use knowledge about its

controllers. Genetic algorithms, which are search algorithms

world to move safely in a meaningful and purposive manner. It

based on the principles of natural selection and natural

can operate on its own without a human directly controlling it.

genetics, are applied to evolve the robot’s controller prgram.

Robots can use different kinds of sensors to view their

Different programs are evolved and the best program is

environment and have actuators to perform actions in that

selected based on an evaluation of its performance. A question

environment. Several techniques from the field of Artificial

that is still under debate is whether the evaluation of the

intelligence, such as reinforcement learning, neural networks

control program is more efficient when performed with real

and genetic algorithms, can be applied to autonomous robots

robots in real-time or in simulation. Recently research has

in order to improve their performance. Common tasks of

been done on the co-evolution of robot controller and body

mobile robots are mapping the environment, localization of the

configuration.

robot’s position within that environment and navigating
through it. Multiple robots can perform tasks more efficient
because they can work in parallel, but one has to be careful not
to let the robots interfere in each other’s work. The popular
behavior-based robotics approach combines specific behaviors
defined in the control system of a robot to perform tasks.
Animal behavior serves as an inspiration source for
behaviorbased robotics. Pure behaviors consist of stimuli from
the robots’ sensors that evoke a motor response. Hybrid
behaviors also include knowledge in the form of maps or use
forms

of

deliberative

reasoning.

A new approach in robotic control is evolutionary robotics that
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Keywords- Domestic Roberts, AI reasoning method,
Behavior based System, Computer vision for other robotic
Application.
I. Introduction
Robotics is an interdisciplinary integrative field, at the
confluence of several areas, ranging from mechanical and
electrical engineering to control theory and computer science,
with recent extensions toward material physics, bio
engineering or cognitive sciences. The AI–Robotics
intersection is very rich. It covers issues such as:
• deliberate action, planning, acting, monitoring and goal
reasoning,
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• perceiving, modeling and understanding open environments,
•
interacting
with
human
and
other
robots,
• learning models required by the above functions,
• integrating these functions in an adaptable and resilient
architecture.
Robotics has always been a fertile inspiration paradigm for AI
research, frequently referred to in its literature, in particular in
the above topics. The early days of AI are rich in pioneering
projects fostering a strong AI research agenda on robotics
platforms. Typical examples are Shakey at SRI [85] and the
Stanford Cart in the sixties, or Hilare at LAAS [36] and the
CMU Rover [70] in the seventies. However, in the following
decades the two fields developed in diverging directions;
robotics expanded mostly outside of AI laboratories.
Hopefully, a revival of the synergy between the two fields is
currently being witnessed. This revival is due in particular to
more mature techniques in robotics and AI, to the
development of inexpensive robot platforms with more
advanced sensing and control capabilities, to a number of
popular competitions, and to a better understanding of the
scientific challenges of machine intelligence, to which we
would like to contribute here. This revival is particularly
strong in Europe where a large number of groups is actively
contributing to the AI–Robotics interactions. For example, out
of the 260 members of the Euron network, 1 about a third
investigate robotics decision and cognitive functions. A
similar ratio holds for the robotics projects in FP6 and FP7
(around a hundred). Many other European groups not within
Euron and projects outside of EU programs are equally
relevant
to
the
AI
and
Robotics
synergy.
This focused perspective on deliberative capabilities in
robotics cannot pay a fair tribute to all European actors of this
synergy. It illustrates however several contributions from a
few groups throughout Europe. 2 Its ambition is not to cover a
comprehensive survey of deliberation issues, and even less of
the AI–Robotics intersection. In the limited scope of this
special issue, we propose a synthetic view of deliberation
functions. We discuss the main problems involved in their
development and exe amplify a few approaches that addressed
these problems. This “tour d’horizon” allows us to advocate
for a broad and integrative view of deliberation, where
problems are b e yond search in planning, and beyond the op
en-lo op triggering of commands in acting. We hop e through
this perspective to strengthen the AI–Robotics synergies. The
outline of the paper is the following: five deliberation
functions are introduced in the next section; these are
successively addressed through illustrative contributions;
section 8 is devoted to architecture problems , followed by a
conclusion.
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II. RELATED WORK
Deliberation refers to purposeful, chosen or planned actions,
carried out in order to achieve some objectives. Many robotics
applications do not require deliberation capabilities, e.g., fixed
robots in manufacturing and other well-mo deled
environments; vacuum cleaning and other devices limited to a
single task; surgical and other teleoperated robots.
Deliberation is a critical functionality for an autonomous robot
facing a variety of environments and a diversity of tasks.
MonitorinGoalReasoningActingPerceivingModels,
data,
andknowledgebasesEnvironmentUserPlanning
Robot’sPlatform
Fig. 1. Schematic view of deliberation functions.
Several functions can be required for acting deliberately. The
frontiers between these functions may depend on specific
implementations and architectures, but it is clarifying to
distinguish the following five deliberation functions,
schematically
depicted
in
figure
1:
• Planning: combines prediction and search to synthesize a
trajectory in an abstract action space, using predictive models
of
feasible
actions
and
of
the
environment.
• Acting: implements on-line close-loop feedback functions
that process streams of sensors stimulus to actuators
commands in order to refine and control the achievement of
planned
actions.
• Perceiving: extracts environment features to identify states,
events, and situations relevant for the task. It combines
bottom-up sensing, from sensors to meaningful data, with topdown focus mechanisms, sensing actions and planning for
information
gathering.
• Monitoring: compares and detects discrepancies between
predictions and observations, performs diagnosis and triggers
recovery
actions.
• Goal reasoning: keeps current commitments and goals into
perspective, assessing their relevance given observed
evolutions, opportunities, constraints or failures, deciding
about commitments to be abandoned, and goals to be updated.
These deliberation functions interact within a complex
architecture (not depicted in Fig. 1) that will be discussed
later. They are interfaced with the environment through the
robot’s platform functions, i.e., devices offering sensing and
actuating capabilities, including signal processing and lowlevel control functions. The frontier between sensory-motor
functions and deliberation functions depends on how variable
are the environments and the tasks. For example, motion
control along a predefined path is usually a platform function,
but navigation to some destination requires one or several
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deliberation skills, integrating path planning, localization,
collision avoidance, etc.
Learning capabilities change this frontier, e.g., in a familiar
environment a navigation skill is compiled down into a lowlevel control with precached parameters. A metareasoning
function is also needed for trading off deliberation time for
action time: critical tasks require careful deliberation, while
less important or more urgent ones may not need, or allow for,
more than fast approximate solutions, at least for a first
reaction.
III. MOTIVATION
The robot’s motivational system is composed of three interrelated subsystems. One subsystem implements the robot’s
drives, another implements its emotions, and the last
implements its facial expressions. Although the expressive
skills are implemented in the motor system, here we consider
them as part of the motivational system. We also present
relevant aspects of the behavior system. We present the design
specification of each subsystem in the remainder of this
section. Motivations establish the nature of a creature by
defining its needs and influencing how and when it acts to
satisfy them. The “nature” of my robot is to learn in a social
environment. All drives, emotions, and behaviors are
organized such that the robot is in a state of homeostatic
balance when it is functioning adeptly and is in an
environment that affords high learning potential. This entails
that the robot be motivated to engage in appropriate
interactions with its environment (i.e. the caretaker), and that it
is neither under-whelmed or over-whelmed by these
interactions. The Drive Subsystem: For an animal, adequately
satisfying its drives is paramount to survival. Similarly, for my
robot, maintaining all its drives within their homeostatic
regime is a never-ending, all important process. So far, the
robot has four basic drives. They are as follows: • Social drive:
One drive is to be social, i.e. to be in the presence of people
and to be stimulated by people. This is important for biasing
the robot to learn in a social context. On the under-whelmed
extreme the robot is lonely, i.e., it is predisposed to act in ways
to get into face to face contact with people. If left unsatiated,
this drive will continue to intensify toward the lonely end of
the spectrum. On the over-whelmed extreme, the robot is
asocial, i.e. it is predisposed to act in ways to disengage people
from face to face contact. The robot tends toward the asocial
end of the spectrum when a person is over-stimulating the
robot. This may occur when a person is moving to much, is
too close to the camera, an so on. • Stimulation drive: Another
drive is to be stimulated, where the stimulus can either be
generated externally by the environment or internally through
spontaneous self-play. On the under-whelmed end of this
spectrum, the creature is bored. This occurs if the creature has
been inactive or unstimulated over a period of time. With
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respect to learning, this drive also tends toward the bored end
of the spectrum if the current interaction becomes very
predictable for the robot. This biases the robot to engage in
new kinds of activities and encourages the caretaker to
challenge the robot with new interactions. On the overwhelmed part of the spectrum, the creature is confused. This
occurs when the robot receives more stimulation than it can
effectively assimilate, and predisposes the robot to reduce its
interaction with the environment, perhaps by closing its eyes,
turning its head away from the stimulus, and so forth. •
Security Drive. Much of what the robot learns are anticipatory
models of the effects of its actions on the world. If these
models hold true, the implication is that the the robot can use
these expectations to behave adeptly within the environment.
This drive plays an important role in regulating the robot’s
interaction with its environment where many (but not all) of
these models are effective in guiding behavior. By doing so,
the robot maintains an environment where it is competent yet
slightly challenged, i.e. it needs to modify its existing models
to better suit its environment or learn new ones. As time
passes and if left unsatiated, the drive tends toward the secure
end of the spectrum. This implies that the robot’s expectations
hold true for its interactions with the environment. If this is not
true, its consummatory behavior moves the drive toward the
insecure end..
IV. PROBLEM STATEMENT
In order to realize the long-term vision of intelligent co-robots
capable of competent proxemic interaction with humans, it is
important that our research community fully define the
problem space and articulate its inherent challenges. In
particular, we must recognize that many problems in the space
may not be computable or definable, and must determine ways
to address this challenge moving forward. This paper broadly
sketches six key challenges in the social co-robotics problem
space and suggests several paths toward solving them, such as
Wizardof-Oz constraints and problem satisfaction.
V. PROPOSED WORK
CONTROL CIRCUIT AND OPERATION While designing
the arm, emphasis was given on the simplicity of the control
circuit and design of the arm. The basic circuit connection
diagram, principle of operation, and procedure are described
below: A. Control Circuitry The basic control circuitry
consists of 3 pieces of DC motor, 2 pieces of Bidirectional
Motor Driver / H Bridge (L 293), 1 piece of Atmel 8051 series
89S52 microcontroller, 1 piece of 3 Terminal Voltage
regulators (7805) and 6 pieces of SPDT switches. For
plausible results the control circuitry is first simulated in
Proteus software. After successful simulation practical
implementations are made. The whole simulation is performed
and the software circuitry is imitated in the real life.
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A simple genetic algorithm

B. Operating Principle In this project we have to deal with 3-D
motion and we opted for cylindrical coordinates (r, θ, z) to
accomplish the purpose. We kept the locus of the arm a circle
with constant radius r. To take the target object to a different
location and different height we used the movement along two
coordinates (rotation along the circumference of the constant
radius circle by the desired angle θ and subsequent upward or
downward displacement along the z axis). To grab and release
the target object we designed a gripper with a movable
segment and two fixed segments that can hold the target object
in either direction (according to the width of the target object).
For moving along two coordinates (θ, z) and to change the
grip-width we used a DC motor in each case and coupled it
with simple pulley systems. The motor driver received the
signals from the microcontroller and performed accordingly.
For bidirectional rotation we have used H-bridge motor driver.
Decision Making Module:
Decision making module is the central layer of fault repair
architecture. Based on the report received from the evaluation
module and the policies from management policies module,
the scenario is analyzed and an appropriate action, for
replacement module, is decided.

VI. CONCLUSION
Autonomous robots facing a variety of open environments and
a diversity of tasks cannot rely on the decision making
capabilities of a human designer or teleoperator. To achieve
their missions, they have to exhibit complex reasoning
capabilities required to understand their environment and
current context, and to act deliberately, in a purposeful,
intentional manner. In this paper, we have referred to these
reasoning capabilities as deliberation functions, closely
interconnected within a complex architecture. We have
presented an overview of the state of the art for some of them.
For the purpose of this overview, we found it clarifying to
distinguish these functions with respect to their main role and
computational requirements: the perceiving, goal reasoning,
planning, acting and monitoring functions. But let us insist
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again: the border line between them is not crisp; the rational
for their implementation within an operational architecture has
to take into account numerous requirements, in particular a
hierarchy of closed loops, from the most dynamic inner loop,
closest to the sensory-motor signals and commands, to the
most “offline” outer loop. Consider for example the
relationship between planning and acting. We argued that
acting cannot be reduced to “execution control”, that is the
triggering of commands mapped to planned actions. There is a
need for significant deliberation to take place between what is
planned and the commands achieving it (Fig. 2). This acting
deliberation may even rely on the same or on different
planning techniques as those of the planner, but it has to take
into account different state spaces, action spaces and event
spaces than those of the planner. However, if we insisted to
distinguish these two levels, there is no reason to b elieve that
just two levels is the right numb er. There can b e a hierarchy
of planning–acting levels, each refining a task planned further
up into more concrete actions, adapted to the acting context
and foreseen events. It would b e convenient and elegant to
address this hierarchy within a homogeneous approach, e.g.,
HTN or AHP. But we strongly suspect that conflicting
requirements, e.g., for handling uncertainty and domain sp
ecific representations, favor a variety of representations and
approaches.
Many other op en issues, briefly referred to in this paper, give
rise to numerous scientific challenges. The relationship from s
ensing and acting to perceiving is clearly one of these bottle ne
ck problems to which more investigation efforts need to be
devoted. Acting in an op en world requires going from
anchoring to symbol grounding, from object recognition to
categorization. A development perspective is to make robots
query when needed and benefit from the growing wealth of
knowledge available over the web, within ontologies of textual
and symbolic relations, as well as of images, graphical and
geometric knowledge. Delib eration functions involve several
other op en issues that we have not discussed in this ove rview
,
among
which
the
noteworthy
problems
of:
• metareasoning: trading off deliberation time for acting time,
given how critical and/or urgent arethe context and tasks at
hand;
• interaction and social behavior that impact all functions
discussed here, from the perceiving requirements of a multimodal dialogue, to the planning and acting at the levels of task
sharing and plan understanding for multi-robots and man-robot
interaction;
• learning which is the only hope for building the models
required by deliberation functions and which has a strong
impact on the architecture that would permit to integrate these
functions and allow them to adapt to tasks and environments
the robot is facing. We believe that the AI–Robotics synergy is
becoming richer and more complex, and it remains today as
fruitful for both fields as it used to be in their early beginning.
We do hope that this overview will attract more practitioners
to the challenging problems of their intersection
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Abstract:Shadow detection in various real life scenarios
remained a challenging task. Shadow in traffic surveillance
system may misclassify the actual object, reducing the system
performance. There are many algorithms and methods that
help to detect a shadow in image. This paper is to provide
algorithm of self shadow detection using matlab. This paper
will serve as a quick reference for the researchers working in
same field.
Keywords
Shadow Detection, Shadow Removal, Surveillance System

I.INTRODUCTION
A shadow occurs when an object partially or totally
occludes direct light from a source of illumination. It can be
classified into two groups: self shadow and cast shadow. Self
shadow is the region of shadow which is projected on the
object where as cast shadow is the region of shadow which is
projected on the surface or background Fig. 1.). Again cast
shadow can be classified into two parts: umbra and penumbra.
The part of cast shadow where direct light cannot reach
completely due to obstruction by object is called umbra. The
part of cast shadow where direct light is not completely
blocked by object is called penumbra[2].

Fig.1. Geometrical property of shadow
Geometric property of shadow is very useful for shadow
extraction. There is single light source (Fig. 1.). Light is
obstructed by the object and shadow is formed. ABCD is self
shadow region.EDC is cast shadow region. The intensity of
self shadow pixels is lower than intensity of cast shadow

Geometric properties of shadow
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pixels. The intensity of directly illuminated part of object is
greater than both of cast shadow and self shadow pixels.
B.Spectral properties of shadow
The radiance of light Lr(λ,P), reflected at a given point P on a
surface in the 3D space is formulated as
Lr(λ,P)=La(λ)+Lp(λ,P)+Lc(λ,P)
(1)
Where La(λ),Lp(λ,P),Lc(λ,P)
are the ambient reflection
term, the body reflection term, and the surface reflection term
respectively, and λ is the wavelength. The ambient reflection
term does not vary with geometry because it is accounted for
all the light indirectly reflected among surfaces in the
environment In case of no direct light due to obstruction by an
object, the radiance of reflected light
Lrshadow(λ,P)= La(λ)
(2)
This represents the intensity of the reflected light at a point in
a shadow region.
C.Self and Cast Shadow

in the image, and the threshold is chosen between two peaks in
the grayscale histogram of the image data to separate the
shadow from the non-shadow region[4].
An application of area of shadow analysis is building height
estimation in aerial images. Buildings typically occlude the
sun light in the opposite direction of the sun azimuth angle,
hence, this situation results cast shadows beside them. Using
this shadow length,
as well as satellite and sun angles information, one could
estimate a buildings height. There are usually two fundamental
steps in building height estimation from shadow analysis.
Firstly, the shadow length is extracted. Then, as a second step,
the building height is calculated by using this data in addition
to satellite and sun angles. Shadow length could be calculated
as a distance from a detected corner to the related shadow
corner. However, relating the corners may not be simple and
also taking just one sample line might lead to errors; hence,
other approaches should be exploited searched. A robust
method is defined by Kim et al In this part, shadow length
calculation method is explained from the method in where the
shadow mask and projected shadow matching are achieved by
finding the saturation point of the pixels in the overlapped
region. Beside this approach, another approach could be
pursued, where the projected shadow region’s pixels are
examined with original shadow

Fig. 2: Different types of shadow[2]
OVERVIEW SHADOW DETECTION
Both cast and self shadow has different brightness value. The
brightness of all the shadows in an image depends on the
reflectivity of the object upon which they are cast as well as
the illumination from secondary light sources. Self-shadow
usually have a higher brightness than cast shadows since they
receive more secondary lighting from surrounding illuminated
objects [2].
Existing shadow detection method can be roughly categorised
into two groups.
 Model based method.
 Shadow-feature based method.
The first group uses prior information such as scene, moving
objectives and camera altitude to construct shadow models.
This group of methods is often used in some specific scene
conditions such as aerial image analysis and video monitoring.
The second group of methods identifies shadow areas with
information such as grey scale, brightness, saturation, and
texture. An improved algorithm exists that combines the two
methods. First, the Shadow areas are estimated according to
the space coordinates of buildings calculated from digital
surface models and the altitude and azimuth of the sun. Then,
to accurately identify a shadow, the threshold value is obtained
from the estimated grayscale value of the shadow areas.
However information such as scene and camera altitude is not
usually readily available. Consequently, most shadow
detection algorithms are based on shadow features. For
example, the shadow region appears as a low grayscale value
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The problem of detecting, processing and analyzing
shadows has been investigated within several research
domains. From an historical point of view, the first methods
for extracting shadows from images have been proposed in the
field of aerial image understanding. In this context, shadows
are generally detected as an aid in the recognition of objects
and for the estimation of some 3D parameters of the depicted
site, such as the height of buildings. With the spread of digital
images in the last decade, a new interest for the detection and
processing of shadows in images has recently emerged in
digital photography applications, such as color correction and
dynamic range compression, and content-based image
indexing applications. In the former case, identifying
illumination changes due to strong shadows can help in image
reproduction. In the latter case, shadows are analyzed as
illumination effects that can provide useful information for
indexing and retrieving images based on their content.
In the following, we present an overview of the different
techniques proposed in the literature to solve the shadow
detection problem. A first classification into two groups is
proposed: model-based methods and property-based methods.
Model-based techniques rely on models representing available
a priori knowledge of the geometry of the scene, of the
objects, and of the illumination direction. They typically
address frameworks which are different than that considered in
this thesis. Property based techniques identify shadows in a
wider range of scenes by exploiting a combination of shadows
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spectral and geometric properties.
A. Based on Intensity Information
A comparative study on the shadow detection methods,
based on Intensity information, based on photometric
invariants information, and color and statistical information
method, gray-scale pixel intensity value in the presence of
illumination changes fails to detect shadow region accurately.
Actually the pixel intensity value is susceptible to illumination
changes [2].
B. Based on Texture Information
Texture based methods rely on the fact that regions under
shadow keep most of their texture. These algorithms vary a lot
in implementation but in general they follow the same basic
steps: selection of candidate shadow regions and classification
of these regions as shadow or foreground based on the texture
correlation between frame and background. However, various
implementations use different sizes of regions to correlate
textures and also different correlation techniques. Texture
based methods offer great potential since textures are very
characteristic, robust to illumination changes, and independent
of colors. However, they are typically computationally
heavy[2].
C. Shadow detection using Segmentation
In the detection process shadow and non shadow regions are
separate by SVM classifier. This classification procedure is
used to implement in a supervised way by means of a support
vector machine (SVM), which showed the effectiveness in
data classification. The classification task is performed to
extract the features of the original image with the help of
wavelet transform. Initial level wavelet transform is applied on
each spectral band which consists of frequency features.
Morphological filters are introduced to deal with the problems
occurred and to improve the quality by their effectiveness and
to increase the capability in the shape preservation is
performed by the possibility to adapt them according to the
image filtering techniques (extracting the borders and shape of
the surface) [2].
D. Shadow Detection using Mask Construction
In this method, shadow image is considered in RGB color
space. Mask value will be automatically calculated to
grayscale image. Structuring element (SE) to burr the shadow
mask is considered. M. S. V. Jyothirmai et al. takes structuring
element SE 5x5 arrays of 0s or 1s. Initially this is 3x3 arrays in
existing approaches which yields blurred edges and producing
more light to shadowed pixels [2].
To overcome the problem they conduct no. of experiments on
shadow mask values and finally conclude SE as 5x5 array.
This method is easy to implement as it directly uses RGB
color space without any Laplacian or gradient transforms of
image. It accurately detects the shadow area in satellite
images. It detect the shadow area when texture color and
shadow color is different. But it cannot give accurate shadow
detection when color of background texture or object is similar
to the color of shadow area.
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E. Shadow Detection Using Color Information
To detect shadow pixels using the color information, first
the Hue-Saturation-Intensity (HSI) color space, extended
gradual C1C2C3 color space, YCbCr (Luminance, Chroma
Blue, and Chroma Red) color space and LAB color space.
These color features are selected due to their remarkable
difference between the shadows, background and object
pixels. The shadow pixels based on each of these calculated
features are detected separately. Then the results are combined
using a Boolean operator (logical AND) to construct the
shadow image based on the color information. Color spaces
represent colors with different vector values. One of the most
common examples is the RGB space where a pixel has three
values which represent the amount of red, green and blue.
These three values span a color space that can represent most
of the colors that can be detected with the human eye [2].

F. Shadow Detection Using the Edge Information
Edge detection is one of the most commonly used
operations in image analysis, and there are probably more
algorithms in the literature for enhancing and detecting edges
than any other single subject. Computer vision involves the
identification and classification of object and shadows in an
image, edge detections is an essential tool.
After converting the RGB color image into the HSI color
space, the extended gradual C1C2C3 and the YCbCr color
space, rough shadow-detected pixels are achieved using these
color information. But there are still misclassified pixels. To
detect missing pixels edge information is used . There are
various edge detection techniques i.e. Canny, Laplace, Prewitt,
Sobel edge detection. Basically edge detection techniques
identify points in a digital image where brightness changes
sharply or has discontinuity.
DETAILED ALGORITHM

This algorithm is easy to implement read color image,
convert it into RGB color space using median filter. Then
calculate the shadow ratio the calculate shadow mask using
different threshold value. It accurately detects the shadow
boundary of images. It detect the shadow area when texture
color and shadow color is different.
Algorithm:The standard sample image is taken as input.
Filter r, g, and b channel separately using media filter.
Calculate the shadow ratio using the following formula
Shadow ratio= 4/π * tan-1 [(b-g)/(b+g)]
Where b is blue component of color image
g is green component of color image
4) Find shadow mask using different threshold value.
5) Depending on shadow size calculate shadow boundary.
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Read color image

Like lowpass filtering, median filtering smoothes the image
and is thus useful in reducing noise. Unlike lowpass filtering,
median filtering can preserve discontinuities in a step function
and can smooth a few pixels whose values differ significantly
from their surroundings without affecting the other
pixels.Figure (5.21) shows a 1-D step sequence degraded by a
small amount of random noise. Figure (5.21) shows the result
after filtering with a lowpass filter whose impulse response is
a 5-point rectangular window. Figure (5.21) shows the result
after filtering with 5-point median filter. It is clear from the
figure that the step discontinuity is better preserved by the
median filter. Figure (5.21a) shows a 1-D sequence with two
values that are significantly different from the surrounding
points. Figures (b) and (c) show the result of a lowpass filter
and a median filter, respectively. The filters used in figure
(5.22) are the same as those used in figure(5.21). If the two
impulsive values are due to noise, the result of using a median
filter will be the reduce the noise. If the two values are part of
the signal, however, using the median filter will distort the
signal.

Filter r, g, and b channel
separately using media filter

Calculate shadow ratio

Shadow boundary

Shadow mask
Fig.3: Flow chart of algorithm

The filter we used to remove the "salt & pepper" type noise
was medfilt2(). However, as the "2" in the name indicates it's
for 2-D array, it won't work for RGB image unless we
decomposed each RGB channel and concatenate after the
filtering each channel.
Median Filtering
Median filtering is a nonlinear process useful in reducing
impulsive, or salt-and-pepper noise. It is also useful in
preserving edges in an image while reducing random noise.
Impulsive or salt-and pepper noise can occur due to a random
bit error in a communication channel. In a median filter, a
window slides along the image, and the median intensity value
of the pixels within the window becomes the output intensity
of the pixel being processed.For example, suppose the pixel
values within a window are 5,6, 55, 10 and 15, and the pixel
being processed has a value of 55. The output of the median
filter and the current pixel location is 10, which is the median
of the five values.
Fig 5:Median filter using two impulsive value

RESULTS

The result of the algorithm shown below in figures. This
sample input image has a dimension of 766 ×511 of size 79.6
KB. The algorithm calculates the shadow ratio then used the
shadows mask and detects the shadow boundary.

Fig.4 Median filter
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Fig.6 Sample input image

Fig.9 Shadow detecting image
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the way to the purchase event. Through large-scale data
analysis of query logs, we can create graphs between queries
and products, and between different products. For example,
Abstract :We show that the e-commerce domain can provide
the user who searches for “Verizon cell phones” might click
all the right ingredients for successful data mining and claim
on the Samsung SCH U940 Glyde product, and the LG
that it is a killer domain for data mining. We describe an
VX10000 Voyager. We now know the query is related to those
integrated architecture, based on our experience at Blue
two products, and the two products have a relationship to each
Martini Software, for supporting this integration. The
other since a user viewed (and perhaps considered buying)
architecture can dramatically reduce the pre-processing,
both.We can also mine data to understand user query intent.
cleaning, and data understanding effort often documented to
When a user searches for “Honda Civic”, are they searching
take 80% of the time in knowledge discovery projects. We
for a new car, or just repair parts of the car? Query intent
emphasize the need for data collection at the application server
detection comes from understanding the user, other users’
layer (not the web server) in order to support logging of data
searches, and the semantics of query terms.
and metadata that is essential to the discovery process. We
describe the data transformation bridges required from the
Product recommendation
transaction processing systems and customer event streams
(e.g., clickstreams) to the data warehouse. We detail the
Recommending similar products is an important part of eBay.
mining workbench, which needs to provide multiple views of
A good product recommendation can save hours of search
the data through reporting, data mining algorithms,
time and delight our users.
visualization, and OLAP. We conclude with a set of
Typical recommendation systems are built upon the principle
challenges.
of “collaborative filtering”, where the aggregated choices of
similar, past users can be used to provide insights for the
current user. We do this in our new product based experience.
Keywords:
Try viewing our Apple iPod touch 2nd generation page and
Data mining, e-commerce, web mining, business intelligence
scroll down — you’ll see that users who viewed this product
Introduction
also viewed other generations of the iPod touch and the iPod
In the last 15 years, eBay grew from a simple website for
classic.
online auctions to a full-scale e-commerce enterprise that
Discovering item similarity requires understanding product
processes petabytes of data to create a better shopping
attributes, price ranges, user purchase patterns, and product
experience.
categories. Given the hundreds of millions of items sold on
Data mining is important in creating a great experience at
eBay, and the diversity of merchandise on our website, this is
eBay. Data mining is a systematic way of extracting
a challenging computational task. Data mining provides
information from data. Techniques include pattern mining,
possible tools to tackle this problem, and we are always
trend discovery, and prediction. For eBay, data mining plays
actively improving our approach to the problem.
an important role in the following areas:
Product search
When the user searches for a product, how do we find the best
results for the user? Typically, a user query of a few keywords
can match many products. For example, “Verizon Cell
phones” is a popular query at eBay, and it matches more than
34,000 listed items.
One factor we can use in product ranking is user click-through
rates or product sell-through rate. Both indicate a facet of the

popularity of a product page. In addition, user behavioral data
gives us the link from a query, to a product page view, and all
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Fraud detection
A problem faced by all e-commerce companies is misuse of
our systems and, in some cases, fraud. For example, sellers
may deliberately list a product in the wrong category to attract

user attention, or the item sold is not as the seller described it.
On the buy side, all retailers face problems with users using
stolen credit cards to make purchases or register new user
accounts.
Fraud detection involves constant monitoring of online
activities, and automatic triggering of internal alarms. Data
mining uses statistical analysis and machine learning for the
technique of “anomaly detection”, that is, detecting abnormal
patterns in a data sequence.
Detecting seller fraud requires mining data on seller profile,
item category, listing price and auction activities. By
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combining all of this data, we can have a complete picture and
fast detection in real time.
Business intelligence
Every company needs to understand its business operation,
inventory and sales pattern. The unique problem facing eBay
is its large and diverse inventory. eBay is the world’s largest
marketplace for buyers and sellers, with items ranging from
collectible coins to new cars. There is no complete product
catalog that can cover all items sold on eBay’s website. How
do we know the exact number of “sunglasses” sold on eBay?
They can be listed under different categories, with different
titles and descriptions, or even offered as part of a bundle with
other items.
E-commerce is growing fast, and with this growth companies
are willing to spend more on improving the online experience.
In Commerce Software Takes Off [1], the authors from
Forrester Research wrote that online business to consumer
retail spending in 1999 was $20.3 billion and estimated to
grow to $144 billion by 2003. Global 2500 companies will
spend 72% more on e-commerce in 2000 than they did in
1999. Existing sites are using primitive measures, such as page
views, but the need for more serious analysis and
personalization is growing quickly with the need to
differentiate. In Measuring Web Success [2], the authors claim
that "Leaders will use metrics to fuel personalization" and that
"firms need web intelligence, not log analysis." Data Mining
tools aid the discovery of patterns in data.1 Until recently,
companies that have concentrated on building horizontal data
mining modeling tools, have had little commercial success.
Many companies were bought, including the acquisition of
Compression Sciences by Gentia for $3 million, HyperParallel
by Yahoo for about $2.3 million, Clementine by SPSS for $7
million, and Thinking Machines’s Darwin by Oracle for less
than $25 million. Recently, a phase shift has occurred in the
valuation of such companies, and recent acquisitions have
given rise to valuations 10 to 100 times higher. KD1 was
acquired by Net Perceptions for $116M, RightPoint
(previously DataMind) was acquired by E.piphany for $400M,
DataSage was acquired by Vignette for $577M, and NeoVista
was acquired by Accrue for $140M. The shift in valuations
indicates wider recognition of the value of data mining
modeling techniques for e-commerce. 1 In this paper, we use
the term data mining to denote the wider process, sometimes
called knowledge discovery, which includes multiple
disciplines, such as preprocessing, reporting, exploratory
analysis, visualization, and modeling

[2] Eric Schmitt, Harley Manning, Yolanda Paul, and Joyce Tong, Measuring
Web Success, Forrester Report, November 1999.
[3] Gregory Piatetsky-Shapiro, Ron Brachman, Tom Khabaza, Willi
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[4] Ralph Kimball, The Data Warehouse Toolkit: Practical Techniques for
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Developing, and Deploying Data Warehouses, John Wiley & Sons, 1998.
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Abstract: As we all know that Cybercrime has been one of
the common practices made by the computer expert. In this
paper I have mentioned some of the impact of the cybercrime.
Cybercrime is that activities made by the people for destroying
organization network, stealing others valuable data,
documents, hacking bank account and transferring money to
their own and so on. My paper gives detailed information
regarding cybercrime, its types, modes of cybercrime and
security measures including prevention to deal effectively with
cybercrime...Finally I will go for the research on the crime
made by the misuse of cybercrime in some of the field and
areas like in Financial crimes, Cyber pornography, Online
gambling, Intellectual Property crimes, Forgery, Cyber
Defamation, Cyber stalking, Email spoofing, Email bombing,
Denial of Service attack, Salami attacks, Virus / worm attacks,
Web jacking, Data diddling etc. and also try to find which
type of cybercrime is most practice in the world and finally I
will get the main objective of my term paper. Like this my
term paper will be completed.

several decades.before the widespread use of data processing
equipment ,the security of information felt to be valuable to an
organization was provided.

II.

Principle
a.

Cyber Attacks Are Indirect. The cyber
domain is basically an incorporeal network
of information. It transmits bits of
information (essentially “1s” and “0s”)
across geographic boundaries at amazing
speeds, allowing access to information at a
distance.

b.

Cyberspace Is Everywhere. The Department
of Homeland Security has identified 18
sectors of the economy as the nation’s
critical infrastructure and key resources.As
one would expect of a comprehensive list, it
covers everything from transportation to the
defense industrial base. It also includes
energy, financial systems, water, agriculture,
and telecommunications.

Keywords— Network security, cyber attacks, confidential
data sharing, online transaction, data sharing.
III.
I.

a.

INTRODUCTION

Computer crime, cybercrime, e-crime, hi-tech crime or
electronic crime generally refers to criminal activity where a
computer or network is the source, tool, target, or place of a
crime. Computer crime encompasses a broad range of
potentially illegal activities. Generally, however, it may be
divided into one of two types of categories a)crimes that target
computer networks or devices directly b)crimes facilitated by
computer networks or devices, the primary target of which is
independent of the computer network or device. Signatures.
For the first few decades of their existence, computer networks
were primarily used by university researchers for sending email and by corporate employees for sharing printers. Under
these conditions, security did not get a lot of attention. But
now, as millions of ordinary citizens are using networks for
banking, shopping, and filing their tax returns, network
security is looming on the horizon as a potentiallymassive
problem.The equirements of information security within an
organisation have undergone two major changes in the last
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PASSWORD RESET

Typically done via secret questions and email
to preferred email account
Mother’s maiden name?
Father’s middle name?
Favorite pet’s name?
etc
“As detailed in the postings, the Palin hack didn’t require
any real skill. Instead, the hacker simply reset Palin’s
password using her birthdate, ZIP code and information
about where she met her spouse — the security question on
her Yahoo account, which was answered (Wasilla High) by
a simple Google search.”
G. Password reset on preferred email account itself done via
secret questions
b.

Conundrum

REAL ANSWERS EASY TO REMEMBER BUT DISCOVERABLE VIA
GOOGLE.FALSE ANSWERS HARD TO REMEMBER BUT SAFE FROM
GOOGLE IN THE YEAR 2025
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Privacy: Expectation (and delivery) of privacy is close to
zero
E-Commerce security: Close to perfect
National and corporate security: The nation-state threat
should be better contained. The asymmetric non-nationstate threat will remain.

Past, Present
Cyber security is a young and immature field. The
attackers are more innovative than defenders. Defenders are
mired in FUD (fear, uncertainty and doubt) and fairy tales.
Attack back is illegal or classified
Future
Cyber security will become a scientific discipline. Cyber
security will be application and technology centric. Cyber
security will never be “solved” but will be “managed”. Attack
back will be a integral part of cyber security.
NETWORKING SYSTEM
Security is a broad topic and covers a multitude of sins. In its
simplest form, it is concerned with making sure that nosy
people cannot read, or worse yet, secretly modify messages
intended for other recipients.
Secrecy:
Only the sender and intended receiver should be able to
understand the contents of the transmitted message. Because
eavesdroppers may intercept the message, this necessarily
requires that the message be somehow encrypted (disguise
data) so that an intercepted message can not be decrypted
(understood) by an interceptor. This aspect of secrecy is
probably the most commonly perceived meaning of the term
"secure communication." Note, however, that this is not only
a restricted definition of secure communication , but a rather
restricted definition of secrecy as well.
Authentication:
Both the sender and receiver need to confirm the identity of
other party involved in the communication to confirm that
the other party is indeed who or what they claim to be. Faceto-face human communication solves this problem easily by
visual recognition. When communicating entities exchange
messages over a medium where they cannot "see" the other
party, authentication is not so simple. If someone calls on the
phone claiming to be your bank and asking for your account
number, secret PIN, and account balances for verification
purposes, don’t share.
Message Integrity:
Even if the sender and receiver are able to authenticate each
other, they also want to insurethat the content of their
communication is not altered, either maliciously or by
accident, in transmission. Extensions to the check summing
techniques that we encountered in reliable transport and data
link protocols
Non-repudiation:
Non-repudiation deals with signatures
Having established what we mean by secure communication,
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let us next consider exactly what is meant by an "insecure
channel." What information does an intruder have access to,
and what actions can be taken on the transmitted data?
Alice, the sender, wants to send data to Bob, the receiver. In
order to securely exchange data, while meeting the
Requirements of secrecy, authentication, and message
integrity, Alice and Bob will exchange both control message
and data messages (in much the same way that TCP senders
and receivers exchange both control segments and data
Segments). All or some of these messages will typically be
encrypted. A passive intruder can listen to and record the
Control and data messages on the channel; an active intruder
can remove messages from the channel and/or itself add
messages into the channel.
NEW SIEMENS PRODUCTS
FOR ENHANCED CYBER SECURITY

Christoph Lehmann, from Siemens Germany, focused on
many of the new products and services that Siemens is
currently developing (or has recently released) to improve
control system security. A few noteworthy ones are
mentioned here.
New Communications Processors (CP)
First, Siemens plans to address one of the biggest
vulnerabilities within the ICS space regarding the lack of
secure communication protocols and the lack of source and
destination authentication. They will do this with a family of
new communication processors (CP) that can be installed in
either the S7 PLC chassis or replace existing network interface
cards (NICs) located on various PCS7 computers such as the
Win CC/OS Servers and Clients.
This technology is critical to address the significant risk that is
introduced through such attack vectors as man-in-the-middle
attacks, replay attacks, and information leakage. It also
appears promising for securing legacy systems, as customers
are unlikely to rip and replace existing S7 products. We are
looking forward to more details.
Function Block Encryption
Along these lines, Siemens is also improving their STEP7 and
S7 programming environment with the introduction of
function block encryption. Specific details of this technology
were not disclosed, but Siemens explained that this
functionality will eliminate the possibility of a nonauthenticated application from modifying the code running
within the S7 controllers, or from an external agent from
modifying the STEP7 project files (both attack vectors used by
the Stuxnet worm in 2010).
New PCS7 Automation Firewall
Siemens will also be introducing a new PCS7 Automation
Firewall based on Microsoft's Threat Management Gateway
(TMG) technology. Most people see the value in
implementing firewalls within a hierarchical ICS architecture,
however, security audits today reveal that a large number of
organizations still have not implemented this technology.
Most security experts believe this lack of proper
implementation is due to one of two reasons:
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 End users believe that there is little risk from an "inside"
attack originating from the "protected business network";
 End users believe that firewalls are complex to configure
and maintain and an improperly configured firewall
could be worse than no firewall at all.
Siemens’ approach to the Automation Firewall helps address
these problems by offering an ICS-specific solution that can be
configured with straight-forward GUI tools. Obviously, we
are strong proponents of this approach, even if it is a potential
Torino Security competitor.
Our one concern is that we see that TMG continues Siemens’
position of leveraging the Microsoft Internet Security and
Acceleration (ISA) infrastructure used extensively in their
Security Concept documents of the past. However, Microsoft
is not a security product company and is definitely not focused
on the industrial controls market. We would be more
comfortable with a product not only developed by a securitybased enterprise, but also one that understands a little more
about control systems and their unique issues when compared
with traditional office IT.
Application Whitelisting
Siemens is part of a growing list of ICS vendors that see the
need to embed anti-malware software into their core products.
Such software focuses on permitting what is allowed, rather
than trying to block what is denied. This is referred to as
"application white listing", and provides the ability to detect
and protect event applications from the malicious payloads
that many attacks commonly drop on target hosts. Siemens
has partnered with McAfee and will be using the Application
Control which was the result of McAfee's acquisition of Solid
core in 2009.

output of the encryption process, known as the cipher text, is
then transmitted, often by messenger or radio. We assume that
the enemy, or intruder, hears and accurately copies down the
complete cipher text. However, unlike the intended recipient,
he does not know what the decryption key is and so cannot
decrypt the cipher text easily. Sometimes the intruder can not
only listen to the communication channel (passive intruder)
but can also record messages and play them back later, inject
his own messages, or modify legitimate messages before they
get to the receiver (active intruder). The art of breaking
ciphers, called cryptanalysis, and the art devising them
(cryptography) is collectively known as cryptology.
It will often be useful to have a notation for relating plaintext,
cipher text, and keys. We will use C = EK(P) to mean that the
encryption of the plaintext P using key K gives the ciphertext
C. Similarly, P = DK(C) represents the decryption of C to get
the plaintext again.
Two Fundamental Cryptographic Principles:
 Redundancy
The first principle is that all encrypted messages must contain
some redundancy, that is, information not needed to
understand the message.
Cryptographic principle 1: Messages must contain some
redundancy
 Freshness
Cryptographic principle 2: Some method is needed to foil
replay attacks
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Abstract: Cloud computing is a better way to run your
business. Instead of running your apps yourself, they run on
a shared data center.The underlying concept of cloud
computing dates back to 1960, when JohnMcCarthy opined
that "computation may someday be organized as a public
utility"; indeed it shares characteristics with service bureaus
that date back to the 1960s.The actual term "cloud" borrows
from telephony in that telecommunicationscompanies, who
until the 1990s primarily offered dedicated point-to-point
data circuits,began offering “VIRTUAL PRIVATE
NETWORK (VPN)” services with comparable qualityof
service but at a much lower cost.The cloud symbol was used
to denote the demarcation point between that whichwas the
responsibility of the provider from that of the user. Cloud
computing extends thisboundary to cover servers as well as
the network infrastructure.Cost is claimed to be greatly
reduced and capital expenditure is converted to
operational expenditure. Device and location independence
enable users to access systems using a webbrowser
regardless of their location or what device they are using.
Keywords- • Scalability, • Modifiable –, • Data logging –
Availability, Reliability.
Cloud computing is a recently developing paradigm of
distributed computing. Though it is not a new idea that
emerged just recently. In 1969 [16] L. Kleinrock anticipated,
“As of now, computer networks are still in their infancy. But
as they grow up and become more sophisticated, we will
probably see the spread of ’computer utilities’ which, like
present electric and telephone utilities, will service
individual homes and offices across the country.” His vision
was the true indication of today’s utility based computing
paradigm. One of the giant steps towards this world was
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taken in mid 1990s when grid computing was first coined to
allow consumers to obtain computing power on demand.
The origin of cloud computing can be seen as an evolution
of grid computing technologies. The term Cloud computing
was given prominence first by Google’s CEO Eric Schmidt
in late 2006 (may be he coined the term) [6]. So the birth of
cloud computing is very recent phenomena although its root
belongs to some old ideas with new business, technical and
social perspectives. From the architectural point of view
cloud is naturally build on an existing grid based
architecture and uses the grid services and adds some
technologies like virtualization and some business models.
In brief cloud is essentially a bunch of commodity
computers networked together in same or different
geographical locations, operating together to serve a number
of customers with different need and workload on demand
basis with the help of virtualization. Cloud services are
provided to the cloud users as utility services like water,
electricity, telephone using pay-as-you-use business model.
These utility services are generally described as XaaS (X as
a Service) where X can be Software or Platform or
Infrastructure etc. Cloud users use these services provided
by the cloud providers and build their applications in the
internet and thus deliver them to their end users. So the
cloud users don’t have to worry about installing,
maintaining hardware and software needed. And they also
can afford these services as they have to pay as much they
use. So the cloud users can reduce their expenditure and
effort in the field of IT using cloud services instead of
establishing IT infrastructure themselves. Cloud is
essentially provided by large distributed data centers. These
data centers are often organized as grid and the cloud is built
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on top of the grid services. Cloud users are provided with
virtual images of the physical machines in the data centers.
This virtualization is one of the key concept of cloud
computing as it essentially builds the abstraction over the
physical system. Many cloud applications are gaining
II. RELATED WORK
In the context of rural development cloud computing can
also be used to success for its centralized storage and
computing facility and utility based pay model. As per [3]
72.2% of total Indian population resides in rural areas.
According to the survey conducted by “Hole in the Wall
project” [11] computer literacy among boys and girls of age
group 8-14 in rural area varies across the regions of India. It
is 40- 50% in most of the regions. So the computer literacy
is not a concern in rural India and also in [11] it shown that
learning rate is pretty high for computer literacy. Agriculture
is India’s biggest employment source, accounting for 52%
employment in India [4]. And agricultural sector contributes
to 20% of country’s total GDP. So it is very important to
make a serious attempt to develop rural India. Rural
development can be in the form of education, agriculture,
health, culture or in any other fields. Now a days most of the
villages have some access to electricity and cellular phone.
So there is technical feasibility of establishing computer

systems. But the mentality of the people haven’t been
changed that much and that’s why the spread of personal
computer is not that much significant in the villages. We
think this growth rate can be enhanced if the computing
system is really cheap, easy to operate with minimum level
of knowledge, without upfront commitment and more
essentially if the system is helpful to enhance their life style.
The main aim of the system is to make the people in rural
areas to have access to recent technology and with the help
of the computing system enhance their standard of living
and also this would lead to a grater good o.
Decision Making Module:
Decision making module is the central layer of fault repair
architecture. Based on the report received from the
evaluation module and the policies from management
policies module, the scenario is analyzed and an appropriate
action, for replacement module, is decided.

deploy cloud computing for these social purposes. But they
can be addressed by detailed study in the subjec
address this hierarchy within a homogeneous approach, e.g.,

III. CONCLUSION

Cloud computing is a newly developing paradigm of
distributed computing. Virtualization in combination with
utility computing model can make a difference in the IT
industry and as well as in social perspective. Though cloud
computing is still in its infancy but its clearly gaining
momentum. Organizations like Google, Yahoo, Amazon are
already providing cloud services. The products like Google
App-Engine, Amazon EC2, Windows Azure are capturing
the market with their ease of use, availability aspects and
utility computing model. Users don’t have to be worried
about the hinges of distributed programming as they are
taken care of by the cloud providers. They can devote more
on their own domain work rather than these administrative
works. Business organizations are also showing increasing
interest to indulge themselves into using cloud services.
There are many open research 25 Cloud Computing issues
in this domain like security aspect in the cloud, virtual
machine migration, dealing with large data for analysis
purposes etc. In developing counties like India cloud
computing can be applied in the e-governance and rural
development with great success. Although as we have seen
there are some crucial issues to be solved to successful
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popularity day by day for their availability, reliability,
scalability and utility model. These applications made
distributed computing easy
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Abstract: The goal of computer vision is to form, imitate,

and to exceed human vision using computer software and
hardware at different levels. This has brought great
development in the agriculture field and fruit industries for
recognizing fruits from its background images for various
purposes like grading, defect recognition. In this paper
various computer vision based approaches are studied for
image segmentation of various Irregular shaped fruit images
(e.g. Banana, papaya, mango, tomatoes, strawberry etc).
Some of these approaches had considered an illumination
effect in which images were captured by providing specific
illumination and in some approaches images were captured
under natural illumination condition that may be individual
one for defect segmentation or in a bunch for Fruit detection
and counting (bananas and tomatoes). Study and discussion
of various references are carried out to enhance knowledge
about image segmentation techniques for various shape
fruit, their limitation and an enhancement to overcome them.
Various algorithm for image segmentation that have been
studied for proper segmentation of fruit images are K-means
clustering [10], Adaptive K-means, Fuzzy C-means [10],
TsNKm [14], Thresholding like Ostu thresholding [7],
Improved Thresholding [20]. These all approaches had
provided precise image segmentation to get the object of
interest more accurately.
Keyword:Index Terms— Clustering, Segmentation,
Thresholding

I.
Introduction
QUALITY of fruits becomes very essential for grading and
exporting purpose in agriculture field. Manually it became
more time consuming and tedious so there is necessity of
replacing this manual task. A machine vision replaces this
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manual task in which captured fruit images are needed. For
recognizing the fruits from those images became an
important task which is performed by an Image
segmentation process to separate out object of interest from
its background in fruit image.
Image segmentation partition an image into various parts.
This technique will provide all the relevant data about a
digital image. Various segmentation approaches are possible
in which are Thresholding based, clustering based, color
based and texture methods such as texture filters. An
effective approach to perform image segmentation includes
tools, and a comprehensive environment for analyzing a
data, visualizing, and developing an algorithm. For
segmenting images clustering and Thresholding based
approaches are mostly preferred. Thresholding -based
segmentation technique has received extensive interest from
researchers for many years. Image Thresholding is very
simple approach for partitioning background and
foreground. But Image Thresholding is the effective method
for the images having high contrast levels. Clustering based
approach separate out the groups of objects. The most wellknown and recognized crisp clustering method is K-means.
This method is also simple because it can easily classify
given data set or pixels through a certain number of clusters.
Although there are many enhanced segmentation methods
that have been developed over the past years, these extended
methods were not widely applied for irregular shaped fruit
images taken under natural environment. This is because,
these methods are sensitive to the variation of color intensity
influenced by the sunlight illumination.
New algorithm is required to segment Irregular Shape
Fruit Images under Natural Illumination. This algorithm
may be performed by using the combination of Improved
Thresholding and Adaptive K-means with some
modifications.
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II.

RELATED WORK

In computer vision, image segmentation is dividing an
image into multiple parts in the form of pixel. Many
techniques can segment images accurately when they are
captured under proper illumination, but had difficulty in
segmenting those images when they are captured in outdoor
environment. In many papers illumination for capturing
images were kept at negligence [1- 5]. But in some of the
paper illumination had given a priority because proper
illumination provide correct segmentation. And this was
provided by placing a light source to eliminate the effect of
Camera Flash and to have constant illumination [6-13].
Some paper had referred the images that are captured under
natural light in daytime [14-20]. In this, the segmentation
approaches are modified to eliminate the light effect.
Segmentation for Fruit Analysis and Detection without
illumination
The segmentation of fruit images is mainly done for Fruit
detection and their analysis is performed for defect
segmentation on fruit. In [2] Shiv Ram Dubey had
considered diseased apple consist of various diseases such
as scab, rot, blotch and the defect segmentation were carried
out. Authors had used clustering based on K means
algorithm which uses 3 – 4 clusters to segment. In [3]
authors had used 3 segmentation methods for recognition
and classification of fruits. Color image processing and
image segmentation are the methods used for fruit
classification based on color. Classification based on Size
was processed by Regional descriptor method. Boundary
descriptor and feature extraction are used to classify based
on a shape of the fruit.
Segmentation performed by providing Illumination
To have more accurate segmentation of fruit images
proper illumination is needed. This segmentation approach
focuses on the papers that had provided illumination while
capturing images. The non- illumination changes light
intensity on the surface of the object, which results into a
low quality image segmentation. Hence a proper light source
is provided for uniform illumination which indirectly
reduces the effect of camera flash.
In [6] J.Ramprabhu & S.Nandhini had used K-mean
clustering algorithm for novel defect segmentation of
various fruits by using color features of the fruits. Authors
have basically used grey scale image to reduce the effect of
light and prediction of size of fruit. To avoid shadow, two
annular lights are used to supply well- distributed light. For
large scale production an additional arrangement was done
in their proposed system. In [8] Sanjay Chaudhary, Bhavesh
Prajapati had considered a banana fruit for quality analysis
and classified them as per the quality analyzed. For getting
uniform illumination a block was provided which include
camera, light and stand. Image segmentation was performed
for identification of banana and their classification using
artificial neural networks. For checking quality of bananas
different characteristics were considered which were based
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on external appearance of banana & then feature extraction
was done.
In [11] D. I. Amarasinghe and D. U. J. Sonnadara had
used RGB and OHTA colour space based algorithm for
image segmentation of papaya. Special attention was given
on lighting condition, two screens were placed to block the
illumination lights which was directly falling on the fruits
surface and to reduce the effect of reflected light falling on
the camera view. There is a relevant relation between the
surface colours of fruits with their maturity level. And by
considering this relation segmentation was performed to
detect the yellow colour on the surface of the papaya fruit.
As the yellow colour appeared on the surface of papaya
indicates the perfect ripeness to grade.
Segmentation approach in Natural Illumination
Segmentation of fruit images in natural illumination is
necessary in order to utilize this approach for separating
fruit images present in crop or on a tree. Providing
illumination arrangement at such a field is a difficult task,
hence this approach is performed to overcome this
obscurity. Various segmentation algorithms are modified to
eliminate the illumination effect which was the drawback of
basic segmentation technique such as Otsu, K-means, and
FCM. Due to these approach images can be captured under
natural environment as most of the fruit detection technique
prefer images of fruit tree or crop which are present on field
where light source arrangement become difficult.
In [14] image of circular shaped fruit captured under
natural illumination and are segmented accurately. Hamirul
Aini Hambali, Hazaruddin Harun had used an improved
clustering based segmentation algorithm which effectively
works on images captured in natural environment. They had
used IF – THEN rule which uses two algorithm improved
Thresholding for the black objects and adaptive k means for
the colored fruit images. In [17] clustering based algorithm
is used i.e. an improved clustering based adaptive k means.
The approach used in this paper has improved efficiency and
accuracy over k-means and FCMs algorithm as these
methods are not that accurate when different illumination
condition occurs.
In [20] authors had proposed an algorithm i.e. improved
Thresholding-based segmentation which is integrated with
an inverse technique. Authors had compared this approach
along with other three segmentation method with ground
tooth image as shown in fig.1 and they had proved that this
improved approach is better than others when images were
taken in natural Environment. They have considered Rand
Index value (RI) for comparison.
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Fig.1 Ground Tooth image of an original image

FRUIT PROCESSING METHODS
The Otsu, K-means and FCM are three basic methods for
segmenting an image for different parameter. All the
segmentation methods uses the three main steps to segment
an image to have accurate and correct segmented image.
These steps are Image Attainment, Image pre-processing
and Image segmentation.
G. Image Attainment
In this step a good quality image of various fruit (e.g.
Banana, Papaya, and mango) is captured, where a digital
camera should be used with high resolution. These fruits
images can be captured under any illumination condition to
get realistic data. The RGB values of these images will be
stored.
H. Pre-processing of Image
All the RGB values of the images captured will be
resized. The resized value can be, 240 x 240, 320 x 320 or
640 X 640 pixels. This is required to keep the even intensity
of all pixel values which will prevent the consumption of
time.
I.

Segmentation of Image

In this step, Segmentation of various shape Fruit images
will divide the image into two part one containing unwanted
background and one which is required image of exact fruit.
This is an important step in segmentation. In this paper
various segmentation approaches are studied such as Kmeans clustering [10], Adaptive K-means, Fuzzy C-means
[10], TsNKm [14], Thresholding like Ostu thresholding [7],
Improved Thresholding [20] for various shaped fruits.

an image into several parts (regions) according to the
different realistic data of a digital image, for e.g. the
frequency response, Index value or the pixel value. A
variety of segmentation methods and their advancement are
performed to get more and more accurate segmented image.
These method are Thresholding method i.e. Otsu method [3,
7, 9, 12 and 20], Color based segmentation i.e. K-means
clustering [1, 2, 6, 10, 11, 13 and 17], Region based methods
[8], Edge based segmentation i.e. watershed algorithm [4,
18], Texture based Segmentation i.e. texture filter [19].
Some are the combination of above methods with
modification [8, 14 and 15] to perform more accurate
segmentation and to eliminate some of the drawbacks of
these methods.
I.

Thresholding Method – Otsu Method

Otsu's Thresholding method iterates through all the
possible threshold values and calculates a measure of spread
for the pixel levels on both side of the threshold, i.e. the
pixels that either falls in foreground or background. This
method operates directly on the gray level histogram, so it’s
fast.
In [12] Image Thresholding had classified grayscale
pixels into two categories for foreground and for
background resulting in a binary format image by keeping
the intensity values different in each image. But global
threshold value of images could not perform accurate
segmentation. In [20] Improved Thresholding method was
used to calculate threshold value automatically, and thus in
this researchers were able to extract objects of interest from
its background. In [9] also Thresholding method was used
for segmentation of bananas as this simple Thresholding is
more suitable for the same. In [7] quality of guava is
checked by using histogram based on color space. In this
histogram of hue were extracted. According to specific point
on histogram quality of guava is checked out.
II. Color based Segmentation – Data Clustering
The color based clustering specifies the centroid to
represent each cluster and base on the similarity with the
centroid of cluster it classifies the clusters. In [1, 2 and 6]
color based K-means clustering had been used for a novel
defect segmentation of fruit as this method is more suitable
for images containing blur boundary. In [10] author had
used FCM clustering for segmenting an image of apple fruit.
As K-means and FCM both methods are very sensitive to
find initial cluster values, this may produce different
segmentation results for images captured in natural
environment. In [17] an improved clustering based
segmentation is developed i.e. adaptive K-means which
overcome the limitation in[10]. An approach used in
adaptive K-mean clustering is to divide an image into subimages and then these sub-images were segmented
individually on the basis of local intensity values.

Fig.2 System flow of Image Segmentation
Image segmentation is used for classifying or clustering
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Region based Segmentation
Region-based segmentation is mainly assumes that the
neighboring pixels within one region have similar value.
This is basically pixel based segmentation. The procedure
followed region based segmentation is to compare one pixel
with its neighbors. If a similarity condition will be satisfied,
the pixel will be set that belongs to the cluster as one or
more of its neighbors.
In [8] Kyosuke Yamamoto, Wei Guo and other authors
had developed a method which accurately detects individual
intact tomato fruit in mature, immature and young stage on
plant. This method includes image segmentation which had
considered pixel based approach and had developed a GUI
application with which color pixel and its 8-neighbor pixels
was automatically extracted with a label such as “fruit”,
“leaf”, “stem” and “background”.
Edge based Segmentation
This segmentation method is generally based on edge in
an image that distinguishes object of interest from its
background. Some of the technique includes edge detection
method like gradient operators and Hilbert transform. And
some uses watershed algorithm using concept of edge. In
watershed algorithm, waterlines are found to separate out
the distinct regions.
In [18] segmentation approach was based on features of
Lingwu long jujubes like shapes and colors which segment
an image using color fusion technology and then abstract the
red and non-red areas. Because of the problem of adhesion
and occlusion phenomena, the watershed transformation was
used to combine distance and gradient algorithm which
solves the over-segmentation and under-segmentation
problem. For resolving the problem of over-segmentation
occurred in the watershed algorithm, marker approach was
used which connect the component belonging to the image.
It consists of two markers internal and external for the area
belongs to the object of interest and background
respectively. The marker selection was based on preprocessing in which the image was filtered using smoothing
filter. This filtering is useful in reducing the over
segmentation occur in watershed algorithm as shown in
fig.3. In [4] also Prabhishek Singh Ramneet Singh Chadha
had used image segmentation which was based on detecting
the edges and then performing the steps for segmentation
over it.

Fig.3 The filtering process in marker method
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Texture Method
For segmenting highly textures images, Grey level or
color pixel values are not sufficient. A spatial property of
texture is used to characterize a group of pixels. A local
measure of texture is computed over a neighborhood. In [19]
A.B. Payne, K.B. Walsh had developed an approach to
count mango fruit of individual tree, for this they had
captured images in a three day period. For these images,
they had segmented the pixels into fruit and background
pixels using color segmentation in the color ranges of RGB
and YCbCr and further performed texture segmentation
based on adjacent pixel variability.
Improved Algorithm
Many segmentation approaches were developed by
different authors who had worked for getting accurate
segmentation of fruit images in last many years. These
methods were not widely applied for fruit images captured
under natural illumination because some of the colour of
fruits is very sensitive to the variation in the colour intensity
influenced by sunlight. Therefore some new approaches
were developed to eliminate this limitation.
In [15] Abhisesh Silwal, Aleana Gongal, Manoj Karkee
had developed a machine vision system which identify red
apples in RGB of image captured in outdoor environment
and when they were in clusters. This approach is a fusion of
blob analysis and Circular Hough Transform (CHT) with
clustering algorithm to identify apples over the row sensor
platform. In [14] Hamirul’Aini Hambali and other had
developed an improved clustering based approach TsNKm
which is the combination of two algorithms improved
Thresholding and Adaptive K-means which work on
Circular shaped fruit images (like jatropha) captured under
the natural illumination. Hence the main objective is to
develop a system that will be able to segment the various
irregular shaped fruit images accurately captured under
natural environment.
DISCUSSION
This section discusses the pro and cons of various
techniques studied in various papers and improved
approaches developed to overcome those constraint.
When image segmentation is used to separate out the
object of interest and background, accuracy is an important
factor. In all segmentation method Image attainment is the
important task while capturing an image movement problem
has to solve [13]. When segmentation is done using k-mean
clustering, the selection of the proper centroid was more
difficult when images were captured under natural
environment. When segmentation carried out using FCM
then problem occur with non-uniform illumination. In both
these approaches initial cluster value is needed, but both are
sensitive to find initial cluster [2]. Adaptive K-means has
consistently produced the SI with the values more than 0.81
but not close to 0.9 and more [17] which shows less
accuracy with the approach used. The image analysis of
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agricultural products and analyzing images with accurate
external information were difficult [7]. Performing
segmentation approach for non- circular shaped object
accurately was not possible. Limited color fruit images such
as green, yellow and yellowish brown can only be
segmented [14]. When a system is developed for
segmentation using hardware, then for large scale basis,
requirement of hardware will be more which increases cost
of the system [6].
In any image segmentation technique, to get correct
and accurate segmented image or actual image, we used to
compare them with specific image by using the realistic data
of digital image (for e.g. the frequency response, Index
value or the pixel value) that shows the closeness to the
correct segmentation. This specific image can be a ground
truth image which is segmented manually to get accurate
image. Greater the value of this factor, accuracy will be
more. The various basic techniques such as Otsu, K-means,
and FCM give less accuracy but as improved algorithms
have been developed such as adaptive K-means, improved
clustering i.e. TsNKM the value of this factor was increased
which had increased accuracy as shown in fig 4. But due to
illumination effect and various shapes of fruits these
segmentation technique need to be modified.
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Abstract:In modeling and detecting jamming attacks against time-systems, where throughput is a standout amongst the most
critical wireless networks with applications to the smart grid. Inessential execution measurements to show the amount of
contrast to communication networks where packets-orientedinformation can be conveyed amid a time period, remote
metrics, such as packet loss and throughput are used to measure thesystems administration for digital physical frameworks goes
network performance, we introduce a new metric, messagefor offering solid and convenient message conveyance
invalidation ratio, to quantify the performance of time-critical
applications. In this Modeling approach the jammer who disturb the
delivery of message and gambler who attempt to win gamblingbetween physical gadgets. In such frameworks, an expansive
game. Therefore, by gambling-based modeling and real-timesum of correspondence activity is time basic (e.g., messages in
experiments, we ﬁnd that there exists a phase transitionpower substations have inactivity requirements going from 3
phenomenon for successful time-critical message delivery under ams to 500 ms.).
variety of jamming attacks. Based on analytical and experimental
results, we further design and implement the JADE (Jamming
Attack Detection based on Estimation) system to achieve efficient
and robust jamming detection for time-critical wireless networks)
Keywords—Performance modeling, Jamming attack
detection, wireless network, Time critical messaging, Smart
Grid Apllication.

Fig.1: System Architecture

I.Introduction:
The progression of today's remote innovations (e.g., 3G/4G
and Wi-Fi) has as of now conveyed critical change and
advantage to individuals' life, for example, omnipresent wireless Internet access, portable informing and gaming. Then
again, it likewise empowers another line of uses for
developing digital physical frameworks, specifically for the
savvy matrix [1], where remote systems have been proposed
for effective message conveyance in electric force bases to
encourage an assortment of insightful components, for
example, dynamic vitality administration, transfer assurance
and request reaction[2-4]. The Conventional correspondence
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In system Architecture, JADC system is used for detection of
jamming attacks in time critical wireless application, where the
sender send file or message and JADC system will check or the
attacks and then acknowledge to receiver with and without
jamming attacks which used to achieve efficiency of jamming
Detection.

II. Problem Statement:
In this paper, we present models for time-basic applications
and sticking assaults, and then characterize a metric, message
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Invalidation proportion for later examination. It is effectively
to utilize any gadget to handle it. The LLR test can without
much of a stretch send data flawlessly. We need to add to a
framework system assaults .It is a gathering of malevolent
stream.

sender and the receiver; the secret is required to coordinate the
used frequency channels or code sequences and must not be
known to an attacker. So we find out the problem of jammingresistant communication in scenarios in which the
communicating parties do not share secret keys.

III. Existing System

4. Paper Name: USD FH: Jamming-resistant Wireless
Communication using Frequency
Hopping with
Uncoordinated Seed Disclosure

The existing data services are based on packet-switched
networks. So, in conventional wireless networks, the affect of
jamming attacks is evaluated at the packet level such as packet
send/delivery ratio and the number of jammed packets, or at
the network level such as saturated network throughput.
However, packet-level and network-level metrics do not
directly reflect the latency constraints of message exchange in
time-critical applications. For example, 100% packet delivery
ratio does not necessarily mean that all messages can be
delivered on time to ensure reliable operations in a cyberphysical system.

IV. Literature Survey:
1. Paper Name: Optimal jamming attacks and network
defense policies in wireless sensor networks
M. Li, I. Koutsopoulos, and R. Poovendran [3], have regarded
manageable jamming assaults that are not hard to delivery and
difficult to identify and stand up, since they fluctuate from
brute force attacks. All together for the jammer to improve its
advantage, it requires knowing the system channel access
likelihood and number of neighbors of the monitor hub. As
needs be, the system requires knowing the jamming likelihood
of the jammer. We concentrate on the glorified instance of
flawless information by both the jammer and the system about
the method of each other, and the situation where the jammer
or the system does not have this learning. The letter is caught
by detailing and optimization issues.

2. Paper Name: The Feasibility of Launching and
Detecting Jamming Attacks in Wireless Networks
Wenyuan Xu, Wade Trappe, Yanyong Zhang and Timothy
Wood Shared [4], medium is used for building Wireless
network which is used for launching jamming style attacks.
These attacks is easily created by emitting radio frequency
signal that do not fall into MAC protocol. In this paper we
examine radio frequency attacks from two sides first is the
problem of conducting radio interference attacks wireless
network , second is the critical issue of detecting jamming
attacks
3.Paper Name: Efficient Uncoordinated FHSS Antijamming Communication
Mario Strasser , Christina Pöpper, Srdjan Cˇapkun [5], A
major anti-jamming communication techniques (such as FHSS
and DSSS) is their dependency on a secret shared by the
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An Liu, Peng Ning, Huaiyu Dai, Yao Liu [6], Spread
spectrum techniques such as Frequency Hopping(FH) and
Direct Sequence Spread Spectrum (DSSS) are widely used to
mitigate jamming attacks. The basic idea is to transmit each
DH key establishment message using a one-time pseudorandom hopping pattern and disclose the corresponding seed
in an uncoordinated manner before the actual message. When
the receiver and the sender use the same channel during seed
disclosure, the receiver can get the seed.

5. Paper Name: Robust detection of MAC layer denial-ofservice attacks in CSMA/CA wireless networks
A. L. Toledo and X. Wang [7] introducing a system for nonparametric identification technique for MAC layer DOS
assaults which does not obliged any change of the current
framework. The system is taking into account the M truncated
consecutive Kolmogorov Smirnov measurements, notice the
effective transmission also, the impacts of the incurable in the
system, and decides how reasonable the crashes are provided.
This system has a short identification idleness and high
recognition precision.

V. Types of Jammers
Jamming Attacks are classified depending on the different
characteristics these nodes posses.
Reactive Jammer This type of jammer is quiet until the
medium is idle and when it senses transmission on the medium
it starts injecting false data which avoids the legitimate user to
send data. These types of jammer are difficult to detect.
Non-reactive Jammer This type of jammer is not aware of
any behavior of legitimate nodes and transmits the radio
interference over the wireless channel following their own
jamming strategies like continually emits a radio signal or
continuously sends regular packets on the channel without any
gap between the packets.

VI. Related Work
We develop a gambling based model to derive the message
invalidation ratio of the time-critical application under
jamming attacks. We set up real-time experiments to validate
our analysis and further evaluate the impact of jamming
attacks on an experimental power substation network. Based
on our theoretical and experimental results, we design and
implement the JADE system (Jamming Attack Detection
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based on Estimation) to achieve efficient and reliable jamming
detection for power networks

VII. Conclusion
In this paper, we discussed the various techniques that can be
used to avoid the data loss and also to protect it till it reaches
its destination securely. Under the survey, the SCADA system
provides feasibility and benefits through the pilot projects and
the other system that provides the optimal jamming strategies
that exploit the weakness found in IEEE 802.11 MAC and
RAAs. Based on the analysis, we implemented a JADE system
at the application layer to achieve efficient and robust
jamming detection for power networks like smart grid
application
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Abstract:- Presented the 21st century vision of
computing
and identifies various IT paradigm
promising to diliver the computing as a utility; difine
the architecture for creating market oriented clouds and
computing atmosphere by leveraging technologies such
asvirtual machine.provides thoughts on market based
resource management strategies that encompass both
customer driven service management
and
computational risk management to sustain SLA
oriented resource
abbication. Cloud computing is
phrese used to discribe a varity of computing concept
that involve a large number of computers connected
througha real time communication networks such as
internet.cloud computing is a synonym for distributed
computing over a network.
I. INTRODUCTION
In 1969,Leonard Kleinrock, one of the chief scientists
of the original Agency research projects Agency
Network (ARPANET)project which seeded the “as of
now,computer networks are still in their infancy,but as
they goves become sophisticated,we will probably see
the spread of ‘computer utilities of present electric and
telephone utilities ,based on a service provision
anticipated the massive transformation of the entire
computing industryin the whereby computing services
will be readily available on demand ,like gas,and
telephony services available in todays society,service
users need to pay providers only when they access to
services platform as a service.cloud computing long
held dream of computing as a utility has the potential to
transform of the IT industry,making software even more
attractive as a service.”
Clouds aim to power the next generation data
centers by architecture network of virtual services that
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user are able to access and deploy application from
anywhere in demand at competitive costs depending
i=on users quality service managements it offers
significant benefit to IT companies by freeing them
level tasks of setting up basic hardware and
software.cloud computing has high potential to provide
infrastructure,service abilities required for harnessing
this business potential .
The business pottential of cloud computing is
recognised by server search firms including IDC
[Inernational Data corporation]which world wide
spending on cloud service will grow from 16 billion by
billion in 2012.many application making use of clouds
as catalysts or market makers that bring buyers and
sellers together.Cloud computing is definitely at the top
of the technology treand react of expectation in just 3-5
years.
II. EASE OF USE
Cloud computing paradigm that aims at delivering
hardware infrastructure andthe cloud Application as
services, which users can consume on a payper use
basis.Symbol traditionally represent the internet.cloud
computing refers to the practice of movingComputing
to the internet observe that “cloud computing refers to
both the applicationdelivered as services over the
business
III. ABBREVIATION AND ACRONYMS
Possible downtime. Cloud computing makes your small
business dependent on the reliability of your Internet
connection. When it's offline, you're offline. If your
internet service suffers from frequent outages or slow
speeds cloud computing may not be suitable for your
business. And even the most reliable cloud computing

Special Issue Tech-Ed 2016 (International Conference)

Page 167

service providers suffer server outages now and again.
(See The 10 Biggest Cloud Outages of 2013.)
2) Security issues. How safe is your data? Cloud
computing means Internet computing. So you should
not be using cloud computing applications that involve
using or storing data that you are not comfortable
having on the Internet. Established cloud computing
vendors have gone to great lengths to promote the idea
that they have the latest, most sophisticated data
security systems possible as they want your business
and realize that data security is a big concern; however,
their credibility in this regard has suffered greatly in the
wake of the recent NSA snooping scandals.
Cloud Computing Server
Small Business Servers
To Start a Small Business
Cloud Based CRM Solutions
Cloud POS
"Because large cloud computing companies have more
resources, he says, they are often able to offer levels of
security an average small business may not be able to
afford implementing on its own servers" (Outsource IT
Headaches to the Cloud (The Globe and Mail).
3) Cost. At first glance, a cloud computing application
may appear to be a lot cheaper than a particular
software solution installed and run in-house, but you
need to be sure you're comparing apples and apples.
Does the cloud application have all the features that the
software does and if not, are the missing features
important to you?
In the same article, Gartner also points out that the cost
savings of cloud computing primarily occur when a
business first starts using it. SaaS (Software as a
Service) applications, Gartner says, will have lower
total cost of ownership for the first two years because
SaaS applications do not require large capital
investment for licenses or support infrastructure. After
that, the on-premises option can become the costsavings winner from an accounting perspective as the
capital assets involved depreciate.
4) Inflexibility. Be careful when you're choosing a cloud
computing vendor that you're not locking your business
into using their proprietary applications or formats. You
can't insert a document created in another application
into a Google Docs spreadsheet, for instance. Also
make sure that you can add and subtract cloud
computing users as necessary as your business grows or
contracts.k
5) Lack of support. In These Issues Need to be Resolved
Before Cloud Computing Becomes Ubiquitous, (OPEN
Forum) Anita Campbell writes, "Customer service for
Web apps leaves a lot to be desired -- All too many
cloud-based apps make it difficult to get customer
service promptly – or at all. Sending an email and
hoping for a response within 48 hours is not an
acceptable way for most of us to run a business".
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In most cases, the desired level of security is established
withine a security agreement SLA also established the
price of services, and specified such as resoures
metering ,billing ,and pricing have to be implemented
charge users. Data centers are expensive to operate as
they consume huge amount of for instance, the
combined energy consumption of all data centers
equivalent to the power consumption of each republic.
Thses are the some of the key challenges that need to be
addressed for a successful adoption of the cloud
computin paradigm into the mainstream IT
industry.Cloud computing paradigm into the
mainstream the development of platform and services
that take full advantage of the cloud computing model
IV-FIGURE & TABLE:-
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I. INTRODUCTION
Mobile devices (e.g., smartphone, tablet pcs, etc) are
increasingly becoming an essential part of human life as
the most effective and convenient communication tools
not bounded by time and place. Mobile users accumulate
rich experience of various services from mobile
applications (e.g., iPhone apps, Google apps, etc), which
run on the devices and/or on remote servers via wireless
networks. The rapid progress of mobile computing (MC)
[1] becomes a powerful trend in the development of IT
technology as well as commerce and industry fields.
However, the mobile devices are facing many challenges
in their resources (e.g., battery life, storage, and
bandwidth) and communications (e.g., mobility and
security). The limited resources significantly impede the
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improvement of service qualities. Cloud computing (CC)
has been widely recognized as the next generation’s
computing infrastructure. CC offers some advantages by
allowing users to use infrastructure (e.g., servers,
networks, and storages), platforms (e.g., middleware
services and operating systems), and softwares (e.g.,
application programs) provided by cloud providers (e.g.,
Google, Amazon, and Salesforce) at low cost. In addition,
CC enables users to elastically utilize resources in an ondemand fashion. As a result, mobile applications can be
rapidly provisioned and released with the minimal
management
efforts
or
service
provider’s
interactions.With the explosion of mobile applications
and the support of CC for a variety of services for mobile
users, mobile cloud computing (MCC) is introduced as an
integration of cloud computing into the mobile
environment. Mobile cloud computing brings new types
of services and facilities for mobile users to take full
advantages of cloud computing.This paper presents a
comprehensive survey on mobile cloud computing.
Section II provides a brief overview of MCC including
definition, architecture, and its advantages. Section III
discusses the use of MCC in various applications. Then,
Section IV presents several issues that arise in MCC and
approaches to address the issues. Next, the future research
directions are outlined in Section V. Finally, we
summarize and conclude the survey in Section VI. The
list of acronyms appeared in this paper is given in Table I.

B. Mobile cloud applications move the computing power
and data storage away from mobile phones and into
the cloud, bringing applications and mobile computing
to not just smartphone users but a much broader range
of mobile subscribers”.Aepona describes MCC as a
new paradigm for mobile applications whereby the
data processing and storage are moved from the
mobile device to powerful and centralized computing
platforms located in clouds. These centralized
applications are then accessed over the wireless
connection based on a thin native client or web
browser on the mobile devices.

II. OVERVIE OF MOBILE CLOUD C OMPUTING
The term “mobile cloud computing” was introduced not
long after the concept of “cloud computing” launched in
mid-2007. It has been attracting the attentions of
entrepreneurs as a profitable business option that reduces
the development and running cost of mobile applications,
of mobile users as a new technology to achieve rich
experience of a variety of mobile services at low cost, and
of researchers as a promising solution for green IT [3].

B. Architectures of Mobile Cloud Computing

This section provides an overview of MCC including
definition, architecture, and advantages of MCC.

A. What is Mobile Cloud Computing?
The Mobile Cloud Computing Forum defines MCC as
follows : “Mobile Cloud Computing at its simplest,
refers to an infrastructure where both the data storage
and the data processing happen outside of the mobile
device.
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Fig. 2. Service-oriented cloud computing architecture

From the concept of MCC, the general architecture of
MCC can be shown in Fig. 1. In Fig. 1, mobile devices
are connected to the mobile networks via base stations
(e.g., base transceiver station (BTS), access point, or
satellite) that establish and control the connections (air
links) and functional interfaces between the networks and
mobile devices. Mobile users’ requests and information
(e.g., ID and location) are transmitted to the central
processors that are connected to servers providing mobile
network services. Here, mobile network operators can
provide services to mobile users as AAA (for
authentication, authorization, and accounting) based on
the home agent (HA) and subscribers’ data stored in
databases. After that, the subscribers’ requests are
delivered to a cloud through the Internet. In the cloud,
cloud controllers process the requests to provide mobile
users with the corresponding cloud services. These
services are developed with the concepts of utility
computing,
virtualization,
and
service-oriented
architecture (e.g., web, application, and database servers).
The details of cloud architecture could be different in
different contexts. For example, a four-layer architecture
is explained in [8] to compare cloud computing with grid
computing. Alternatively, a service- oriented architecture,
called Aneka, is introduced to enable developers to build
.NET applications with the supports of application
programming
interfaces
(APIs)
and
multiple
programming models [9]. [10] presents an architecture for
creating market-oriented clouds, and [11] proposes an
architecture for web- delivered business services. In this
paper, we focus on a layered architecture of cloud
computing (Fig. 2). This architecture is commonly used to
demonstrate the effectiveness of the cloud computing
model in terms of meeting the user’s requirements .
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Generally, a cloud computing is a large-scale distributed
network system implemented based on a number of
servers in data centers. The cloud services are generally
classiﬁed based on a layer concept (Fig. 2). In the upper
layers of this paradigm, Infrastructure as a Service (IaaS),
Platform as a Service (PaaS), and Software as a Service
(SaaS) are stacked. • Data centers layer: This layer
provides the hardware facility and infrastructure for
clouds. In data center layer, a number of servers are
linked with high-speed networks to provide services for
customers. Typically, data centers are built in less
populated places, with a high power supply stability and a
low risk of disaster.
• Infrastructure as a Service (IaaS): IaaS is built on top of
the data center layer. IaaS enables the provision of
storage, hardware, servers and networking components.
The client typically pays on a per-use basis. Thus, clients
can save cost as the payment is only based on how much
resource they really use. Infrastructure can be expanded
or shrunk dynamically as needed. The examples of IaaS
are Amazon EC2 (Elastic Cloud Computing) and S3
(Simple Storage Service).
• Platform as a Service (PaaS): PaaS offers an advanced
integrated environment for building, testing
Accepted in Wireless Communications and Mobile
Computing - Wileyand deploying custom applications.
The examples of PaaS are Google App Engine, Microsoft
Azure, and Amazon Map Reduce/Simple Storage Service.
• Software as a Service (SaaS): SaaS supports a software
distribution with speciﬁc requirements. In this layer, the
users can access an application and information remotely
via the Internet and pay only for that they use. Salesforce
is one of the pioneers in providing this service model.
Microsoft’s Live Mesh also allows sharing ﬁles and
folders across multiple devices simultaneously.
Although the cloud computing architecture can be divided
into four layers as shown in Fig. 2, it does not mean that
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the top layer must be built on the layer directly below it.
For example, the SaaS application can be deployed
directly on IaaS, instead of PaaS. Also, some services can
be considered as a part of more than one layer. For
example, data storage service can be viewed as either in
IaaS or PaaS. Given this architectural model, the users
can use the services ﬂexibly and efﬁciently.
C. Advantages of Mobile Cloud Computing
Cloud computing is known to be a promising solution for
mobile computing due to many reasons (e.g., mobility,
communication, and portability [13]). In the following,
we describe how the cloud can be used to overcome
obstacles in mobile computing, thereby pointing out
advantages of MCC. 1) Extending battery lifetime:
Battery is one of the main concerns for mobile devices.
Several solutions have been proposed to enhance the CPU
performance [14], [15] and to manage the disk and screen
in an intelligent manner [16], [17] to reduce power
consumption. However, these solutions require changes in
the structure of mobile devices, or they require a new
hardware that results in an increase of cost and may not
be feasible for all mobile devices. Computation ofﬂoading
technique is proposed with the objective to migrate the
large computations and complex processing from
resource-limited devices (i.e., mobile devices) to
resourceful machines (i.e., servers in clouds). This avoids
taking a long application execution time on mobile
devices which results in large amount of power
consumption. [18] and [19] evaluate the effectiveness of
ofﬂoading techniques through several experiments. The
results demonstrate that the remote application execution
can save energy signiﬁcantly. Especially, [18] evaluates
large-scale numerical computations and shows that up to
45% of energy consumption can be reduced for large
matrix calculation. In addition, many mobile applications
take advantages from task migration and remote
processing. For example, ofﬂoading a compiler
optimization for image processing [20] can reduce 41%
for energy consumption of a mobile device. Also, using
memory arithmetic unit and interface (MAUI) to migrate
mobile game components [21] to servers in the cloud can
save 27% of energy consumption for computer games and
45% for the chess game.
2) Improving data storage capacity and processing power:
Storage capacity is also a constraint for mobile devices.
MCC is developed to enable mobile users to store/access
the large data on the cloud through wireless networks.
First example is the Amazon Simple Storage Service
(Amazon S3) [22] which supports ﬁle storage service.
Another example is Image Exchange which utilizes the
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large storage space in clouds for mobile users [31]. This
mobile photo sharing service enables mobile users to
upload images to the clouds immediately after capturing.
Users may access all images from any devices. With
cloud, the users can save considerable amount of energy
and storage space on their mobile devices since all images
are sent and processed on the clouds. Flickr [23] and
ShoZu [24] are also the successful mobile photo sharing
applications based on MCC. Facebook [25] is the most
successful social network application today, and it is also
a typical example of using cloud in sharing images. MCC
also helps reducing the running cost for computeintensive applications that take long time and large
amount of energy when performed on the limitedresource devices. Cloud computing can efﬁciently support
various tasks for data warehousing, managing and
synchronizing multiple documents online. For example,
clouds can be used for transcoding [26], playing chess
[21], [27], or broadcasting multimedia services [28] to
mobile devices. In these cases, all the complex
calculations for transcoding or offering an optimal chess
move that take a long time when perform on mobile
devices will be processed quickly on the cloud. Mobile
applications also are not constrained by storage capacity
on the devices because their data now is stored on the
cloud. 3) Improving reliability: Storing data or running
applications on clouds is an effective way to improve the
reliability since the data and application are stored and
backed up on a number of computers. This reduces the
chance of data and application lost on the mobile devices.
In addition, MCC can be designed as a comprehensive
data security model for both service providers and users.
For example, the cloud can be used to protect copyrighted
digital contents (e.g., video, clip, and music) from being
abused and unauthorized distribution [29]. Also, the cloud
can remotely provide to mobile users with security
services such as virus scanning, malicious code detection,
and authentication [30]. Also, such cloud-based security
services can make efﬁcient use of the collected record
from different users to improve the effectiveness of the
services. In addition, MCC also inherits some advantages
of clouds for mobile services as follows: • Dynamic
provisioning: Dynamic on-demand provisioning of
resources on a ﬁne-grained, self-service basis is a ﬂexible
way for service providers and mobile users to run their
applications without advanced reservation of resources.
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both 3G network and cloud computing to increase data
processing speed and security level [33] based on PKI
(public key infrastructure). The PKI mechanism uses an
encryption-based access control and an over-encryption to
ensure privacy of user’s access to the outsourced data. In
[34], a 4PL-AVE trading platform utilizes cloud
computing technology to enhance the security for users
and improve the customer satisfaction, customer
intimacy, and cost competitiveness.
TABLE II APPLICATION CLASSES OF MCOMMERCE.
Application Classes Type Examples
Mobile ﬁnancial applications B2C, B2B Banks, brokerage
ﬁrms, mobile-user fees Mobile advertising B2C Sending
custom made advertisements according to user’s physical
location Mobile shopping B2C,B2B Locate/order certain
products from a mobile terminal B2C: Business to
Customer, B2B: Business to Business
• Scalability: The deployment of mobile applications can
be performed and scaled to meet the unpre- dictable user
demands due to ﬂexible resource provisioning. Service
providers can easily add and expand an application and
service without or with little constraint on the resource
usage. • Multi-tenancy: Service providers (e.g., network
operator and data center owner) can share the re- sources
and costs to support a variety of applications and large
number of users. • Ease of Integration: Multiple services
from different service providers can be integrated easily
through the cloud and the Internet to meet the users’
demands.
III. APPLICATIONS OF MOBILE CLOUD
COMPUTING
Mobile applications gain increasing share in a global
mobile market. Various mobile applications have taken
the advantages of MCC. In this section, some typical
MCC applications are introduced.
A. Mobile Commerce
Mobile commerce (m-commerce) is a business model for
commerce using mobile devices. The m- commerce
applications generally fulﬁll some tasks that require
mobility (e.g., mobile transactions and payments, mobile
messaging, and mobile ticketing). The m-commerce
applications can be classiﬁed into a few classes including
ﬁnance, advertising and shopping (Table II). The mcommerce applications have to face various challenges
(e.g., low network bandwidth, high com- plexity of
mobile device conﬁgurations, and security). Therefore, mcommerce applications are integrated into cloud
computing environment to address these issues. [32]
proposes a 3G E-commerce platform based on cloud
computing. This paradigm combines the advantages of
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B. Mobile Learning
Mobile learning (m-learning) is designed based on
electronic learning (e-learning) and mobility. How- ever,
traditional m-learning applications have limitations in
terms of high cost of devices and network, low network
transmission rate, and limited educational resources [35],
[36], [37]. Cloud-based m-learning applications are
introduced to solve these limitations. For example,
utilizing a cloud with the large storage capacity and
powerful processing ability, the applications provide
learners with much richer services in terms of data
(information) size, faster processing speed, and longer
battery life. [38] presents beneﬁts of combining mlearning and cloud computing to enhance the
communication quality between students and teachers. In
this case, a smartphone software based on the open source
JavaME UI framework and Jaber for clients is used.
Through a web site built on Google Apps Engine,
students communicate with their teachers at anytime.
Also, the teachers can obtain the information about
student’s knowledge level of the course and can answer
students’ questions in a timely manner. In addition, a
contextual m-learning system based on IMERA platform
[39] shows that a cloud-based m-learning system helps
learners access learning resources remotely. Another
example of MCC applications in learning is “Cornucopia”
implemented for researches of undergraduate genetics
students and “Plantations Pathﬁnder” designed to supply
information and provide a collaboration space for visitors
when they visit the gardens [40]. The purpose of the
deployment of these applications is to help the students
enhance their understanding about the appropriate design
of mobile cloud computing in supporting ﬁeld
experiences. In [41], an education tool is developed based
on cloud computing to create a course about image/video
processing. Through mobile phones, learners can
understand and compare different algorithms used in
mobile applications (e.g., de-blurring, de-noising, face
detection, and image enhancement).
C. Mobile Healthcare
The purpose of applying MCC in medical applications is
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to minimize the limitations of traditional medical
treatment (e.g., small physical storage, security and
privacy, and medical errors [42], [43]). Mobile healthcare
(m-healthcare) provides mobile users with convenient
helps to access resources (e.g., patient health records)
easily and quickly. Besides, m-healthcare offers hospitals
and healthcare organizations a variety of on-demand
services on clouds rather than owning standalone
applications on local servers. There are a few schemes of
MCC applications in healthcare. For example, [44]
presents ﬁve main mobile healthcare applications in the
pervasive environment.
Accepted in Wireless Communications and Mobile
Computing - Wiley
• Comprehensive health monitoring services enable
patients to be monitored at anytime and anywhere through
broadband wireless communications. • Intelligent
emergency management system can manage and
coordinate the ﬂeet of emergency vehicles effectively and
in time when receiving calls from accidents or incidents. •
Health-aware mobile devices detect pulse-rate, blood
pressure, and level of alcohol to alert healthcare
emergency system. • Pervasive access to healthcare
information allows patients or healthcare providers to
access the current and past medical information. •
Pervasive lifestyle incentive management can be used to
pay healthcare expenses and manage other related charges
automatically . Similarly, [45] proposes @HealthCloud, a
prototype implementation of m-healthcare information
man- agement system based on cloud computing and a
mobile client running Android operating system (OS).
This prototype presents three services utilizing the
Amazon’s S3 Cloud Storage Service to manage patient
health records and medical images. • Seamless connection
to cloud storage allows users to retrieve, modify, and
upload medical contents (e.g., medical images, patient
health records and biosignals) utilizing web services and a
set of available APIs called REST. • Patient health record
management system displays the information regarding
patients’ status, related biosignals and image contents
through application’s interface. • Image viewing support
allows the mobile users to decode the large image ﬁles at
different resolution levels given different network
availability and quality. For practical system, a
telemedicine homecare management system [46] is
implemented in Taiwan to monitor participants, especially
for patients with hypertension and diabetes. The system
monitors 300 participants and stores more than 4736
records of blood pressure and sugar measurement data on
the cloud. When a participant performs blood
glucose/pressure measurement via specialized equipment,
the equipment can send the measured parameters to the
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system automatically, or the participant can send
parameters by SMS via their mobile devices. After that,
the cloud will gather and analyze the information about
the participant and return results. The development of
mobile healthcare clearly provides tremendous helps for
the participants. However, the information to be collected
and managed related to personal health is sensitive.
Therefore, [47], [48] propose solutions to protect
participant’s health information, thereby increasing the
privacy of the services. While [47] uses P2P paradigm to
federate clouds to address security
Accepted in Wireless Communications and Mobile
Computing - Wiley
issue, data protection and ownership, the model in [48]
provides security as a service on the cloud to protect
mobile applications. Therefore, mobile health application
providers and users will not have to worry about security
issue since it is ensured by security vendor.
D. Mobile Gaming
Mobile game (m-game) is a potential market generating
revenues for service providers. M-game can completely
ofﬂoad game engine requiring large computing resource
(e.g., graphic rendering) to the server in the cloud, and
gamers only interact with the screen interface on their
devices. [49] demonstrates that ofﬂoading (multimedia
code) can save energy for mobile devices, thereby
increasing game playing time on mobile devices. [21]
proposes MAUI (memory arithmetic unit and interface), a
system that enables ﬁne-grained energy-aware ofﬂoading
of mobile codes to a cloud. Also, a number of
experiments are conducted to evaluate the energy used for
game applications with 3G network and WiFi network. It
is found that instead of ofﬂoading all codes to the cloud
for processing, MAUI partitions the application codes at a
runtime based on the costs of network communication
and CPU on the mobile device to maximize energy
savings given network connectivity. The results
demonstrate that MAUI not only helps energy reduction
signiﬁcantly for mobile devices (i.e., MAUI saves 27% of
energy usage for the video game and 45% for chess), but
also improves the performance of mobile applications
(i.e., the game’s refresh rate increases from 6 to 13 frames
per second). [50] presents a new cloud-based m-game
using a rendering adaptation technique to dynamically
adjust the game rendering parameters according to
communication constraints and gamers’ demands. The
ren- dering adaptation technique mainly bases on the idea
to reduce the number of objects in the display list since
not all objects in the display list created by game engine
are necessary for playing the game and scale the
complexity of rendering operations. The objective is to
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maximize the user experience given the communications
and computing costs.
E. Other Practical Applications
A cloud becomes a useful tool to help mobile users share
photos and video clips efﬁciently and tag their friends in
popular social networks as Twitter and Facebook. MeLog
[51] is an MCC application that enables mobile users to
share real-time experience (e.g., travel, shopping, and
event) over clouds through an automatic blogging. The
mobile users (e.g., travelers) are supported by several
cloud services such as guiding their trip, showing maps,
recording itinerary, and storing images and video.
Accepted in Wireless Communications and Mobile
Computing - Wiley[52] introduces a mobile locationing
service allowing users to capture a short video clip about
the surrounding buildings. The matching algorithm run on
a cloud can use a large amount of information to search
for a location of these buildings. Also, One Hour
Translation [53] provides an online translation
servicerunningonthecloudofAmazonWebServices.OneHo
urTranslationhelpsmobileusers,especially foreign visitors,
receive the information translated in their language
through their mobile devices. A cloud becomes the most
effective tool when mobile users require searching
services (e.g., searching information, location, images,
voices, or video clips). • Keyword-based Searching: [54]
proposes an intelligent mobile search model using
semantic in which searching tasks will be performed on
servers in a cloud. This model can analyze the meaning of
a word, a phrase, or a complex multi-phase to produce the
results quickly and accurately. [55] presents an
application using the cloud to perform data searching
tasks for mobile users. [55] uses Dessy system [56] to ﬁnd
the users’ data, metadata, and context information through
desktop search (e.g., indexing, query, and index term
stemming, and search relevance ranking) and
synchronization techniques. • Voice-based Searching:
[57] proposes a search service via a speech recognition in
which mobile users just talk to microphone on their
devices rather than typing on keypads or touchscreens.
[57] introduces the AT&T speech mashup model that
utilizes web services and cloud computing environment to
meet the speech service demands of customers. This
model optimizes the data transmission in a mobile
network, reduces latency, and is ﬂexible in integrating
with other services. Several examples are demonstrated
(e.g., speak4it, iPizza, and JME local business search). •
Tag-based Searching: [58] introduces a photo searching
technique based on ontological semantic tags. Mobile
users search only recall parameters that are tagged on
images before such images are sent to a cloud. The cloud
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is used for storing and processing images for resourcelimited devices. The current service is designed for the
images stored on private cloud computing environment.
In the future, it is expected to expand for searching
images in a public cloud environment. In addition, there
are a mobile-cloud collaborative application [59] to detect
trafﬁc lights for the blind, a cloud computing framework
[60] to monitor different corners in a house through a
mobile device, and some efforts which integrate current
services (e.g., BitTorrent, and Mobile Social Network)
into the clouds as in [61], [62]. Thereby, we can recognize
that MCC is probably a prevailing technology trend with
numerous applications in the near future.
IV. ISSUES AND APPROACHES OF MCC
As discussed in the previous section, MCC has many
advantages for mobile users and service providers.
However, because of the integration of two different
ﬁelds, i.e., cloud computing and mobile networks, MCC
has to face many technical challenges. This section lists
several research issues in MCC, which are related to the
mobile communication and cloud computing. Then, the
available solutions to address these issues are reviewed.
A. Issues in Mobile Communication Side
1) Low Bandwidth: Bandwidth is one of the big issues in
MCC since the radio resource for wireless networks is
much scarce as compared with the traditional wired
networks. [63] proposes a solution to share the limited
bandwidth among mobile users who are located in the
same area (e.g., a workplace, a station, and a stadium) and
involved in the same content (e.g., a video ﬁle). The
authors model the interaction among the users as a
coalitional game. For example, the users form a coalition
where each member is responsible for a part of video ﬁles
(e.g.,
sounds,
images,
and
captions)
and
transmits/exchanges it to other coalition members. This
results in the improvement of the video quality. However,
the proposed solution is only applied in the case when the
users in a certain area are interested in the same contents.
Also, it does not consider a distribution policy (e.g., who
receives how much and which part of contents) which
leads to a lack of fairness about each user’s contribution
to a coalition. [64] considers the data distribution policy
which determines when and how much portions of
available bandwidth are shared among users from which
networks (e.g., WiFi and WiMAX). It collects user
proﬁles (e.g., calling proﬁle, signal strength proﬁle, and
power proﬁle) periodically and creates decision tables by
using Markov Decision Process (MDP) algorithm. Based
on the tables, the users decide whether or not to help other
users download some contents that they cannot receive by
themselves due to the bandwidth limitation, and how
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much it should help (e.g., 10% of contents). The authors
build a framework, named RACE (Resource-Aware
Collaborative Execution), on the cloud to take advantages
of the computing resources for maintaining the user
proﬁles. This approach is suitable for users who share the
limited bandwidth, to balance the trade-off between
beneﬁts of the assistance and energy costs. 2)
Availability: Service availability becomes more important
issue in MCC than that in the cloud computing with wired
networks. Mobile users may not be able to connect to the
cloud to obtain service due to trafﬁc congestion, network
failures, and the out-of-signal.
In [65], the authors describe a discovery mechanism to
ﬁnd the nodes in the vicinity of a user whose link to cloud
is unavailable. After detecting nearby nodes that are in a
stable mode, the target provider for the application is
changed. In this way, instead of having a link directly to
the cloud, mobile user can connect to the cloud through
neighboring nodes in an ad hoc manner. However, it does
not consider the mobility, capability of devices, and
privacy of neighboring nodes. [66] tries to overcome the
drawbacks of [65]. In particular, [66] proposes a WiFi
based multi-hop networking system called MoNet and a
distributed content sharing protocol for the situation
without any infrastructure. Unlike [65], this solution
considers moving nodes in the user’s vicinity. Each node
periodically broadcasts control messages to inform other
nodes of its status (e.g., connectivity and setting
parameters) and local content updates. According to the
messages, each node maintains a neighboring node list
and a content list and estimates role levels of other nodes
based on the disk space, bandwidth, and power supply.
Then, the nodes with the shortest hop length path and the
highest role level are selected as the intermediate nodes to
receive contents. Besides, the authors also consider
security issues for mobile clients when they share
information by using account key (to authenticate and
encrypt the private content), friend key (to secure channel
between two friends), and content key (to protect an
access control). Two applications are introduced, i.e.,
WiFace and WiMarket that are two co-located social
networking. This approach is much more efﬁcient than
the current social networking systems, especially in the
event ase of disconnection. 3) Heterogeneity: MCC will
be used in the highly heterogeneous networks in terms of
wireless network interfaces. Different mobile nodes
access to the cloud through different radio access
technologies such as WCDMA, GPRS, WiMAX,
CDMA2000, and WLAN. As a result, an issue of how to
handle the wireless connectivity while satisfying MCC’s
requirements arises (e.g., always-on connectivity, ondemand scalability of wireless connectivity, and the
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energy efﬁciency of mobile devices). [67] proposes an
architecture to provide an intelligent network access
strategy for mobile users to meet the application
requirements. This architecture is built based on a concept
of Intelligent Radio Network Access (IRNA [68]). IRNA
is an effective model to deal with the dynamics and
heterogeneity
of
availableaccessnetworks.ToapplyIRNAinMCCenvironme
nt,theauthorsproposeacontextmanagement
architecture
(CMA) with the purpose to acquire, manage, and
distribute a context information. As shown in Fig. 3, this
architecture consists of three main components: context
provider, context broker, and context consumer.
However, the context quality enabler is also required to
facilitate the operations of other components. In this
architecture, when a context consumer wants to
communicate with a context provider, the context
consumer will request the URI (Uniform Resource
Identiﬁer) of context providers at the context broker.
Using this URI, the context consumer can communicate
directly to the context provider and request the context
data. Hence, this process increases the speed of context
data delivery. Furthermore, when context quality enabler
receives the requirement about the context quality from
the context consumer, context quality enabler will ﬁlter
out URIs of context providers that are not suitable with
the required quality level. Therefore, this architecture
enables controlling context quality according to the
demands of the context consumers.

Fig. 3. Context management architecture introduced in
[67].
B. Issues in Computing Side
1) Computing Ofﬂoading: As explained in the previous
section, ofﬂoading is one of the main features of MCC to
improve the battery lifetime for the mobile devices and to
increase the performance of applications. However, there
are many related issues including efﬁcient and dynamic
ofﬂoading under environment changes. a) Ofﬂoading in
the static environment: Experiments in [18] show that
ofﬂoading is not always the effective way to save energy.
For a code compilation, ofﬂoading might consume more
energy than that of local processing when the size of
codes is small. For example, when the size of altered
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codes after compilation is 500KB, ofﬂoading consumes
about 5% of a device’s battery for its communication
while the local processing consumes about 10% of the
battery for its computation. In this case, the ofﬂoading can
save the battery up to 50%. However, when the size of
altered codes is 250KB, the efﬁciency reduces to 30%.
When the size of altered codes is small, the ofﬂoading
consumes more battery than that of local processing. As
another example, [18] shows the Gaussian application (to
solve a system of linear algebraic equations) which
ofﬂoads the entire matrix into the remote server. In terms
of the energy efﬁciency, cost of ofﬂoading is higher for
small matrices (e.g., smaller than 500x500 in size) while
the cost saving can be up to 45% for large matrices.
Therefore, it is a critical problem for mobile devices to
determine whether to ofﬂoad and which portions of the
application’s codes need to be ofﬂoaded to improve the
energy efﬁciency. In addition, different wireless access
technologies consume different amount of energy and
support different data transfer rates. These factors have to
be taken into account. [27] suggests a program
partitioning based on the estimation of the energy
consumption (communication energy and computation
energy) before the program execution. The optimal
program partitioning for ofﬂoading is calculated based on
the trade-off between the communication and
computation costs. The communication cost depends on
the size of transmitted data and the network bandwidth,
while the computation cost is impacted by the
computation time. However, information such as the
communication requirements or/and the computation
workload may change in different execution instances.
Thus, optimal decisions of a program partitioning must be
made
at
a
runtime
dynamically.
Severalsolutionsareproposedtoﬁndtheoptimaldecisionforp
artitioningapplicationsbeforeofﬂoading. In [49], the
authors present a partition scheme to ofﬂoad
computational tasks on mobile devices. The scheme is
based on the proﬁling information about computation
time and data sharing at the level of procedure calls. This
scheme constructs a cost graph. Then branch-and-bound
algorithm [69] is applied to the cost graph with an
objective to minimize the total energy consumption of
computation and the total data communication cost. The
idea of this algorithm is to prune the search space to
obtain an approximated solution. The experiment results
indicate that the energy saving of partitioning obtained
from this scheme is aconsiderable in some programs (e.g.,
Mediabench programs and gnugo for a Go game).
However, the authors do not show the experiment results
in a dynamic environment such as network disconnection
and bandwidth changes (high to low bandwidth). Also,

this approach considers only partition for tasks which are
procedure calls. In [70], the authors present an approach
to decide which components of Java programs should be
ofﬂoaded. This approach ﬁrst divides a Java program into
methods and uses input parameters (e.g., size of methods)
to compute execution costs for these methods. Then, this
approach compares the local execution costs of each
method with the remote execution costs that are estimated
based on status of the current wireless channel condition
to make an optimal execution decision. Similar to [49],
the approach in [70] lacks generality and cannot be
applied for diverse applications. [71] presents a
computation ofﬂoading scheme on mobile devices and
proposes a polynomial time algorithm to ﬁnd an optimal
program partition. The proposed scheme partitions a
program into the distributed subprograms (which run on a
device and a server) by producing a program abstraction.
In this case, all physical memory references are mapped
into the references of abstract memory locations. The
program abstraction is generated at a runtime based on
pointer analysis techniques [72], [73]. Then, the task
allocations and data transfer of the abstract memory
locations are determined subject to the control and data
ﬂow deﬁned over the program abstraction. The program
abstraction is divided into clusters by clustering analysis
[74], and a heuristic algorithm [75] is applied into the
clusters to ﬁnd the optimal partition to minimize the
execution cost of the program. Unlike [49], [70], this
scheme does not restrict the tasks to be partitioned at any
speciﬁc level (e.g., a basic block, a loop, a function or
even a group of closely related functions). [76] presents
an automatic distributed partitioning system (ADPS)
called Coign, which automatically transforms a program
into the distributed applications without accessing the
source codes. As shown in Fig. 4, Coign constructs a
graph model of the application’s inter-component
communication through the scenario-based proﬁling (e.g.,
network data) to ﬁnd the best distribution. Coign applies
the lift-to- front minimum-cut graph-cutting algorithm
[77] to choose the distributed applications with the
minimum communication time
.

Fig. 4. The Coign ADPS:
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An application is transformed into a distributed
application by inserting the Coign runtime, proﬁling the
instrumented application, and analyzing the proﬁles to cut
the network based graph.
Most approaches above use the data size and execution
time of computations to ﬁnd the optimal program
partition for ofﬂoading and assume that such an
information is known before the execution. However, it is
difﬁcult to obtain the accurate execution time of
computations since the time varies in different instances
of the computations, and the inaccurate information
results
in
inefﬁcient
ofﬂoading
performance.
Therefore,proposes an ofﬂoading method which does not
require the estimation of execution time for each
computation instance. Online statistics of the computation
time are used to compute optimal timeout and if the
computation is not completed after the timeout, this
computation will be ofﬂoaded to the server. Through
experiments, it is shown that this approach not only
addresses the inaccuracy in estimating the computing
execution time but also saves up to 17% more energy than
existing approaches. b) Ofﬂoading in the Dynamic
Environment: This subsection introduces a few
approaches to deal with ofﬂoading in a dynamic network
environment (e.g., changing connection status and
bandwidth). The environment changes can cause
additional problems. For example, the transmitted data
may not reach the destination, or the data executed on the
server will be lost when it has to be returned to the sender.
[79] analyzes the performance of ofﬂoading systems
operating in wireless environments. In this work, the
authors take into account three circumstances of
executing an application, thereby estimating the efﬁciency
of ofﬂoading. They are the cases when the application is
performed locally (without ofﬂoading), the application is
performed in ideal ofﬂoading systems (without failures),
and
the
application
is
performed
withthepresenceofofﬂoadingandfailurerecoveries.Inthelast
case,whenafailureoccurs,theapplication will be reofﬂoaded. This approach only re-ofﬂoads the failed subtasks, thereby improving the execution time. However,
this solution has some limitations. That is, the mobile
environment is considered as a wireless ad hoc local area
network (i.e., broadband connectivity is not supported).
Also, during ofﬂoading execution, a disconnection of a
mobile device is treated as a failure. [80] considers three
common environmental changes shown in Table III and
explains the suitable solutions for ofﬂoading in the
different environments. For example, in the case of
connection status (e.g., disconnection during the program
execution) changes, the server will periodically check the
connection status with the client and maintain the
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execution information about the particular running tasks.
When the disconnection is recovered, the server will send
the execution results for the client. If the server cannot reconnect to the client, the server will wait for the predeﬁned time interval and the tasks will be deleted.
However, the drawback of these approaches is that they
are only general solutions and they do not mention a
detailed method to address the dynamic partitioning issue,
i.e., how to partition application. [81] presents a system to
partition an application in dynamic environments. The
proposed system follows three steps with different
requirements related to the application structuring, the
partitioning choice, and the security. In the application
structuring step, the programs are structured to be
seamlessly and dynamically executed between a mobile
device and a cloud. To achieve this, both the client and
cloud must have all parts of the application, and the
application decides what modules to run at the client and
at the server

dynamically at a runtime. Secondly, in the partitioning
choice step, the system will choose a suitable partitioning
policy so that the total energy consumption is minimized.
Finally, to address security issue, the authors point out
that modules containing sensitive data will be executed
locally. The sensitive data is marked based on the
programmer annotations. This system considers both
partitioning application and security issue. However, it
lacks accuracy since the partition is based on a prediction
model through an off-line analysis. [21] introduces an
architecture to dynamically partition an application at a
runtime in three steps. First, MAUI uses code portability
to create two versions of a mobile application, one for the
local execution on devices and the other for the remote
execution in cloud. Besides, because today’s smartphones
typically use a instruction set architecture (ARM)
different from desktop and servers (x86), so MAUI is
designed to execute the same program on different CPU
architectures, preferably without access to the program
source code. Second, MAUI uses programing reﬂection to
identify which methods of the application are marked
‘remoteable’ or not and type safety to extract only the
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program state needed by the ‘remoteable’ methods. Then,
MAUI sends the necessary program state to the cloud.
There are some certain types of code that should not be
marked ‘remoteable’ attribute as follows: a code that
implements the application’s user interface, a code that
interacts with I/O devices where such interaction is only
possible on the mobile device, and a code that interacts
with any external component that would be affected by a
re-execution. Third, the MAUI proﬁles each method of an
application and uses serialization to determine
communication costs (e.g., due to the size of its state).
Then, the MAUI combines three main factors including
the communication cost, mobile device’s energy
consumption cost, and network status (e.g., bandwidth
and latency) at a runtime to construct a linear
programming formulation. MAUI can make optimal
decisions for partitioning based on the linear
programming formulation. The serialization enables
MAUI’s program partitioning to be highly dynamic. The
authors ﬁnd that MAUI can maximize the potential for
energy savings through the ﬁne-grained code ofﬂoading
while minimizing the changes required to applications. 2)
Security: Protecting user privacy and data/application
secrecy from adversary is a key to establish and maintain
consumers’ trust in the mobile platform, especially in
MCC. In the following, the security- related issues in
MCC are introduced in two categories: the security for
mobile users and the security for data. Also, some
solutions to address these issues are reviewed. a) Security
for Mobile Users: Mobile devices such as cellular phone,
PDA, and smartphone are exposed to numerous security
threats like malicious codes (e.g., virus, worm, and Trojan
horses) and their vulnerability. In addition, with mobile
phones integrated global positioning system (GPS)
device, they can cause privacy issues for subscribers. Two
main
issues
are
as
follows.
•
Securityformobileapplications:Installingandrunningsecuri
tysoftwaressuchasKaspersky,McAfee, and AVG antivirus
programs on mobile devices are the simplest ways to
detect security threats (e.g., virus, worms, and malicious
codes) on the devices. However, mobile devices are
constrained in their processing and power, protecting
them from the threats is more difﬁcult than that for
resourceful device (e.g., PC). For example, it is
impossible to keep running the virus detection software
on mobile devices. [30] presents an approach to move the
threat detection capabilities to clouds. This paradigm is an
extension of the existing Cloud AV platform that provides
an in-cloud service for malware detection. The platform
consists of host agent and network service components
[82], [83]. Host agent is a lightweight process that runs on
mobile devices, and its function is to inspect the ﬁle

ISSN NO: 2454-1958

activity on a system (i.e., it is similar to the function of
antivirus software). If an identiﬁed ﬁle is not available in
a cache of previous analyzed ﬁles, this ﬁle will be sent to
the in-cloud network service for veriﬁcation. The second
major component of CloudAV is a network service that is
responsible for ﬁle veriﬁcation. The network service will
determine whether a ﬁle is malicious or not. The most
advantage of this solution is that moving the detection
capabilities to a network service enables the use of
multiple antivirus engines in parallel by hosting them in
virtualized containers. However, to apply CloudAV
platform for the mobile environment, a mobile agent
should be improved and customized to ﬁt in the mobile
devices. [30] builds a mobile agent to interact with the
CloudAV network service for the Linux-based Maemo
platform and implemented it on a Nokia N800 mobile
device. The mobile agent is deployed in Python and uses
the Dazuko [84] framework to interpose on the system
events. In particular, the mobile agent requires only 170
lines of code. As a result, it is suitable with resourcelimited mobile devices. To demonstrate the efﬁciency of
using cloud computing for detecting malicious softwares
on mobile devices, [85] presents a paradigm in which
attack detection for a smartphone is performed on a
remote server in the cloud. Similarly, instead of running
an anti-virus program locally, the smartphone records
only a minimal execution trace, and transmits it to the
security server in the cloud. This paradigm not only
enhances the efﬁciency of detecting malware, but also
improves battery lifetime up to 30%. • Privacy: With the
advantages of GPS positioning devices, the number of
mobile users using the location based services (LBS)
increases. However, the LBS faces a privacy issue when
mobile users provide private information such as their
current location. This problem becomes even worse if an
adversary knows user’s important information. Location
trusted server (LTS) [86] is presented to address this
issue. As shown in Fig. 5, after receiving mobile users’
requests, LTS gathers their location information in a
certain area and cloaks the information called “cloaked
region” based on a “k-anonymity” concept [87] to conceal
user’s information. The “cloaked region” is sent to LBS,
so LBS knows only general information about the users
but cannot identify them. [88] points out the problem that
if LTS reveals users’ information, or if LTS colludes with
LBS, users’ information will be in danger. The authors
propose to generate the “cloaked region” on mobile
devices based on Casper cloaking algorithm [89].
Meanwhile, gathering the information of other users
around the sender will be done on the cloud to reduce cost
and improve speed and scalability. When launching the
program on sender’s mobile device, the program will
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require the cloud to provide information about
surrounding users. After that, the mobile client will
generate “cloaked region” by itself and send “cloaked
region” to the LBS. In this way, both LTS and LBS
cannot know the sender’s information.

Fig. 5. Overall Architecture of Spatial Cloaking.
b) Securing Data on Clouds: Although both mobile users
and application developers beneﬁt from storing a large
amount of data/applications on a cloud, they should be
careful of dealing with the data/applications in terms of
their integrity, authentication, and digital rights. The datarelated issues in MCC are as follows. • Integrity: Mobile
users often concern about their data integrity on the cloud.
Several solutions are proposed to address this issue (e.g.,
[90], [91]). However, such solutions do not take the
energy consumption of mobile users into account. [92]
considers the energy consumption issue. This scheme
consists of three main components: a mobile client, a
cloud storage service, and a trusted third party. The
scheme performs three phases: the initialization, the
update, and the veriﬁcation. In the ﬁrst phase, ﬁles (Fx)
that need to be sent to the cloud will be assigned with a
message authentication code (MACFx). These MACFx
will be stored locally, while the ﬁles will be sent and
stored on the cloud. In the update phase, a case when a
user wants to insert the data into ﬁle (Fx) is considered.
The cloud then sends (Fx) to this user. At the same time,
the cloud also sends a requirement to the trusted crypto
coprocessor (TCC) to generate MAC0 Fx. TCC then
sends MAC0 Fx to the client to verify Fx by comparing it
with MACFx. If everything is properly authenticated, the
user can insert/delete data. Finally, the mobile client can
request the integrity veriﬁcation of a ﬁle, collection of
ﬁles, or the whole ﬁle system stored in the cloud. This
phase starts when the user sends a requirement to verify
integrity of ﬁles to TCC. TCC then retrieves ﬁles that
need to be checked from the cloud and generates MAC0
Fx to send to the client. Client only compares the received
MAC0 Fx and MACFx that are stored on its device to
verify the integrity of such ﬁles. This approach not only
veriﬁes the integrity of data but also saves energy for the
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device and bandwidth for the communication network.
The reason is that checking and veriﬁcation are processed
on TCC and the client just runs a simple code for
comparison. The result shows that this solution can save
to 90% processing requirements, thus saving signiﬁcant
energy for mobile device. • Authentication: [93] presents
an authentication method using cloud computing to secure
the data access suitable for mobile environments. This
scheme combines TrustCube [94] and implicit authentication [95], [96] to authenticate the mobile clients.
TrustCube is a policy-based cloud authentication platform
using the open standards, and it supports the integration
of various authentication methods. The authors build an
implicit authentication system using mobile data (e.g.,
calling logs, SMS messages, website accesses, and
location) for existing mobile environment. The system
requires input constraints that make it difﬁcult for mobile
users to use complex passwords. As a result, this often
leads to the use of simple and short passwords or PINs.
Fig. 6 shows the system architecture and how the system
secures mobile users’ access. When a web server receives
a request from a mobile client, the web server redirects
the request to the Integrated Authenticated (IA) Service
along with the details of the request. The IA Service
retrieves the policy for the access request, extracts the
information that needs to be collected, and sends an
inquiry to the IA Server through the trusted network
connect (TNC) protocol. The IA Server receives the
inquiry, generates a report, and sends it back to the IA
Service. After that, the IA Service applies the
authentication rule in the policy and determines the
authentication result (whether or not the mobile client is
authenticated successfully for the access request) and
sends the authentication result back to the web server.
Based on the authentication result, the web server either
provides the service or denies the request.

Fig. 6. TrustCube architecture.
• Digital rights management: The unstructured digital
contents (e.g., video, image, audio, and e-book) have
often been pirated and illegally distributed. Protecting
these contents from illegal access is of crucial importance
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to the content providers in MCC like traditional cloud
computing and peer-to-peer networks. [29] proposes
Phosphor, a cloud based mobile digital rights
management (DRM) scheme with a sim card in mobile
phone to improve the ﬂexibility and reduce the
vulnerability of its security at a low cost. The authors
design a License State Word (LSW) located in a sim card
and the LSW protocol based on the application protocol
data unit (APDU) command. In addition, the cloud based
DRM with an efﬁcient unstructured data management
service can meet the performance requirements with high
elasticity. Thus, when a mobile user receives the
encrypted data (e.g., video stream) from the content
server via RTP protocol, he/she uses the decryption key
from a sim card via APDU command to decode. If the
decoding is successful, the mobile user can watch this
video on his/her phone. The drawback of this solution is
that it is still based on sim card of mobile phone, so it
cannot apply for other kinds of access, i.e., a laptop using
WiFi to access these contents. 3) Enhancing the
Efﬁciency of Data Access: With an increasing number of
cloud services, the demand of accessing data resources
(e.g., image, ﬁles, and documents) on the cloud increases.
As a result, a method to deal with (i.e., store, manage, and
access) data resources on clouds becomes a signiﬁcant
challenge.
However, handling the data resources on clouds is not an
easy problem due to the low bandwidth, mobility, and the
limitation of resource capacity of mobile devices. For
commercial cloud storage providers (e.g., Amazon S3),
every I/O operations (e.g., put, copy, cut, and list) are
taken by the cloud provider. The I/O operations are
executed at a ﬁle-level in general, so this increases the
cost of network communication and service for mobile
users. [97] proposes an algorithm in which I/O operations
are executed at a block-level. The algorithm uses logstructured I/O transaction [98] to minimize the number of
the block-level I/O operations. The main idea here is to
perform onto the cloud storage log-structure writes with
the optimal number of data blocks that adaptively changes
with I/O and cloud storage pricing policy. The authors
demonstrate that, through experimentation, the proposed
solution reduces the total I/O costs considerably up to
54% compared with the data management at a ﬁle level in
Amazon S3. However, this solution does not consider
about access methods to adapt for this new data
management. [99] presents a cloud based framework,
named E-Recall to address the data access issue. This
approach builds a novel infrastructure in managing,
searching, sharing and archiving the rich media resources
based on the coordination of mobile search, cloud
computing and multimodality integration. As shown in
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Fig. 7, there are three main functional blocks as follow:
Query formulation, Cloud based indexing structure, and
User-centric media sharing and publishing. Query
formulation block is designed based on the principle of
Query Dependent Fusion (QDF) [100] to optimize the
representation for describing user information and search
intent. Meanwhile, the aim of a cloud based indexing
structure block is to provide a database access method and
that of User-centric media is to help mobile clients share
and publish media resources in a ﬂexible and fast way.
This approach addresses both managing and accessing
media resource issues on the cloud. Another solution to
increase the efﬁciency of accessing data on the cloud is
using a local storage cache. [101] presents a solution
which utilizes a memory capacity of mobile devices to
increase the speed of data access, reduce latency and
improve energy efﬁciency for the mobile devices. The
idea of this solution is to build a Pocket Cloudlet based on
non-volatile memory to store the speciﬁc parts or even
full cloud services in the mobile devices. Using the
Pocket Cloudlet clearly brings many beneﬁts not only for
users but also for service providers since this solution can
increase access speed and reduce bottleneck of wireless
link of cellular network. However, not all data can be
stored on the mobile cache. The authors develop an
architecture for the Pocket Cloudlet including data
selection and data management to determine the amount
of data to be stored on the device for each cloud service.
Also, this architecture introduces a

Fig. 7. Architecture of E-Recall System.
mechanism to manage, and synchronize data between
mobile devices and the cloud to deal with changes of data
on the cloud (e.g., web contents to be updated over time).
This is an effective architecture for the mobile users
accessing data on the cloud. Nonetheless, there are two
issues in this approach. First, this architecture requires an
expensive non-volatile memory to store data from clouds.
Second, for each cloud service, the mobile devices need
to determine which parts of services to be cached locally.
Thus, this is not ﬂexible when applying for diverse
services on the cloud. [102] addresses three main issues
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as follows: maintaining seamless connection between
users and clouds, controlling cache consistency, and
supporting data privacy. As depicted in Fig. 8, there are
two main functional blocks, i.e., RFS Client developed on
the mobile device, and RFS Server located on the cloud.
On the client side, RFS that is built above a local FS layer
(e.g., Ext3 or FAT), consists of four components:
Encrypt, Sysnc, Metadata, and Local cache heaps. Sync
component will be connected to the Comm component on
the RFS server (as shown in Fig. 8) via HTTP protocol to
synchronize the data between a client and the cloud. In
this approach, the authors propose using RESTful web
service [6] as a service provider and HTTP as a
communication protocol, since they are supported by
most networks. Besides, to protect data privacy, Encrypt
component is used to control the data encryption and
decryption. Sysc and Encrypt components are used by the
users depending on their demands. In the kernel,
Metadata and Local cache heaps aim to manage and track
all ﬁles cached on the client. They also provide cache
access for the synchronization. On the cloud side, user
image service provider is responsible for managing the
user accounts and the RFS image (i.e, the mobile ﬁle
systems) for each RFS user. The cloud cache component
caches data access for all RFS users to improve the
performance of ﬁle access to the cloud. When the cloud
receives a request from a client, it records ﬁle’s block
access patterns. Hence, the cloud can predict a new user’s
access pattern and apply a server prepush optimization to
increase the speed of ﬁle delivery. Finally, the cloud
adapter is used to enable all RFS services to be performed
on the diverse cloud storage systems, since cloud storage
systems have their own API. This approach can be
considered as a suitable solution for accessing data on the
cloud from mobile users since it addresses several issues,
i.e., device-aware cache management, data privacy, and
wireless connectivity. In the future, it is expected to
improve RFS by posing policies to manage users (i.e.,
what and when to encrypt). Alternatively, some other
approaches (e.g., Moxie [103]) can be applied to hash the
contents of ﬁles, thereby optimizing the use of bandwid.

Fig. 8. RFS architecture.
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4) Context-aware mobile cloud services: It is important
for the service provider to fulﬁll mobile users’ satisfaction
by monitoring their preferences and providing appropriate
services to each of the users. A lot of research work try to
utilize the local contexts (e.g., data types, network status,
device environments, and user preferences) to improve
the quality of service (QoS). [104] builds a model, called
Mobile Service Clouds (MSCs), which is extended from
Service Clouds paradigm [105]. In this model, when a
customer uses a service on the cloud, the user’s request
ﬁrstly goes to a service gateway. The gateway will choose
an appropriate primary proxy to meet the requirements
(e.g., the shortest way and minimum round-trip time) and
then sends the result to the user. In the case of
disconnection, MSCs will establish transient proxies
[106] for mobile devices to monitor the service path, and
support dynamic reconﬁguration (with minimum
interruption). The advantages of this model are that the
model addresses the disconnection issue and can maintain
the QoS at an acceptable level. [107] proposes a
framework for providing context-aware mobile services
based on the algorithm to choose a context-aware adapter.
The authors consider several contexts such as device
environments, user preferences, and situational contexts.
The algorithm, ﬁrstly, determines a kind of gaps
occurring in the given contexts. A gap is deﬁned as a
result of context changes. Then, the algorithm determines
a cause of predeﬁned gaps before saving the current states
of the service invocation for recovering in the case of
disconnection. After that, for each case of the identiﬁed
gap, this algorithm will choose an appropriate adapter for
the mobile user. Because the relationship between a cause
and an adapter is predeﬁned, the proper action can be
chosen and performed. In the case of user preference
context, the relationship can be checked when the context
of mobile user changes. However, in the other contexts,
the relationship cannot be known when mobile users
change to another context. Moreover, the causes,
adapters, and gaps in this model are predeﬁned, so this
may lack ﬂexibility in practical usage. Unlike [107], [108]
builds a middleware module, called VOLARE, embedded
on mobile device, which monitors the resources and
contexts of the mobile device, thereby dynamically
adjusting requirements of users at a runtime. As shown in
Fig. 9, when a mobile user launches an application on
his/her mobile device that requires services on the cloud,
this request is transited at Mobile OS before it is sent to
Service Request Module. At the same time, Mobile OS
simultaneously sends Context Data to Context Monitoring
Module, and QoS monitoring data to QoS Monitoring
Module. Adaptation Module will receive Service Request
from Service Request Module and process this request
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along with the alerts received from Context Monitoring
Module if there are signiﬁcantly differences of the
contexts and notiﬁcations about QoS from QoS
Monitoring Module at runtime. Therefore, Adaption
Module can offer the appropriate service requests based
on the context and resource data. Since the QoS
Monitoring Module periodically performs checking, if the
QoS levels of service provided by service providers are
lower than an accepted level of the request, Service
Request Module will be notiﬁed to launch a new request
for discovery of a new service satisfying the new
requirements. The advantage of this model is that the
model can automatically recognize changes in the
contexts on mobile device through the dependent
functionality modules, thereby providing an effective
service request for mobile users at runtime.
V. OPEN ISSUES AND FUTURE RESEARCH
DIRECTIONS
Several research works contribute to the development of
MCC by tackling issues as presented in the previous
section. However, there are still some issues which need
to be addressed. This section presents several open issues
and possible research directions in the development of
MCC.
A. Low Bandwidth
Althoughmanyresearchersproposetheoptimalandefﬁcient
wayofbandwidthallocation,thebandwidth limitation is still
a big concern because the number of mobile and cloud
users is dramatically increasing.

Fig. 9. The VOLARE Middleware Modules.
We consider that 4G network and Femtocell are emerging
as promising technologies that overcome the limitation
and bring a revolution in improving bandwidth. 1) 4G
network: 4G network is a technology that signiﬁcantly
increases bandwidth capacity for sub- scribers. 4G
network is capable of providing up to 100 Mbit/s (for
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“LTE Advanced” standard) and 128 Mbit/s (for
“WirelessMAN-Advanced” standard) for mobile users,
while the current 3G network supports a maximum of
14.4 Mbit/s. Furthermore, 4G network also promises
other advantages such as widering mobile coverage area,
smoothering quicker handoff, varied services, etc [109].
Nevertheless, 4G wireless networks still exists several
issues related to network architecture, access protocol, or
quality of service that are taken into account in [110]. 2)
Femtocell: Femtocell [111] is a small cellular base
station, designed for use in a small area. HSL [112]
develops a service to combine femtocells and cloud
computing to deliver a highly economical, scalable and
secure network for mobile operators. This allows the
resources
employed
in
delivering
mobile
servicesoverthefemtocellnetworktoexpandorcontractasuse
rdemandsforservicesincreaseordecrease.
Additional
resource is automatically added as required to meet
demands. Surplus resource is automatically removed. The
result is a highly economical femtocell network with only
sufﬁcient resources being used at any given point, without
impacting the ability to immediately scale to meet
demands. In this paradigm, femtocells located in homes
and ofﬁces of users connect via the Internet to cloud in
order to gain access to their operator’s network. Mobile
operators connect with cloud via standards-based A and
Gb interface links, enabling their subscribers to gain
access to their network when using a femtocell connected
to cloud. However, [112] just shows that femtocell is
practically useful when used with clouds. We need to
investigate a uniform standard and performance impact of
using femtocells in MCC.
B. Network Access Management
An efﬁcient network access management not only
improves link performance for mobile users but also
optimizes bandwidth usage. Cognitive radio can be
expected as a solution to achieve the wireless access
management in mobile communication environment
[113]. Cognitive radio increases the efﬁciency of the
spectrum utilization signiﬁcantly, by allowing unlicensed
users to access the spectrum allocated to the licensed
users. When this technique is integrated into MCC, the
spectrum can be utilized more efﬁciently, the spectrum
scarcity can be solved and thus millions of dollars for
network providers can be saved [114]. However,
cognitive radio is deﬁned as wireless communication
technology in which each node communicates via an
optimal wireless system based on recognition of radio
resource availability in heterogeneous wireless
communication environment. Therefore, mobile users in
MCC must be able to detect this radio resource
availability (through spectrum sensing) while ensuring
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that the traditional services will not be interfered.
C. Quality of Service
In MCC, mobile users need to access to servers located in
a cloud when requesting services and resources in the
cloud. However, the mobile users may face some
problems such as congestion due to the limitation of
wireless bandwidths, network disconnection, and the
signal attenuation caused by mobile users’ mobility. They
cause delays when users want to communicate with the
cloud, so QoS is reduced signiﬁcantly. Two new research
directions are CloneCloud and Cloudlets that are expected
to reduce the network delay. 1) CloneCloud:
CloneCloudbringsthepowerofcloudcomputingtoyoursmart
phones[115].CloneCloud uses nearby computers or data
centers to increase the speed of running smart phone
applications. The idea is to clone the entire set of data and
applications from the smartphone onto the cloud and to
selectively execute some operations on the clones,
reintegrating the results back into the smartphone. One
can have multiple clones for the same smartphone, and
clones pretend to be more powerful smartphones, etc.
CloneCloud is limited in some respects by its inability to
migrate native state and to export unique native resources
remotely. A related limitation is that CloneCloud does not
virtualize access to native resources that are not
virtualized already and are not available on the clone.
2) Cloudlets: A cloudlet is a trusted, resource-rich
computer or cluster of computers which is wellconnected to the Internet and available for use by nearby
mobile devices. Thus, when mobile devices do not want
to ofﬂoad to the cloud (maybe due to delay, cost, etc),
they can ﬁnd a nearby cloudlet. In this way, mobile users
may meet the demand for real-time interactive response
by low-latency, one-hop, high-bandwidth wireless access
to the cloudlet. If no cloudlet is available nearby, the
mobile device may refer to the default mode that will
send requirements to a distant cloud, or in the worse case,
solely its own resources. [116] builds an architecture
through exploiting virtual machine technology to rapidly
instantiate customized service software on a nearby
cloudlet and then uses that service over a wireless LAN.
This technology can help mobile users overcome the
limits of cloud computing as WAN latency and low
bandwidth. However, there are some considerations that
need to be addressed before this idea can be applied
widely in practical system. For example, how to distribute
processing, storage, and networking capacity for each
cloudlet? How to manage policies for cloudlet providers
to maximize user experience while minimizing cost?
Also, trust and security for cloudlet are other issues in
implementing this idea since adversaries can create a fake
cloudlet to steal user’s information.
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D. Pricing
Using services in MCC involves with both mobile service
provider (MSP) and cloud service provider (CSP).
However, MSPs and CSPs have different services
management, customers management, methods of
payment and prices. Therefore, this will lead to many
issues, i.e., how to set price, how the price will be divided
among different entities, and how the customers pay. For
example, when a mobile user runs mobile gaming
application on the cloud, this involves the game service
provider (providing a game license), mobile service
provider (accessing the data through base station), and
cloud service provider (running game engine on data
center). The price paid by the game player has to be
divided among these three entities such that all of them
are satisﬁed with the division. It is clear that the business
model including pricing and revenue sharing has to be
carefully developed for MCC.
E. Standard Interface
Interoperability becomes an important issue when mobile
users need to interact and communicate with the cloud.
The current interface between mobile users and cloud are
mostly based on the web interfaces. However, using web
interfaces may not be the best option. First, web interface
is not speciﬁcally designed for mobile devices. Therefore,
web interface may have more overhead. Also,
compatibility among devices for web interface could be
an issue. In this case, the standard protocol, signaling, and
interface for interacting between mobile users and cloud
would be required to ensure seamless services. In the
future, HTML5 is expected as a promising technique to
address this issue. HTML5 WebSockets offer a interface.
However, an extensive performance evaluation and
feasibility study have to be performed to ensure that it
will work in MCC efﬁciently.
F. Service Convergence
The development and competition of cloud service
providers can lead to the fact that in the near future these
services will be differentiated according to the types, cost,
availability and quality. Moreover, in some cases, a single
cloud is not enough to meet mobile user’s demands.
Therefore, the new scheme is needed in which the mobile
users can utilize multiple cloud in a uniﬁed fashion. In
this case, the scheme should be able to automatically
discover and compose services for user. One of the
potential solution of this issue is the sky computing,
which will be the next step of cloud computing. Sky
computing is a computing model where resources from
multiple clouds providers are leveraged to create a large
scale distributed infrastructure [117]. Similarly, the
mobile sky computing, will enable providers to support a
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cross-cloud communication and enable users to
implement mobile services and applications. However, to
offer a service to mobile user in a uniﬁed way, the service
integration (i.e., convergence) would need to be explored.
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Abstract :It might seem that an interface based on computer
vision would require visual competence near the level of a
human being, which is still beyond the state of the art.
Fortunately, the interactive application often constrains the
vision problem to be solved, allowing fast and simple vision
algorithms to be used. This paper gives a brief survey of
existing vision-based interactive systems. These systems
typically use a number of basic vision algorithms. We describe
the basic algorithms used by some systems we have built at
MERL.
1.

INTRODUCTION

As humans, we perceive the three-dimensional structure of
the world around us with apparentease. Think of how vivid the
three-dimensional percept is when you look at a vase of flowers
sitting on the table next to you. You can tell the shape and
translucency of each petal through the subtle patterns of light
and shading that play across its surface and effortlessly
segment each flower from the background of the scene (Figure
1.1). Looking at a framed group portrait, you can easily count
(and name) all of the people in the picture and even guess at
their emotions from their facial appearance.. The humanmachine interface that was envisioned is wonderful. Both
machines are equipped with cameras; the woman interacts with
the machine using an intuitive gesture.
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(a) Face detection algorithms, coupled with color-based
clothing and hair detection algorithms, can locate and recognize
the individuals in this image.

2

VISION BASED INTERATIVE SYSTEM

It might seem that to achieve a natural interaction, an interface
based on computer vision would require visual competence
near the level of a human being, which is still beyond the state
of the art. Fortunately, this is not the case. Interactive
applications typically restrict the vision problem that needs to
be solved. By clever system design, researchers can create the
appearance of high level understanding with a system which is
really solving a few low-level vision problems. For example,
the television controlled by hand gesture Under the proper
imaging conditions, one may only need to acquire binary
images, which can be processed very quickly. Krueger showed
in an early system that silhouette-based vision was cient for
simple yet enjoyable games [9], while the San Francisco
Exploratorium has long had an exhibit where the silhouette of
participants controls a graphical display [12]. Some interactive
systems focus just on the face or just on the hands of a subject.
The popular \Magic Morphin' Mirror" combined face detection
technology with computer graphic image warpings to
comically distort the faces of participants [2]. Segen and
collabora-tors have built on work in hand gesture recognition
[13] to make interactive games and y-bys using hand gesture
input [14]. Wilson used 3-D hand positions derived from color
and stereo to control the apping of a virtual seagull in a ight
graphics system [16].
3

FAST AND LOW-COST SYSTEMS

The systems above typically require powerful workstations for
real-time performance. A focus of our work at Mitsubishi
Electric (in Cambridge, MA, USA and in Osaka, Japan) has
been low-cost, real-time systems . We have built prototypes of
visio controlled computer games and televisions with gesturebased remote control [4]. The existing interfaces for these
systems impose daunting speed and cost constraints for any
computer vision algorithm designed to replace them. A game
pad or a television remote control costs a few tens of dollars
and responds in milliseconds. The components of a visionbased interface covering the same functionality as those
interfaces include a camera, digitizer, and a computer. The
system must acquire and analyze thimage in little more time
than it takes to pressa button a keypad interface.
We have made prototypes which address the speed and cost
constraints by exploiting the restrictions to the visual
interpretations imposed by the interactive applications. For
example, at some moment in a computer game, it may be
expected that the player is running in place. The task of the
vision algorithm may then be simply to determine how fast the
player is running, assuming they are running, a relatively easy
vision problem. Such application constraints allow one to use
simple and fast algorithms and inexpensive hardware. We
made a vision-based version of the Sega game, Decathlete,
illustrated in Figure 2. The player pantomimes various events
of the decathlon. determine the timing and speed parameters
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needed to make the graphical character move in a similar way
to the pantomiming player. This results in natural control of
rather complex character actions. We demonstrated the game at
COMDEX '96 in the U.S. and at CeBIT '97 in Germany.
Novice users had fun right away, controlling the running,
jumping or throwing of the computer
Specialized detection and processing hardware can also reduce
costs. Low-cost, CMOS sensors are ending many vision
applications. We have designed a low- power, low-cost CMOS
sensor with the additional feature of some on-chip, parallel
image computations [10], named the Arti_cial Retina (by
analogy with biological retinas which also combine the
functions of detection and processing). The chip's
computations include edge detection, _ltering, cropping, and
projection.. We also made a gesture-based television remote
control, again designing the system to make the vision task
simple [5]. The only visual task required is the detection and
tracking of an open hand, a relatively distinct feature and easy
to track. When the television is turned on, a camera scans the
room for the appearance of the open hand gesture. When
someone makes that gesture, the television set turns on. A
hand icon appears in a graphical menu of television controls.
4

THE PRESENT AND THE FUTUREs

Computer analysis of images of people is an active re- search
area. Specialized conferences, such as the International
Conference on Automatic Face and Gesture Recognition and
the Workshop on Perceptual User Interfaces (PUI), present the
state of the art. Relevant papers also appear in the major
computer vision conferences: Computer Vision and Pattern
Recognition (CVPR) and the International Conference on
Computer . Systems are now beginning to move beyond the
research community, and to become viable commercial
products. The Me2Cam, due in the Fall, 1999, from Intel and
Mattel, will allow children to pop or become trapped by
bubbles on the computer screen, depending on their
movements. As the _eld progresses and the sophistication and
reliability of the vision algorithms increases, applications
should proliferate. Interdisciplinary approaches, combining
human studies as well as computer vision, will contribute. If
interface builders can match the ease of use shown in Fig. 1,
the prediction of that photograph should come true in at least
one aspect: vision-based interfaces should become ubiquitous.
We have made prototypes which address the speed and cost
constraints by exploiting the restrictions to the visual
interpretations imposed by the interactive applications. For
example, at some moment in a computer game, it may be
expected that the player is running in place. The task of the
vision algorithm may then be simply to determine how fast the
player is running, assuming they are running, a relatively easy
vision problem. Such application constraints allow one to use
simple and fast algorithms and inexpensive hardware. In
addition to the entertainment uses described above, vision
interfaces have applications for safety. Such tracking may be
used in automobile applications to detect that a driver is
drowsy or inattentive.
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Some interactive systems focus just on the face or just on the
hands of a subject. The popular \Magic Morphin' Mirror"
combined face detection technology with computer graphic
image warpings to comically distort the faces of participants.

(b) Face detection algorithms, coupled with color-based
clothing and hair detection algorithms, can locate and
recognize the individuals in this image (Sivic, Zitnick, and
Szeliski 2006) c2006 Springer

Figure 5: The scheme for head tracking shown here is based
on template matching [1]. At initialisation time, a frontal
image of the subject is registered to a generic 3D model of the
human head, and synthetically generated templates showing
the appearance of the subject for a range of head poses are
computed and stored. Subsequent head. In computer vision,
we are trying to do the inverse, i.e., to describe the world that
we see in one or more images and to reconstruct its properties,
such as shape, illumination, and color distributions.
It is amazing that humans and animals do this so effortlessly,
while computer vision algorithms are so error prone. People
who have not worked in the field often underestimate the
difficulty of the problem. (Colleagues at work often ask me for
software to find and name all the people in photos, so they can

ISSN NO: 2454-1958

get on with the more “interesting” work.) This misperception
that vision should be easy dates back to the early days of
artificial intelligence. when it was initially believed that the
cognitive (logic proving and planning) parts of intelligence
were intrinsically more difficult than the perceptual
component .
The good news is that computer vision is being used today in a
wide variety of real-world applications, which include:
1. Optical character recognition (OCR): reading handwritten
postal codes on letters and automatic number plate recognition
(ANPR);
2.Machine inspection: rapid parts inspection for quality
assurance using stereo vision with specialized illumination to
measure tolerances on aircraft wings or auto body parts or
looking for defects in steel castings using X-ray vision;
3.Retail: object recognition for automated checkout lanes.
4.3D model building (photogrammetry): fully automated
construction of 3D models from aerial photographs used in
systems such as Bing Maps;
5.Medical imaging: registering pre-operative and intraoperative imagery (Figure 1.4d) or performing long-term
studies of people’s brain morphology as they age;
6.Automotive safety: detecting unexpected obstacles such as
pedestrians on the street, under conditions where active vision
techniques such as radar or lidar do not work well see also
Miller, Campbell, Huttenlocher et al. (2008); Montemerlo,
Becker, Bhat et al. (2008); Urmson, Anhalt, Bagnell et al.
(2008) for examples of fully automated driving);
7.Match move: merging computer-generated imagery (CGI)
with live action footage by tracking feature points in the
source video to estimate the 3D camera motion and shape of
the environment.
motion is determined by matching incoming images of the
subject to the templates. The great thing about these
applications is that they are already familiar to most students;
they are, at least, technologies that students can immediately
appreciate and use with their own personal media.
Thus, it is better to think back from the problem at hand to
suitable techniques, rather than to grab the first technique that
you may have heard of. This kind of working back from
problems to solutions is typical of an engineering approach to
the study of vision and reflects my own background in the
field. First, I come up with a detailed problem definition and
decide on the constraints and specifications for the problem.
Then, I try to find out which techniques are known to work,
implement a few of these, evaluate their performance, and
finally make a selection. In order for this process to work, it is
important to have realistic test data, both synthetic, which can
be used to verify correctness and analyze noise sensitivity, and
real-world data typical of the way the system will finally be
used.
However, this book is not just an engineering text (a source of
recipes). It also takes a scientific approach to basic vision
problems. Here, I try to come up with the best possible models
of the physics of the system at hand: how the scene is created,
how light interacts with the scene and atmospheric effects.

Special Issue Tech-Ed 2016 (International Conference)

Page 189

Tanaka. Computer vision for interactive computer graphics. IEEE Computer
Graphics and Applications, 18(3):42{53, May{June 1998.

ACKNOWLEDGEMENT
Collate acknowledgements in a separate section at the end of
the article before the references and do not, therefore, include
them on the title page, as a footnote to the title or otherwise.
List here those individuals who provided help during the
research (e.g., providing language help, writing assistance or
proof reading the article, etc.).

Reference
[1] P. Beardsley. Pose estimation of the human head by modelling with an
ellipsoid. In Intl. Conf. on Automatic Face and Gesture Recognition, pages
160{165, Nara, Japan, 1998. IEEE Computer Society.
[2] T. Darrell, G. Gordon, M. Harville, and J. Wood- _ll. Integrated person
tracking using stereo, color, and pattern detection. In Proc. IEEE Computer
Vision and Pattern Recognition, pages 601{609, Santa Barbara, CA, 1998.
[3] K. Ebihara, J. Kurumisawa, T. Sakaguchi, J. Ohya, L. S. Davis, T.
Horprasert, R. I. Haritaoglu, A. Pentland, and C. Wren. Shall we aplications,
page 124, 1998. Enhanced Realities even if they have been submitted for
publication, should be cited as “unpublished”
[4] W. T. Freeman, D. B. Anderson, P. A. Beardsley, C. N. Dodge, M. Roth,
C. D. Weissman, W. S. Yerazunis, H. Kage, K. Kyuma, Y. Miyake, and K.

ISSN NO: 2454-1958

[5] W. T. Freeman and C. Weissman. Television control by hand gestures. In
M. Bichsel, editor, Intl. Workshop on automatic face- and gesture recognition,
pages 179{183, Zurich, Switzerland, 1995. Dept. of Computer Science,
University of Zurich, CH-8057.
[6] H. Ishii, K. Mochizuki, and F. Kishino. A human motion image
synthesizing by model based recognition from stereo images. In IMAGINA,
1993
[7] S. Iwasawa, J. Ohya, K. Takahashi, T. Sakaguchi, S. Kawato, K. Ebihara,
and S. Morishima. Real-time, 3d estimation of human body postures from.
[8] S. Kobayashi, Y. Qiao, and A. Chugh. Optical gesture recognition system.
SIGGRAPH Visual Proceedings, page 117, 1997.
[9] M. Krueger. Arti_cial Reality. Addison-Wesley, 1983.
[10] K. Kyuma, E. Lange, J. Ohta, A. Hermanns, B. Banish, and M. Oita.
Arti_cial retinas{fast, versatile image processors. Nature, 372(197), 1994.
[11] P. Maes, T. Darrell, B. Blumberg, and A. Pentland. The alive system:
[12] San Francisco Exploratorium, 1999.
[13] J. Segen. Gest: A learning computer vision system that recognizes
gestures. In Machine Learning IV, pages 621{634. Morgan Kau_man, 1994.
Edited by Michalski et. al.
[14] J. Segen and S. Kumar. Gesture VR: gesture interface to spatial reality.
SIGGRAPH Conference abstracts and applications, page 130, 1998. Digital
Pavilions.
[15] Elektro and sparko. Westinghouse Historical Collection.
1939 New
York
World's
Fair

Special Issue Tech-Ed 2016 (International Conference)

Page 190

A review paper on Li-Fi Technology And
Comparision

Its

2

Jeba taslim hidayat Baig
Tulsiramji Gaikwad-Patil college of Engineering & Technology ,Nagpur,India
Email: Jeba.baig5@gmail.com

Abstract: In today’s world, communication and most of

within buildings, whereas Li-Fi is ideal for high density

the tasks of the people can be accomplish using internet

wireless data coverage in confined area and for

by means of wired or wireless network. But due to

relieving radio interference issues. Li-Fi provides better

increase rate of population in wireless network, it

bandwidth, efficiency, availability and security than Wi-

unable to perform the desired tasks of the users as

Fi and has already achieved blisteringly high speed in

population rate directly proportional to the speed and

the lab.

speed provided by Wi-Fi is approximately 150mbps as
per IEEE 802.11n, which is not sufficient .To overcome
the limitation problem of Wi-Fi, concept of Li-Fi come
into existence. As per germen phycist Harald Haas
―”data through illumination” –taking the fiber out of

Keywords— Wireless-Fidelity(Wi-Fi), Light-Fidelity
(Li-Fi), Light Emitting Diode (LED), Line of
Sight(Los) Visible Light Communication (VLC).
I. INTRODUCTION

fiber optic by sending data through an LED light bulb
that varies in intensity faster than the human eye can
follow. Li-Fi comprises a wide range of frequencies and
wavelengths, from the infrared through visible and
down to the ultraviolet spectrum. Radio waves are just
one part of the spectrum that can carry our data but LiFi is VLC (visible light communication )

that is

implemented using white light and it is a part of (VLC)
PAN IEEE 802.15.7 standard. It’s the same idea band
behind infrared remote controls but far more powerful.
Haas says his invention, which he calls D-LIGHT, can
produce data rates faster than 10 megabits per second,

Li-Fi consists of a wide range of frequencies and
wavelengths, from the infrared through visible and
down to the ultraviolet spectrum. It includes sub-gigabit
and gigabit-class communication speeds for short,
medium and long ranges, and unidirectional and
bidirectional data transfer using line-of-sight or diffuse
links, reflections and much more. It is not limited to
LED or laser technologies or to a particular receiving
technique. Li-Fi is a framework for all of these
providing new capabilities to current and future
services, applications and end users.This brilliant idea
was first showcased by Harald Haas from University of
Edinburgh, UK, in his TED Global talk on VLC. He
explained,ǁ Very simple, if the LED is on, you transmit
digital 1; if it’s off you transmit a 0. The LEDs can be
switched on and off very quickly, which gives nice
opportunities for transmitting data. ǁ [1], [3]

which is speedier than your average broadband
connection. Wi-Fi is great for general wireless coverage
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increased by parallel data transmission using an array of
LEDs where each LED transmits a different data
stream. The Li-Fi emitter system consists of 4 primary
subassemblies
[10]:
a) Bulb
b) RF power amplifier circuit (PA)
c) Printed circuit board (PCB)
d) Enclosure

Fig 1. OVERVIEW OF LI-FI
Li-Fi can play a major role in relieving the heavy loads
which the current wireless systems face since it adds a
new and unutilized bandwidth of visible light to the
currently available radio waves for data transfer. Thus it
offers much larger frequency band (300 THz) compared
to that available in RF communications (300GHz).
Also, more data coming through the visible spectrum
could help alleviate concerns that the electromagnetic
waves that come with Wi-Fi could adversely affect our
health Li-Fi can be the technology for the future where
data for laptops, smart phones, and tablets will be
transmitted through the light in a room. Security would
not be an issue because if you can‘t see the light, you
can‘t access the data. As a result, it can be used in high
security military areas where RF communication is
prone to eavesdropping

The PCB controls the electrical inputs and outputs of
the lamp and houses the microcontroller used to
manage different lamp functions. A RF (radiofrequency) signal is generated by the solid-state PA and
is guided into an electric field about the bulb. The high
concentration of energy in the electric field vaporizes
the contents of the bulb to a plasma state at the bulb‘s
center; this controlled plasma generates an intense
source of light. All of these subassemblies (shown in
Fig. 2) are contained in an aluminum enclosure [10].
Fig.

II.Design Of Li-Fi Technology
Li-Fi is a fast and cheap optical version of Wi-Fi. It is
based on Visible Light Communication (VLC).VLC is
a data communication medium, which uses visible light
between 400 THz (780 nm) and 800 THz (375 nm) as
optical carrier for data transmission and illumination. It
uses fast pulses of light to transmit information
wirelessly. The main components of Li-Fi system are as
follows:
a) a high brightness white LED which acts as
transmission source.
b) a silicon photodiode with good response to
visible light as the receiving element.
LEDs can be switched on and off to generate digital
strings of different combination of 1s and 0s. To
generate a new data stream, data can be encoded in the
light by varying the flickering rate of the LED. The
LEDs can be used as a sender
or source, by modulating the LED light with the data
signal. The LED output appears constant to the human
eye by virtue of the fast flickering rate of the LED.
Communication rate greater than 100 Mbps is possible
by using high speed LEDswith the help of various
multiplexing techniques. VLC data rate can be
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Fig. 2. Block diagram of Li-Fi sub-assemblies [10]
The bulb sub-assembly is the heart of the Li-Fi emitter.
It consists of a sealed bulb which is embedded in a
dielectric material. This design is more reliable than
conventional light sources that insert degradable
electrodes into the bulb [3]. The dielectric material
serves two purposes. It acts as a waveguide for the RF
energy transmitted by the PA. It also acts as an electric
field concentrator that focuses energy in the bulb. The
energy from the electric field rapidly heats the material
in the bulb to a plasma state that emits light of high
intensity and full spectrum [10]. Figure 3 shows the
bulb sub-assembly.

Fig. 3. Bulb sub-assembly [10]
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There are various inherent advantages of this approach
which includes high brightness, excellent color quality
and high luminous efficacy of the emitter – in the range
of 150 lumens per watt or greater. The structure is
mechanically robust without typical degradation and
failure mechanisms
associated with tungsten electrodes and glass to metal
seals, resulting in useful lamp life of 30,000+ hours. In
addition, the unique combination of high temperature
plasma and digitally controlled solid state electronics
results in an economically produced family of lamps
scalable in packages from 3,000 to over 100,000 lumens
[2].

III. WORKING OF LI-FI
A new generation of high brightness light-emitting
diodes forms the core part of light fidelity technology.
The logic is very simple. If the LED is on, a digital 1 is
transmitted. If the LED is off, a digital 0 is transmitted.
These high brightness LEDs can be switched on and off
very quickly which gives us a very nice opportunities
for transmitting data through light [12]. The working of
Li-Fi is very simple. There is a light emitter on one end,
for example, an LED, and a photo detector
(light sensor) on the other. The photo detector registers
a binary one when the LED is on; and a binary zero if
the LED is off. To build up a essage, flash the LED
numerous times or use an array of LEDs of perhaps a
few different colors, to obtain data rates in the range of
hundreds of megabits per second. The block diagram of
Li-Fi system is shown in Fig. 4.

The data can be encoded in the light by varying the
flickering rate at which the LEDs flicker on and off to
generate different strings of 1s and 0s.The LED
intensity is modulated so rapidly that human eye cannot
notice, so the light of the LED appears constant to
humans [13]. Light-emitting diodes (commonly referred
to as LEDs and found in traffic and street lights, car
brake lights, remote control units and countless other
applications) can be switched on and off faster than the
human eye can detect, causing the light source to appear
to be on continuously, even though it is in fact
'flickering'. The on-off activity of the bulb which
seemsto be invisible enables data transmission using
binary codes: switching on an LED is a logical '1',
switching it off is a logical '0'. By varying the rate at
which the LEDs flicker on and off, information can be
encoded in the light to different combinations of 1s and
0s. This method of using rapid pulses of light to
transmit information wirelessly is technically referred to
as Visible Light Communication (VLC), though it is
popularly called as Li-Fi because it can compete with
itsradio-based rival Wi-Fi. Figure 5 shows a Li-Fi
system connecting devices in a room. Fig.

Fig. 5. Li-Fi system connecting devices in a room [7]
Many other sophisticated techniques can be used to
dramatically increase VLC data rate. Teams at the
University of Oxford and the University of inburgh are
focusing on parallel data transmission using array of
LEDs, where each LED transmits a different data
stream. Other groups are using mixtures of red, green
and blue LEDs to alter the light frequency encoding a
different data channel.

Fig. 4. Block diagram of Li-Fi system [6]
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IV. How it is different from current technologies?
Li-Fi technology is based on LEDs for the transfer of
data. The transfer of the data can be with the help of all
kinds of light, no matter the part of the spectrum that
they belong. That is, the light can belong to the
invisible, ultraviolet or the visible part of the spectrum.
Also, the speed of the internet is incredibly high and
you can download movies, games, music etc in just a
few minutes with the help of this technology. Also, the
technology removes limitations that have been put on
the user by the Wi-Fi. You no more need to be in a
region that is Wi-Fi enabled to have access to the
internet. You can simply stand under any form of light
and surf the internet as the connection is made in case
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of any light presence. There cannot be anything better
than this technology.

Table 1.Comparison between current and future
wireless technology
COMPARISON WITH OTHER TECHNOLOGY
Capacity: With the advent of new technologies like 3G,
4G we are running out of radio spectrum as its capacity
are drying up. Compare to this VLC spectrum has more
spectrum space than radio spectrum as light boxes are
already present and already installed.
Efficiency: There are 14 lacks cellular radio base
stations with efficiency of each station is just 5%. In
base station most of the energy has been used for
cooling system. Li-Fi is highly efficient because LED
consumes less energy.
Security: Radio waves can penetrate through walls and
hence can be intercepted and misused it.Light waves do
not infiltrate through walls. Hence they can’t be
intercepted.
Availability: We have to switch off mobiles in aircrafts
and petrol pump is also area where mobile phones are
restricted. Light is present everywhere. Data is present
where light is present.

V. LIMITATIONS OF LI-FI
The main problem is that light can’t pass through
objects, so if the receiver is inadvertently blocked in any
way, then the signal will immediately cut out. ―If the
light signal is blocked, or when you need to use your
device to send information — you can seamlessly
switch back over to radio wavesǁ, Harald says.
Reliability and network coverage are the major issues to
be considered by the companies while providing VLC
services. Interference from external light sources like
sun light, normal bulbs; and opaque materials in the
path of transmission will cause interruption in the
communication.
High installation cost of the VLC systems can be
complemented by large-scale implementation of VLC
though Adopting VLC technology will reduce further
operating costs like electricity charges, maintenance
charges etc.
This research report categorizes the global VLC
technology market; based on component, applications,
and geography. Li-Fi uses light-emitting diodes
(LEDs) which are rapidly gaining in popularity for
standard light bulbs and other domestic and commercial
purposes. They are expected to be ubiquitous in 20
years. VLC is not in competition with Wi-Fi, Prof. Haas
says, it is a complimentary technology that should
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eventually help free up much needed space within the
radio wave spectrum.

VIII. APPLICATION
1 You Might Just Live longer

―We still need Wi-Fi we still need radio frequency
cellular systems. You can’t have a light bulb that
provides data to a high-speed moving object or to
provide data in a remote area where there are trees and
walls and obstacles behind,ǁ he says.
Best hotspots are :
The remote control devices under the ocean: radio
wave doesn’t work there.
Petrochemical plants: radio wave data transmission
is not secured there.
Hospitals: for medical purpose.
Street lights, traffic signals: for traffic update.
Aircraft cabins : for emergency conversations.[1]
VI. Merits OF LI-FI
1.A free band that does not need license.
2.High installment cost but very low maintenance cost.
3.Cheaper than Wi-Fi.
4.Theoretical speed up to 1 GB per second: Less time &
energy consumption.

For a long time, medical technology has lagged behind
the rest of the wireless world. Operating rooms do not
allow Wi-Fi over radiation concerns, and there is also
that whole lack of dedicated spectrum. While Wi-Fi is
in place in many hospitals, interference from cell
phones and computers can block signals from
monitoring equipment. Li-Fi solves both problems:
lights are not only allowed in operating rooms, but tend
to be the most glaring (pun intended) fixtures in the
room.
5.2 Smarter Power Plants

5.No more monthly broadband bills.
6.Lower electricity costs.
7.Longevity of LED bulb: saves money.
8.Light doesn’t penetrate through walls: secured access.

VII. Demerits Of Li-Fi
One of the major demerits of this technology is that the
artificial light cannot penetrate into walls and other
opaque materials which radio waves can do. So a Li-Fi
enabled end device (through its inbuilt photo-receiver)
will never be as fast and handy as a Wi-Fi enabled
device in the open air. Also,another shortcoming is that
it only works in direct line of sight. Still, Li-Fi could
emerge as a boon to the rapidly depleting bandwidth of
radio waves. And it will certainly be the first choice for
accessing internet in a confined room at cheaper
cost.
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Wi-Fi and many other radiation types are bad for
sensitive areas. Like those surrounding power plants.
But power plants need fast, inter-connected data
systems to monitor things like demand, grid integrity
and (in nuclear plants) core temperature. The savings
from proper monitoring at a single power plant can add
up to hundreds of thousands of dollars. Li-Fi could offer
safe, abundant connectivity for all areas of these
sensitive locations. Not only would this save money
related to currently implemented solutions, but the draw
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on a power plant’s own reserves could be lessened if
they haven’t yet converted to LED lighting.
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Abstract: -Data security has been frequently raised as one

of the top concerns in using cloud. In this new model, user
datasets are entirely outsourced to the cloud service
provider (CSP), which means they are no longer stored
and managed locally. As CSPs cannot be completely
trusted, this fact brings several new issues. To name a few,
first, when applied in cloud environments, many
traditional security approaches will stop being either
effective or efficient especially when handling big data
tasks. Second, not only CSPs need to deploy their own
security mechanisms (mostly conventional), but the clients
also need their own verification mechanisms, no matter
how secure the serverside security mechanisms claimed to
be; the verifications may not bring additional security risks
and must be efficient in computation, communication and
storage in order to work in correlation with cloud and big
data. Third, as the storage server is only semitrusted, the
client may be deceived by deliberately manipulated
responses. All these new requirements have made the
problem very challenging and therefore started to attract
many computer science researchers’ interest in recent
years.
Key Words: Identity Authentication, Big Data, Entity
Resolution, Map Reduce, Similarity Threshold. Load
Balancing
I. INTRODUCTION
Most commonly, we are using twitter, Facebook and
Google for data mining and storage devices like hard disk,
PC etc. are using. To make secured from outside attack
there is need to propose this system which gives the access
of storage of secured places to only the member of that
system and if someone trying to get access illegally then
by third party auditor should provide the verification.
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The recently emerging technology to provide security
more efficiently and effectively is cloud computing which
is Big Data problem solving technology. In this cloud
computing technique the pay and get access system by the
CSP can provide and for verification of document TPA
auditing system can be estimate.
As cloud computing is being widely adopted for big data
processing, data security is becoming one of the major
concerns of data owners. Data integrity is an important
factor in almost any data and computation related
context. It is not only one of the qualities of service, but
also an important part of data security and privacy. With
the proliferation of cloud computing and the increasing
needs in analytics for big data such as data generated by
the Internet of Things, verification of data integrity
becomes increasingly important, especially on
outsourced data. Therefore, research topics on external
data integrity verification have attracted tremendous
research interest in recent years. Among all the metrics,
efficiency and security are two of the most concerned
measurements. In this paper, we will bring forth a big
picture through providing an analysis on authenticatorbased data integrity verification techniques on cloud and
Internet of Things data. We will analyze multiple aspects
of the research problem. First, we illustrate the research
problem by summarizing research motivations and
methodologies. Second, we summarize and compare
current achievements of several of the representative
approaches. Finally, we introduce our view for possible
future developments Big data is attracting more and
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more interests from increasing groups of professionals
from almost every industry. A few examples are oil and
gas mining, scientific research (biology, chemistry, and
physics), online social networks (Twitter, Facebook),
multimedia data, and business transactions. With
mountains of data collected from increasingly efficient
data collecting devices as well as stored on fast-growing
storage hardware, people are keen to find solutions to
store and process the data more efficiently, and to
discover more values from the mass at the same time.
When referring to big data research problems, people
often bring the 4 V’s—volume, velocity, variety, and
value. These pose various brand-new challenges to
computer scientists nowadays. The recently emerged
cloud computing, known to be the latest development
across data center, parallel distributed systems and
service computing technologies, is widely considered as
the most promising technological backbone for solving
big data problems. The pay-as-you-go payment model of
cloud can cut into the investments by enabling zero
expense in setting up and maintaining of expensive
computational and storage hardware, as well as provide
on-the-fly problem solving. The services cloud can
provide, ranging from SaaS (Software-as-a-Service),
PaaS (Platform-as-a-Service), and IaaS (Infrastructureas-a-Service), can offer solutions for big data problems
from any level [2,3]. Cloud also offers elasticity and
scalability which can result in further saving of costs in
many practical applications involving fast-updating
dynamic data. To date, large amounts of business data of
numerous big companies have been moved into and
managed by clouds such as Amazon AWS, IBM
SmartCloud and Microsoft Azure. MapReduce
distributed computing framework is a core technique for
cloud data processingprovide on-the-fly problem
solving. The services cloud can provide, ranging from
SaaS (Software-as-a-Service), PaaS (Platform-as-aService), and IaaS (Infrastructure-as-a-Service), can
offer solutions for big data problems from any level
[2,3]. Cloud also offers elasticity and scalability which
can result in further saving of costs in many practical
applications involving fast-updating dynamic data. To
date, large amounts of business data of numerous big
companies have been moved into and managed by
clouds such as Amazon AWS, IBM SmartCloud and
Microsoft Azure. MapReduce distributed computing
framework is a core technique for cloud data processing
2. Research motivations
Big data and cloud computing are currently receiving
more and more attention from both industry and
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academia. They have been recently listed as important
strategies by Australian Government [18,19]. To address
big data problems, cloud computing is believed to be the
most potent platform. In Australia, big companiessuch as
Vodafone Mobile and News Corporation are already
moving their business data and its processing tasks to
Amazon cloud—Amazon Web Services (AWS) [20].
Email systems of many Australian universities are using
public clouds as the backbone. To tackle the large
amount of data in scientific applications, CERN, for
example, is already putting the processing on petabytes
of data into cloud computing [21]. There has also been a
lot of research regarding scientific cloud computing,
such as in [22–24]. For big data applications within
cloud computing, data security is a problem that should
always be properly addressed. In fact, data security is
one of the biggest reasons why people are reluctant in
using cloud[12,25,26]. Therefore, more effective and
efficient security mechanisms are direly in need to help
people establish their confidence in all-round cloud
usage.Data integrity is always an important part in data
security, and there is no exception for cloud data [27].
As data in most big data applications are dynamic in
nature, we will focus on verification of dynamic data. A
large proportion of the updates are very small but very
frequent. For example, a large proportion of data
collected in the Internet of Things are numerical sensor
data that are very small and dynamic, such as
temperature and humidity data from the environment, or
heart rate and blood pressure data from human body.
Another example is social network data. In 2010 Twitter
is producing up to 12 terabytes of data every day; this
data is composed of tweets with size of 140 characters
maximum [28]. Business transactions and loggings are
also good examples. The dataset in these big data
applications are very large in size and requires heavyscale
processing
capabilities.
Therefore,
the
requirements reside not only in security, but also in
efficiency.
3. Problem analysis—
framework and life cycleAs stated in Section 1, external
verification is as important as, if not more important
than, server-side protection and internal verification. In
this paper, we will focus on integrity protection and
verification from external parties. There are 3
participating parties in an integrity verification game:
client, CSS and TPA. The client stores her data on CSS,
while TPA’s objective is to verify the integrity of
client’s data stored on CSS. Having a specialized TPA to
verify data integrity is more efficient, but it may
alsointroduce additional risk as the third-party auditor
may not befully trustworthy by itself, This has also been
a widely concerned research problem over recent years.
A framework of integrity protection on cloud data is
shown.The main lifecycle of a remote integrity
verification scheme(with support for dynamic data
updates) can be analyzed in the following steps: Setup
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and data upload; Authorization for TPA; Challenge for
integrity
proof;
Proof
integration;
Proof
verification;Updated data upload; Updated metadata
upload; Verification of updated data. The relationship
and order of these steps areillustrated in Fig. 3.Wenow
analyze in detail how these steps work and why they are
essential to integrity verification of cloud data storage.
Setup and data upload: In cloud, user data is stored
remotely onCSS. In order to verify the data without
retrieving them, the clientwill need to prepare
verification metadata, namely homomorphic linear
authenticator (HLA) or homomorphic verifiable tag
(HVT), based on homomorphic signatures [29]. Then,
these metadata willbe uploaded and stored alongside the
original datasets. These tags are computed from the
original data; they must be small in size in comparison to
the original dataset for practical use. Authorization for
TPA: This step is not required in a two-party scenario
where clients verify their data for themselves, but it is
important when users require a semi-trusted TPA to
verify the data
on their behalf. If a third party can infinitely ask for
integrity proofs over a certain piece of data, there will
always be security risks in existence such as plain text
extraction. Challenge and verification of data storage:
This step is where the main requirement – integrity
verification – has to be fulfilled. The client will send a
challenge message to the server, and serveras possible to
that data (within the same node if possible).

many computer science researchers’ interest in recent
years
2) Objectives
The primary objectives of this study can be summarized
as follows:
Big data and cloud computing are currently receiving
more and more attention from both industry and
academia. They have been recently listed as important
strategies To address big data problems, cloud
computing is believed to be the most potent platform. In
India, big companies such as Vodafone Mobile and
News Corporation are already moving their business
data and its processing tasks to Amazon cloud—Amazon
Web Services (AWS) . Email systems of many
Australian universities are using public clouds as the
backbone. To tackle the large amount of data in
scientific applications, CERN, for example, is already
putting the processing on petabytes of data into cloud
computing. There has also been a lot of research
regarding scientific cloud computing, such as in. For big
data applications within cloud computing, data security

III. LITERATURE SURVEY

is a problem that should always be properly addressed.
1) Problem Formulation

In fact, data security is one of the biggest reasons why

Despite those stand-out advantages of cloud, there are
still strong concerns regarding service qualities,
especially data security and user privacy. There was
much research in this area in recent years [2,4,7–14]. In
fact, data security has been frequently raised as one of
the top concerns in using cloud. In this new model, user
datasets are entirely outsourced to the cloud service
provider (CSP), which means they are no longer stored
and managed locally. As CSPs cannot be deemed
completely trusted, this fact brings several new issues.
To name a few, first, when applied in cloud
environments, many traditional security approaches will
stop being either effective or efficient especially when
handling big data tasks. Second, not only CSPs need to
deploy their own security mechanisms (mostly
conventional), but the clients also need their own
verification mechanisms, no matter how secure the
serverside security mechanisms claimed to be; the
verifications may not bring additional security risks and
must be efficient in computation, communication and
storage in order to work in correlation with cloud and
big data. Third, as the storage server is only semitrusted,
the client may be deceived by deliberately manipulated
responses. All these new requirements have made the
problem very challenging and therefore started to attract
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people are reluctant in using cloud. Therefore, more
effective and efficient security mechanisms are direly in
need to help people establish their confidence in allround cloud usage. Data integrity is always an important
part in data security, and there is no exception for cloud
data. As data in most big data applications are dynamic
in nature, we will focus on verification of dynamic data.
A large proportion of the updates are very small but very
frequent. For example, a large proportion of data
collected in the Internet of Things are numerical sensor
data that are very small and dynamic, such as
temperature and humidity data from the environment, or
heart rate and blood pressure data from human body.
Another example is social network data. In 2010 Twitter
is producing up to 12 terabytes of data every day; this
data is composed of tweets with size of 140 characters
maximum. Business transactions and loggings are also
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good examples. The dataset in these big data

cloud and accessing the data.Cloud Service

applications are very large in size and requires heavy-

Provider (CSP): the CSP, who manages cloud

scale

servers (CSs) and

processing

capabilities.

Therefore,

the

provides a paid storage

requirements reside not only in security, but also in

space on its infrastructure to users as a service.

efficiency.

Third Party Auditor (TPA) or Verifier: the TPA or

3) Research Methodology/Planning of Work:

Verifier, who has expertise and

The proposed work is planned to be carried out in
the following manner
We introduce a dynamic audit service for integrity
verification of untrusted and outsourced storages.
Our audit system, based on novel audit system
architecture, can support dynamic data operations
and timely abnormal detection with the help of
several effective techniques, such as fragment
structure, random sampling, and index-hash table.
Furthermore, we propose an efficient approach
based on probabilistic query and periodic
verification for improving the performance of audit
services. A proof of- concept prototype is also
implemented to evaluate the feasibility and
viability of our proposed approaches. Our
experimental results not only validate the
effectiveness of our approaches, but also show our
system has a lower computation cost, as well as a
shorter extra storage for integrity verification
A fragment technique is introduced in this paper
improve performance and reduce extra storage.The
audit activities are efficiently scheduled in an audit
period, and a TPA needs merely access file to
perform audit in each activity.Each TPA to audit
for a batch of files and to save the times for
auditing the files.
Acronyms/abbreviations.

capabilities that

users may not have and verifies the integrity of
outsourced data in cloud

on behalf of users.

Based on the audit result, the TPA could release an
audit report to

user.

c.

4) Facilities required for proposed work:

•

4.1 Hardware Requirements
System
: Pentium IV 2.4 GHz

•

Hard disk

•

Monitor : 15 VGA colour

•

Mouse

: Logitech.

•

Ram

: 256 MB

•

Keyboard

: 110 keys enhanced.

: 40 GB

4.2 Software Requirements

AAI Auxiliary Authentication Information
ADS Authenticated Data Structure



Operating System :



Programming language: c#.Net

Windows



Web-Technology:

ASP



Front-End:

ASP.NET



Back-End:

SQL SERVER

BLS Boneh–Lynn–Shacham signature scheme
CSS Cloud Storage Server

I.

HLA Homomorphic Linear Authenticator
HVT Homomorphic Verifiable Tag
MAC Message Authentication Code
MHT Merkle Hash Tree
PDP Provable Data Possession
POR Proof of Retrievability
RASL Rank-based Authenticated Skip List
TPA Third-Party Auditor
MODULE DESCRIPTION:
Cloud User: The user, who can be an individual or
an organization originally storing their data in
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V. CONCLUSION
From our study we have good conclusion
of the integrity and security of cloud level data
when user do some update such as attach, removal,
and change at own desire. So here user mostly has
the situation to believe the service provider in many
manners. Understanding all these situations, we
have handled new proposed technique for cloud
storage and. This is the modern way we have used
in our paper different algorithm compared to
previous related paper in this respect for cloud
management. From this protection for cloud data,
user can be strong belief for his uploaded data for
any future purpose or his any other related process
without worry. Here complicated, internal, external
and malevolent attack is known by our proposed
scheme in efficient manner by storage data
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measurement (i.e., since there can be some
modifications in cloud data). Thus our main idea is
to give integrity to the cloud storage area with
strong trustworthiness so that user can feel free of
worry for his uploaded data in his allocated space.
Here our scheme ensures for any extra inclusion of
unwanted bits or related things in cloud area so that
they can be so easily found out by our data
measurement concepts in efficient manner. And it
finds out how much of changes have occurred there
in its cloud area.
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Abstract: Recently, more and more attention is paid to
Reversible Data Hiding (RDH) in encrypted images, since it
maintains the excellent property that the original cover can be
losslessly recovered after embedded data is extracted while
protecting the image content’s confidentiality. All previous
methods embed data by reversibly vacating room from the
encrypted images, which may be subject to some errors on
data extraction and/or image restoration. In this survey paper,
we discuss about various methods and algorithms which were
used for reversible data hiding (RDH) in encrypted image to
make data hiding process effortless. We also use visual
cryptographic approach for encryption which helps to protect
the image during transmission. The scheme is suitable for
authentication based application where collective acceptance
and decision making plays an important role. The main goal is
to retrieve the original image with lossless process and
minimum computation during image encryption /decryption.
Keywords— Reversible Data Hiding (RDH), Difference
Expansion (DE), visual cryptography,
I. INTRODUCTION
Data hiding is referred to as a process to embed useful
data(representing some information) into a cover media. In
certain application, the embedded data are closely related to
the cover media, such as authentication. In this type of
application, invisibility is the major requirement. In most
cases, the cover media will experience some distortion due to
data hiding and cannot be inverted back original image. That
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is, some permanent distortion exists even after the hidden data
have been extracted. In some applications, such as medical
diagnosis and law enforcement, it is desired to reverse the
marked media back to the original cover media after the
hidden data are retrieved. The marking technique satisfying
these requirements is referred to as reversible or lossless data
hiding techniques. Reversible data hiding is technique to
embed the additional message in the some distortion
unacceptable cover media. This is the technique that is mainly
used for the authentication of data like images, videos,
electronic documents. As long as image is concerned the
technique could be useful in area of protection and
transmission of secret sensitive military and medical images.
In applications such as in law enforcement, medical images
systems, it is desired to be able to reverse the stegno media
back to the original cover media for legal consideration. The
remote sensing and military imaging, high accuracy is
required. In some scientific research, experimental data are
expensive to be achieved. Under these circumstances, the
reversibility of the original media is desired. The data hiding
scheme satisfying these requirement can be referred as
lossless. Thus application area of reversible data hiding is in
IPR protection, authentication, military, medical and law
enforcement.
Reversible Data Hiding: Reversible data hiding is an approach
where data is hidden in an encrypted image. A reversible data
hiding is an algorithm, which can recover the original image
losslessly from the stego-image after the hidden data have
been extracted. This important technique is widely used in
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medical imagery, military imagery and law forensics where no
distortion of original image is allowed [2].
Visual Cryptography: Visual cryptography (VC) is a process
where a secret image is encrypted into shares which refuse to
divulge information about the original secret image. Its
trength is a fact that the decryption of the secret image is
through human visual system without computation [5].
A. Ground rules of RDH
Two basic approaches can be used in RDH that are:
-Vacating the room for hiding the data after the
imageencryption
-Vacating the room in the original image for hiding the data
and then the image is encrypted. In the first approach
sometimes vacating the room for hiding the data becomes
inefficient and difficult as encryption process affects the
entropy of an image. That is not the case with the second
approach as reserving the room in the original image is
sufficiently effortless.
B .The RDH performance measuring parameters
There are different methods used for reversibly hiding data in
the image. All those methods if considered offers one or other
benefit. The exciting feature of RDH methods is the
reversibility itself. That retrieving the image lossless after then
embedded secret data is extracted. There are different
parameters on basis of which the performance of those
techniques can be measured. The following parameters must
be considered:
Magnitude of Data: This refers to the maximum amount
of secret data that can be embedded in the cover image
Complexity of system: Simplicity and complexity of these
techniques is also important measure that affects the usability
of the techniques.
Quality of cover image: The quality degradation of the
image after data is extracted will not be accepted in RDH.
Thus quality of image is an important measure.
I. Existing Methods
There are various methods which has been proposed for
reversibly embedding the data in the cover image Hwang in
[2] has proposed the method for reversibly hiding the data in
the image using histogram shift method..The histogram
shifting based reversible data hiding scheme embed data by
shifting the histogram into a fix direction. And there are two
points which are important in these schemes, which are peak
point and zero point. The peak point corresponds to the
grayscale value, which corresponds to the maximum number
of pixels in the histogram of the given image. Sand the zero
point is usually the point that the number is histogram is zero.
And the minimum number of pixels is selected as the zero
point to increase the embedded capacity. In the histogramshifting based algorithms, the pixel between the peak and zero
pairs were modified in the embedding processing, the pixel in
the peak point was used to carry a bit of the secret message,
the others were modified and no secret data were embedded.
J. Tian in [4] has proposed the simple scheme with improved
capacity of hiding data. Tian has introduced a Difference
Expansion technique which discovers extra storage space by
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exploring the redundancy in the image content. Here the
difference between the neighboring pixel values is calculated
and some differences value is selected for difference
xpansion. Both the payload capacity limit and the visual
quality of embedded images of the DE method is among the
best in the literature. All above method gives a method for
hiding a data into an image in a reversible manner that in the
extraction phase the image will be restored lossless but while
the image is holding a data the secrecy of an image is also a
major concern especially in transmission. And when the image
and the data hidden into an image have a relation in that case
both the data and image should not be revealed to the
unintended user. Thus image can be protected by applying
various kinds of encryption techniques onto it. In the proposed
scheme after applying RDH for hiding data, the image is
encrypted using an novel scheme of visual cryptography
which involves dividing the image into random shares.
II. Our contributions
Proposed scheme combines two different approaches that are
reversible data hiding and visual cryptography. It uses the
modified algorithm for data hiding which uses difference
expansion technique. In [4] Tian has proposed the scheme of
difference expansion for grayscale images. In our approach we
have modified the scheme for color images by reversibly
embedding data in each color component individually, which
also increases the capacity of data to be hidden. The common
approach for high capacity reversible data embedding is to
select an embedding area (for example, least significant bit of
some pixel) in an image, and embed both the payload and the
original values in this area. We have employed the method to
extract the smoother area in an image so that the RDH
techniques can be employed comfortably on it. It includes
dividing the image logically into smoother and complex block
by defining a function to measure its first order smoothness (f
value). The block whose f value is below the average value of
first order smoothness function is considered for data hiding.
Standard PSNR ratio can be used to compare the quality of
cover image.
III. PROPOSED SCHEME
The proposed scheme combines two different approaches
together that are reversible data hiding and visual
cryptography which gives an efficient technique to overcome
the limitations of existing schemes in the area of reversible
data hiding. The proposed scheme suggests the novel approach
for data hiding and image encryption. Different Reversible
Data Hiding schemes studied in literature deals with finding
the room for hiding the data in an encrypted image where
image is encrypted first and then data is hidden into it by
reserving the room. Since lossless vacating the room from the
encrypted image is relatively difficult and ometimesinefficient
thus proposed scheme apply a method of finding the room for
data prior to the image encryption thus founded room can be
used to hide the secret data. By reversing the order of
ncryption and data hiding we overcome the difficulty of
finding the room for data from already encrypted image. In
addition many schemes proposed in literature uses the
standard ciphers for encrypting the image as after hiding the
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data the security of the cover image is also matter of concern.
The scheme makes the use of color visual cryptography
algorithm. The proposed scheme makes the use of enhanced
Seiving-Division-Shuffling algorithm [10] for encrypting the
image in lossless fashion. Following figure gives the
framework for proposed scheme. It involves five main steps;
Reserving room for embedding data, Data Embedding in
reserved room, Image Encryption using keyless SDS
algorithm, and Original image recovery and Data extraction.

Fig: 1. Framework for proposed scheme
IV. IMPLEMENTATION
Details of the algorithm involved in the proposed scheme are
as follows:
A. Finding Room for Data Embedding
B. Improved High Capacity Data Embedding using
Difference Expansion.
C. Image Encryption by dividing the image into Shares
(using SDS)
D. Image Decryption (Image Retrieval)
E. Data Extraction
d. Finding Room for Data Embedding
The scheme involves partitioning the image logically into the,
the goal of image partition is to construct a smoother area B,
on which RDH algorithm can achieve better performance. Let
us consider there is original image C is a 32 bit color image
with sized 𝑀 × 𝑁 and pixel 𝐶𝑖,𝑗 ∈ [0,255] , 1≤ i ≤ M, 1 ≤ j ≤
N. First, the content owner finds several blocks from the
original image, along the rows, several blocks whose number
is determined by the size of to-be embedded messages,
denoted by l. Image will be divided into number of blocks
evary block will be consisting of m rows, where 𝑚 =┌ 𝑙/𝑁 ┐,
and the number of blocks can be computed from
𝑁𝑜_𝑂𝑓_𝐵𝑙𝑜𝑐𝑘𝑠 =┌ 𝑀/𝑚┐. For every block we define a
function to measure its first order smoothness with the help of
following function,
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Higher f relates to blocks which contain relatively more
complex textures. The content owner thus selects the blocks
with relatively lower f value to be B which is logical smoother
area to hide the data. For deciding over the smoother area the
average value of f-value of all the blocks is considered and the
blocks with f-value below average is considered to be lectively
smoother.

Fig: 2. General view of Logical partition of Image
𝑖𝑓(𝑓 − 𝑣𝑎𝑙𝑢𝑒𝑖−𝑏𝑙𝑜𝑐𝑘 < 𝑓 − 𝑣𝑎𝑙𝑢𝑒𝑎𝑣𝑔 )
𝑡h𝑒𝑛
𝑏𝑙𝑜𝑐𝑘𝑖𝑛𝑑𝑒𝑥 𝑖 = 1
𝑒𝑙𝑠𝑒
𝑏𝑙𝑜𝑐𝑘𝑖𝑛𝑑𝑒𝑥 [𝑖] = 0
Thus blocks with index value 1 will be used for data
hiding in the data embedding phase.
B. Improved High Capacity Data Embedding using
Difference Expansion
Difference expansion is high capacity reversible data
hiding technique introduced by Tian in [2] where it maintains
the high visual quality of digital images which are used. We
calculate some difference values for difference expansion. The
technique discovers the extra storage space by exploring the
redundancy in the image content. This technique was
introduced by Tian[2] for the grayscale images where the
payload capacity limit and the visual quality of embedded
images of the DE method is one amongst the best in literature.
In proposed algorithm the data is embedded in each color
components individually as the inputted image is a color
image. Thus improved algorithm for reversible data hiding
using difference expansion technique for color images is used
here for embedding the data. In our implementation the blocks
whose f-value < fvalueavg are considered for data hiding.
This data hiding scheme involves separating the Red Green
and blue component of the image then considering each
component of the color separately to hide the data into it. This
increases the data embedding capacity of an image then the
available schemes.
The method of embedding is as follows:
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Algorithm: Improved Difference Expansion Technique:
Input: Color Image
Process:
1. Find separate R, G, B components of an image, it will
form three different matrices of three different color
components like R-Matrix, G-Matrix, B-matrix.
2. Now apply the process of difference expansion for hiding
data bits. Here pixel from only those blocks are used whose fvalue lies below f-avg. These blocks are smoother than others.
After using all possible pixels of R component of a block, Gcomponent is considered then B component is used.
3. Convert the text into binary then considering bits from
the binary data one by one hide using Difference expansion
based technique proposed by Tian.
C. Image Encryption by dividing the image into Shares
(using SDS)
Existing reversible data hiding schemes the design of an
encryption algorithm must provide security against
unauthorized attacks. Key oriented algorithms are very
efficient but they were very bulky to manage as key handling
must be done. To improved quality of existing system, keyless
random hiding techniques can be used. Techniques of keyless
encryption of images allow secure transmission of image.
Random hiding is a technique that embeds the important text
into a cover image such that the important images are
mperceptible and can be securely transmitted to the receiver.
In the proposed scheme we are using the novel visual
cryptography algorithm for image encryption. Visual
cryptography involves secret sharing of image by dividing
it into multiple shares. Then those shares are transmitted
or stored on different places in the storage server for security;
the original image could not be reconstructed unless we have
all the shares with us to combines. Thus the method provides
the security to the image in the sense that image so divided
into shares is protected and for regeneration all the shares are
required. This scheme does not involve use of keys for
encryption, has low storage and bandwidth requirements,
while also keeping the computation cost during encryption/
decryption low, the proposed technique is implemented
with the SDS algorithm and involves three steps. In step one
i.e. sieving, the secret image is split into primary colors. In
step two i.e. Division, these split images are randomly divided.
In step three i.e. Shuffling, these divided shares are then
shuffled each within itself. Finally these shuffled shares are
combined to generate the desired random shares. The scheme
implemented using the SDS (Sieve, Division, Shuffle)
algorithm involves the following three steps:
Sieving: Sieving as the name suggests involves filtering
the combined RGB components into individual R, G and
B components (as shown in Figure 3). The granularity of
the sieve depends the range of values that R/G/B component
may take individually. To make the process computationally
inexpensive, sieving uses the XOR operator.
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Division: Having filtered the original image into the R, G and
B components, the next step involves dividing the R, G and B
components into D parts or shares each.
R (RA, RB, RC, RD)
G (GA, GB, GC, GD)
B (BA, BB, BC, BD)
While dividing it is ensured that each element in RA-D, GAD
and BA-D is assigned values randomly, such that the entire
domain is available for randomized selection; in case x = 8,
then individual elements should be randomly assigned a value
varying from 0- 255. The shares so generated should be such
that (RA, RB, RC, RD) should regenerate R and similarly for
G/B components. The shares so generated should be such that
(RA,------------ RD) should regenerate R and similarly for G/B
components.
Shuffling: Though experimental results have shown that
the random shares created by division in no way exhibit any
resemblance to the original image, but as a second step
towards randomizing the generated shares i.e. RA-D, GA-D
and BA-D , we perform the shuffle operation. This involves
shuffling the elements in the individual shares. Having carried
out the above three operations the generated shares are
combined to generate the final z random shares (RS).
Random ShareA
(RA-shuffle, GA-shuffle, and BAshuffle)
Random ShareB
(RB-shuffle, GB-shuffle, and BB-shuffle)
--- --- --- --- --- --- --- --- --- --- --- --- -- --- -RandomShareD
(RD-shuffle, GD-shuffle, and BD-shuffle)
The random shares so generated individually convey no
information about the secret image, however to recover the
original image all the random shares would be required. In
our proposed scheme there are no keys involved and hence
there is no key management. All that is required is to transmit
one of the random shares on a secret channel while
transmitting the rest on an unsecure channel.
D. Image Decryption (Image Retrieval)
Image retrieval involves the reverse of operation that we
have performed in the image encryption process. That
involves sieving the random shares and retrieving
R/G/B(AShuffle) , R/G/B(B-Shuffle), R/G/B(C-Shuffle),
R/G/B(D-Shuffle) then from individual shuffle shares the
original RA,GA,BA ,
RB,GB,BB , RC,GC,BC and RD,GD,BD are generated. And
using this original image can be generated. The retrieved
image is same as original and no loss of picture quality occurs.
Thus this scheme involves no use of keys while encryption
and decryption and keeps computation cost during encryption
and decryption low.
E. Data Extraction
After we get all the shares of the image the image can be
reconstructed and from the reconstructed image the data
can be retrieved. In the data retrieval process the new pixel
value are considered and difference is calculated. The LSB
of the difference is the bit which was hided. For this the data
retrieval method‟ require the index position of those blocks
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which were considered in hiding process and the pixel pairs
position where the data is hidden as the input.
Algorithm:
Data_Extraction(image,blocks_index_pos[],pos_pixel_pai
rs[])
Input:
Image after the reconstruction phase which has data hidden in
selected blocks
-Index position of blocks that are used for hiding data.
-Position of pixel pairs whose difference is expanded
satisfying the overflow and underflow condition.
V. CONCLUSION
Proposed scheme gives a completely new framework for
eversible data hiding. Partitioning the image logically into
smoother and complex region improves the performance and
efficiency of RDH algorithm. Reserving room from encrypted
image is relatively difficult and sometimes inefficient; the
proposed scheme reserves the room before encryption. Then
for hiding data improved Difference expansion technique is
used which increases the data hiding capacity by hiding data in
separate color component. In the proposed scheme the .txt
fileof huge size can be hidden by maintaining the quality of
retrieved image. Providing the security to the image is also a
major area of concern when its storage or transmission is
considered. For image encryption after hiding a data instead of
usingany standard cipher, a method of visual cryptography is
used. For retrieving the complete image, all the random shares
will be required. Image so retrieved will be same as original
image. Proposed scheme guarantees the lossless retrieval of
the image so as data. After retrieving the image hidden data
will be extracted lossless. In our proposed technique both
during encryption and decryption the computation cost is low
since the majority operations involved use logical XOR, OR
and AND. There are no keys involved in the proposed scheme
for encryption/decryption hence there is no key management.
The scheme is robust to withstand the brute force attacks.The
scheme is suitable for authentication based application or
where trust cannot be reposed in any one participant for
decision making and collective support is required to proceed,
in such situation the important authentication related data like
any password string or code can be hidden into the image and
image can be divided into random shares then those shares are
distributed to the trusted partners whenever the code has to be
retrieved all the shares from all partners will be required no
partner can individually take any decision.
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VI. FUTURE WORK
In our previous paper we have given the detail survey of
various reversible data hiding schemes and also presented
the comparative analysis of those schemes. In this paper
details of algorithms used in proposed scheme has been
explained. In our next paper we are going to show actual
implementation of the proposed algorithm. For proving the
performance of the method the PSNR value of an original
image and data hided image is considered and to prove the
performance of reconstruction of image scheme the PSNR
of original image and reconstructed image is considered.
The PSNR of the original image and data hided image
should be maintained >40db and to prove that after the
data is retrieved, the reconstructed image is same as original
image, the PSNR should be infinity. This can be proved with
proper implementation of the algorithm.
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Abstract: this application can be used to store the details of
the inventory update the inventory information, create
receipts for sales, generate sheets and report .this application
designed for both ,providing appropriate access rights to
administrators that’s is owners and user that is sales persons
or manager. Administrator should be able to update or add
new inventory details. The sales person should only be able
to view data for verification and knowledge. There should
be a common database that can be updated by the
application owners
Keyword : inventory management, online sales, product
,stock,goods
I.

person should be able to · login to the system through the
initial screen of the system · change the password after
logging into the system · see the status of the inventory, ie,
whether a particular item is available or not etc · search for a
particular item by typing the initial letters or by categorywise · enter the items purchased by a customer and produce
a bill for the same · cancel the produced bill, in case of error
in entering the details, and produce a new one · take back an
already sold item that is not satisfactory to the customer and
produce a receipt for the same · inform the inventory
manager about the items that are not available, so that they
can be stocked The inventory manager should be able to
login to the system/change his password after logging in etc
check the status of the inventory

INTRODUCTION

Online Sales and Inventory Management System (SIMS)
Project Description This project is aimed at developing an
online Sales and Inventory Management System (SIMS) for
a departmental store. This system can be used to store the
details of the inventory, update the inventory based on the
sale details, produce receipts for sales, generate sales and
inventory reports periodically etc. This is one integrated
system that contains both the user component (used by
salespersons, sales managers inventory managers etc) and
the admin component (used by the administrators for
performing admin level functions such as adding new items
to the inventory, changing the price of an item etc). This
system runs on multiple terminals, offers a GUI interface to
its users and connects to a common database(s). Functional
components of the project Following is a list of
functionalities of the system. More functionalities will be
added to this list during the course of the project. A sales
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Online Sales System is a web application .The idea of this
thesis is to study the company’s current working. And
propose a solution in order to digitalize their current
processes and overcome the current issues which are being
faced daily due to lack of computerized solution. This need
of digitalization of their current processes related to order
handling will help the company in forecasting their business
growth . Inventory management aims to control the supply
ordering of the a firms so that invetory cost can be
minimized and maximized of customers order are filled this
is a best solution to all type of Retail companies also top
Level Multinational Companies who those are
manufacturing fast moving products for customer’s
attracting towards the system of respective companies. All
the multinational company cannot sell their product directly
to the customer . This project is developed for the best
solution to maintain details of every stock delivered by
company to customers and also working phenomenon in
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terms of target given by company in respective areas to
respective employees. Also reduce time for delivering
regular reports in terms of Day-Target, Monthly-Target, and
Yearly-Target oriented companies. Because of this project
the company can easily achieved their yearly target of our
product. Also they can easily analyze the market status of
their product and also they can easily find out in which
region their product will be sold highly. Because of this
information the company can be easily make changes of
their quality
MODULES
This project is aimed at developing an online Sales and
Inventory Management System (SIMS) for a departmental
store.
The Project has the following modules
Sales Manager
Sales Person
Inventory Manager
Admin
A sales person should be able to
login to the system through the initial screen of the system
change the password after logging into the system see the
status of the inventory, ie, whether a particular item is
available or not etc search for a particular item by typing the
initial letters (‘app’ for example may bring up the item
‘apple’ in the top) or by category-wise (apple, for example,
may be looked up by going through the category ‘fruits’)




validate the inventory against the sales done in the previous
day (whether the items that are sold and the change in the
inventory for the corresponding items match etc)



generate inventory reports of the items category-wise, pricewise etc



generate inventory-trends (like how is coffee powder stock
changing over the month)
The sales manager should be able to



login to the system/change his password after logging in etc



check how many bills have been generated in the day so far



check how much money is transacted in the day so far



check how many bills have been cancelled so far in the
day(due to wrong entry by the sales persons)



check how many items have been returned so far in the day



check for any exception reports from the sales persons and
correct it by contacting the inventory manager



generate sales-trend graphs for each of the item (like how is
apple selling in the last one month)
The administrator should be able to



login to the system and change his password after logging in

enter the items purchased by a customer and produce a bill



add new users to the system

for the same (the bill will have a unique sale id, date, time,



add new items/categories to the inventory (‘grape’ may be

item/quantity/price details etc)

added to the category ‘fruits’ or a new category such as

cancel the produced bill, in case of error in entering the

‘vegetables’ may be added)

details, and produce a new one






change the price of an item

take back an already sold item that is not satisfactory to the
customer (the shop allows that) and produce a receipt for the
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Abstract:For the first few decades of their existence,
computer networks were primarily used by university
researchers for sending e-mail and by corporate employees for
sharing printers. Under these conditions, security did not get a
lot of attention. But now, as millions of ordinary citizens are
using networks for banking, shopping, and filing their tax
returns, network security is looming on the horizon as a
potentially massive problem.
The requirements of information security within an
organisation have undergone two major changes in the last
several decades.before the widespread use of data processing
equipment ,the security of information felt to be valuable to an
organization was provided primarily by physical and
administrative means with the introduction of computer the
need for automated tools for protecting files and other
information stored on the computer became an evident .this is
especially the case for a shared system,such as time sharing
system and the need is even more acute for systems that can be
accessed for a public telephone or a data network..the generic
name for the collection of tools to protect data and to thwart
hackers is “computer security”.
Keywords—-Computer security,Network security,Computer
Network.
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I.INTRODUCTION
NETWORK SECURITY:- Security is a broad topic and covers a

multitude of sins. In its simplest form, it is concerned with
making sure that nosy people cannot read, or worse yet,
secretly modify messages intended for other recipients. It is
concerned with people trying to access remote services that
they are not authorized to use. Most security problems are
intentionally caused by malicious people trying to gain some
benefit, get attention, or to harm someone. Network security
problems can be divided roughly into four closely intertwined
areas: secrecy, authentication, nonrepudiation, and integrity
control. Secrecy, also called confidentiality, has to do with
keeping information out of the hands of unauthorized users.
This is what usually comes to mind when people think about
network security. Authentication deals with determining
whom you are talking to before revealing sensitive
information or entering into a business deal. Nonrepudiation
deals with signatures.
Cryptography:- Cryptography comes from the Greek words
for ''secret writing.'' It has a long and colorful history going
back thousands of years. Professionals make a distinction
between ciphers and codes. A cipher is a character-forcharacter or bit for-bit transformation, without regard to the
linguistic structure of the message. In contrast, a code replaces
one word with another word or symbol. Codes are not used
any more, although they have a glorious history
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The messages to be encrypted, known as the plaintext, are
transformed by a function that is parameterized by a key. The
output of the encryption process, known as the ciphertext, is
then transmitted, often by messenger or radio. We assume that
the enemy, or intruder, hears and accurately copies down the
complete ciphertext. However, unlike the intended recipient,
he does not know what the decryption key is and so cannot
decrypt the ciphertext easily. Sometimes the intruder can not
only listen to the communication channel (passive intruder)
but can also record messages and play them back later, inject
his own messages, or modify legitimate messages before they
get to the receiver (active intruder). The art of breaking
ciphers, called cryptanalysis, and the art devising them
(cryptography) is collectively known as cryptology.
It will often be useful to have a notation for relating plaintext,
ciphertext, and keys. We will use C = EK(P) to mean that the
encryption of the plaintext P using key K gives the ciphertext
C. Similarly, P = DK(C) represents the decryption of C to get
the plaintext again.
II.RELATED WORK
Secracy: Only the sender and intended receiver should be able
to understand the contents of the transmitted message. Because
eavesdroppers may intercept the message, this necessarily
requires that the message besomehow encrypted (disguise
data) so that an intercepted message can not be decrypted
(understood) by an interceptor. This aspect of secrecy is
probably the most commonly perceived meaning of the term
"securecommunication." Note, however, that this is not only a
restricted definition of secure communication , but a rather
restricted definition of secrecy as well.
Authentication :Both the sender and receiver need to confirm
the identity of other party involved in the communication - to
confirm that the other party is indeed who or what they claim
to be. Face-to-face human communication solves this problem
easily by visual recognition. When communicating entities
exchange messages over a medium where they can not "see"
the other party, authentication is not so simple. Why,
for instance, should you believe that a received email
containing a text string saying that the email came from
a friend of yours indeed came from that friend? If someone
calls on the phone claiming to be your bank and asking for
your account number, secret PIN, and account balances for
verification purposes, would you give that information out
over the phone? Hopefully not.
Message Integrity: Even if the sender and receiver are able to
authenticate each other, they also want to insure that the
content of their communication is not altered, either
malicously or by accident, in transmission. Extensions to the
checksumming techniques that we encountered in reliable
transport and data link protocols
Nonrepudiation: Nonrepudiation deals with signatures
Having established what we mean by secure communication,
let us next consider exactly what is meant by an
"insecurechannel." What information does an intruder have
access to, and what actions can be taken on the transmitted
data?
Figure illustrates the scenario
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Alice, the sender, wants to send data to Bob, the receiver. In
order to securely exchange data, while meeting the
requirements of secrecy, authentication, and message integrity,
Alice and Bob will exchange both control message anddata
messages (in much the same way that TCP senders and
receivers exchange both control segments and data segments).
All, or some of these message will typically be encrypted. A
passive intruder can listen to and record the control and data
messages on the channel; an active intruder can remove
messages from the channel and/or itself add messages into the
channel.

Network Security Considerations in the Internet :- Before
delving into the technical aspects of network security in the
following sections, let's conclude our introduction by relating
our fictitious characters - Alice, Bob, and Trudy - to "real
world" scenarios in today's Internet

Let's begin with Trudy, the network intruder. Can a "real
world" network intruder really listen to and record passively
receives all data-link-layer frames passing by the device's
network interface. In a broadcast environment
such as an Ethernet LAN, this means that the packet sniffer
receives all frames being transmitted from or to all hostson the
local area network. Any host with an Ethernet card can easily
serve as a packet sniffer, as the Ethernet interface card needs
only be set to "promiscuous mode" to receive all passing
Ethernet frames. These frames can then be passed on to
application programs that extract application-level data. For
example, in the telnet scenario , the login password prompt
sent from A to B, as well as the password entered at B are
"sniffed" at host C. Packet sniffing is a double-edged sword it can be invaluable to a network administrator for network
monitoring and management but also used by the unethical
hacker. Packet-sniffing software is freely available at various
WWW sites, and as commercial products.
Two Fundamental Cryptographic Principles:
Redundancy
The first principle is that all encrypted messages must contain
some redundancy, that is, information not needed to
understand the message.
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Cryptographic principle 1: Messages must contain some
redundancy Freshness
Cryptographic principle 2: Some method is needed to foil
replay attacks
One such measure is including in every message a timestamp
valid only for, say, 10 seconds. The receiver can then just keep
messages around for 10 seconds, to compare newly arrived
messages to previous ones to filter out duplicates. Messages
older than 10 seconds can be thrown out, since any replays
sent more than 10 seconds later will be rejected as too old.
Symmetric key E ncryption model:
Beyond that ,the security of conventional encryption
depends on the secracy of the key ,not the secrecy of the
algorithm. We do not need to keep the algorithm secret, we
need to keep only the secret key.
The fact that the algorithm need not be kept
secret means that manufactures can and have developed low
cost chip implementations of data encryption algorithms. these
chips are widely available and incorporated in to a number of
products.

Substitution Ciphers
In a substitution cipher each letter or group of letters is
replaced by another letter or group of letters to disguise it. One
of the oldest known ciphers is the Caesar cipher, attributed to
Julius Caesar. In this method, a becomes D, b becomes E, c
becomes F, ... , and z becomes C. For example, attack
becomes DWWDFN. The next improvement is to have each
of the symbols in the plaintext, say, the 26 letters for
simplicity, map onto some other letter. For example,
plaintext: a b c d e f g h i j k l m n o p q r s t u v w x y z
ciphertext: Q W E R T Y U I O P A S D F G H J K L Z X C V
BNM
Transposition Ciphers:Substitution ciphers preserve the
order of the plaintext symbols but disguise them.
Transposition ciphers, in contrast, reorder the letters but do not
disguise them depicts a common transposition cipher, the
columnar transposition.
M E G A B U C K
7 4 5 1 2 8 3 6
W E L C O M E T PLAIN TEXT: WELCOME
TO SAfire-2K8,CHIRALA,
O S A f i r e 2 PRAKASAM, AP.
K 8
C H
I
R A L
CIPHER TEXT:
CfHAOiIKEeASES8PALACRPT2LA
A P R A K A S A
WOKAMMrRA
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M AP
The cipher is keyed by a word or phrase not containing any
repeated letters. In this example, MEGABUCK is the key. The
purpose of the key is to number the columns, column 1 being
under the key letter closest to the start of the alphabet, and so
on. The plaintext is written horizontally, in rows, padded to fill
the matrix if need be. The ciphertext is read out by columns,
starting with the column whose key letter is the lowest.
II.PROPOSED ALGORITHM
Public key algorithm:
While there may be many algorithms and keys that have this
property, the RSA algorithm (named after its founders, Ron
Rivest, Adi Shamir, and Leonard Adleman) has become
almost synonymous with public keycryptography.
In order to choose the public and private keys, one must do the
following:
Choose two large prime numbers, p and q. How large should p
and q be? The larger the values, the
more difficult it is to break RSA but the longer it takes to
perform the encoding and decoding. RSA
Laboratories recommends that the product of p and q be on the
order of 768 bits for personal use and
1024 bits for corporate use .
Compute n = pq and z = (p-1)(q-1).
Choose a number, e, less than n, which has no common factors
(other than 1) with z. (In this case, e
and z are said to be relatively prime). The letter 'e' is used
since this value will be used in encryption.
Find a number, d, such that ed -1 is exactly divisible (i.e., with
no remainder) by z. The letter 'd' is
used because this value will be used in decryption. Put another
way, given e, we choose d such that the
integer remainder when ed is divided by z is 1. (The integer
remainder when an integer x is divided by
the integer n, is denoted x mod n).
The public key that Bob makes available to the world is the
pair of numbers (n,e); his private key is the
pair of numbers (n,d).
key distribution: For symmetric key cryptograghy , the trusted
intermediary is called a Key Distribution Center (KDC), which
is a single, trusted network entity with whom one has
established a shared secret key. We will see that one can use
the KDC to
obtain the shared keys needed to communicate securely with
all other network entities. For public key cryptography, the
trusted intermediary is called a Certification Authority (CA).
A certification authority certifies that a public key belongs to a
particular entity (a person or a network entity). For a certified
public key, if one can safely trust the CA that the certified the
key, then one can be sure about to whom the public key
belongs. Once a public key is certified, then it can be
distributed from just about anywhere, including a public key
server, a personal Web page or a diskette.
security in the layers:
Before getting into the solutions themselves, it is worth
spending a few moments considering where in the protocol
stack network security belongs. There is probably no one
single place. Every layer has something to contribute.
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physical layer:In the physical layer wiretapping can be foiled
by enclosing transmission lines in sealed tubes containing gas
at high pressure. Any attempt to drill into a tube will release
some gas, reducing the pressure and triggering an alarm. Some
military systems use this technique.
Data link layer:In this layer, packets on a point-to-point line
can be encrypted as they leave one machine and decrypted as
they enter another. All the details can be handled in the data
link layer, with higher layers oblivious to what is going on.
This solution breaks down when packets have to traverse
multiple routers, however, because packets have to be
decrypted at each router, leaving them vulnerable to attacks
from within the router.
Network layer:In this layer, firewalls can be installed to keep
good packets and bad packets out. IP security also functions in
this layer.
In the transport layer, entire connections can be encrypted, end
to end, that is, process to process. For maximum security, endto-end security is required . Finally, issues such as user
authentication and nonrepudiation can only be handled in the
application layer. Since security does not fit neatly into any
layer

certificates are encrypted with the private key of a certifying
authority.
4. Bob uses the certifying authority's public key to decrypt the
two certificates. Bob now has Alice's public key and the bank's
public key.
5. Bob generates two packages of information: the order
information (OI) package and the purchase instructions (PI)
package. The OI, destined for Alice, contains the transaction
identifier and brand of card being used; it does not include
Bob's card number. The PI, destined for Alice's bank, contains
the transaction identifier, the card number and the purchase
amount agreed to Bob. The OI and PI are dual encrypted: the
OI is encrypted with Alice's public key; the PI is encrypted
with Alice's bank's public key. (We are bending the truth here
in order to see the big picture. In reality, the OI and PI are
encrypted with a customer-merchant session key and a
customer-bank session key.) Bob sends the OI and the PI to
Alice.

Secure Internet Commerce :
SET (Secure Electronic Transactions) is a protocol specifically
designed to secure payment-card transactions over the
Internet. It was originally developed by Visa International and
MasterCard International in February 1996 with participation
from leading technology companies around the world .SET
Secure Electronic Transaction LLC (commonly referred to as
SET Co) was established in December 1997 as a legal entity to
manage and promote the global adoption of SET

6.Alice generates an authorization request for the card
payment request, which includes the transaction identifier.
7.Alice sends to her bank a message encrypted with the bank's
public key. (Actually, a session key is used.) This message
includes the authorization request, the PI package received
from Bob, and Alice's certificate
.
8.Alice's bank receives the message and unravels it. The bank
checks for tampering. It also make ssure that the transaction
identifier in the authorization request matches the one in Bob's
PI package.

1. Bob indicates to Alice that he is interested in making a
credit card purchase.
2. Alice sends the customer an invoice and a unique
transaction identifier.
3. Alice sends Bob the merchant's certificate which includes
the merchant's public key. Alice also sends the certificate for
her bank, which includes the bank's public key. Both of these
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9.Alice's bank then sends a request for payment authorization
to Bob's payment-card bank through traditional bank-card
channels -- just as Alice's bank would request authorization for
any normal payment-card transaction.
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Abstract:In this paper we develop a complete methodology
for document classification and clustering. We start by
investigating how the choice of document features influences
the performance of a document classifier and then use our
findings to develop a clustering method suitable for document
collections. From our study of the effect of frequency
transformation, term weighting and dimensionality reduction
through principal components analysis on the performance of a
simple K-nearest-neighbors classifier, we conclude that: (a)
applying a logarithm or square-root transformation to the term
frequencies reduces error rates; (b) term weighting of the
transformed frequencies does not appear to help much; and (c)
increasing the feature space dimension beyond 50 does not
improve performance. We use these findings in the
construction of a Gaussian Mixture Document Clustering
(GMDC) algorithm.
This algorithm models the data as a sample from a
Gaussian mixture. The model is used to build clusters based on
the likelihood of the data, and to classify documents according
to Bayes rule.
Finally we will build our own classifier which will have
ability to automatically select the number of clusters present in
the document collection and do classification more efficiently
then above two classifier.
Keywords—clustering, classification, text
dimensionality reduction, Gaussian mixture.
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mining,

I. INTRODUCTION
Document detection and tracking is different from document
retrieval. The goal of document retrieval is to find the
documents in a collection that best match some query. The
query might be considered a very short document consisting of
a few keywords, and the goal then is to find the documents in
the collection that are most similar to the query document.
In Statistics terminology, topic detection is a clustering
problem: we want to partition C into groups such that
documents in each group are similar to each other, and
dissimilar from documents in other groups.
In its simplest form, topic tracking is a classification
problem. We have a collection C of documents, each labeled

with a topic, and we want to assign a label to a new document.
The unusual aspect of the problem is that our answer could be
“none”, in which case the document is taken to represent a new
topic.
Clustering and classification methods play a central role in
the reduction of both the number of operations needed for
document classification, and the retrieval time. Also, they can
be designed to make accurate decisions on whether or not a
document represents a new topic.
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The problem of clustering has been studied widely in the
database and statistics literature in the context of a wide
variety of data mining tasks. The clustering problem is defined
to be that of finding groups of similar objects in the data. The
similarity between the objects is measured with the use of a
similarity function. The problem of clustering can be very
useful in the text domain, where the objects to be clusters can
be of different granularities such as documents, paragraphs,
sentences or terms. Clustering is especially useful for
organizing documents to improve retrieval and support
browsing
The study of the clustering problem precedes its
applicability to the text domain. Traditional methods for
clustering have generally focused on the case of quantitative
data in which the attributes of the data are numeric. The
problem has also been studied for the case of categorical data
in which the attributes may take on nominal values. A broad
overview of clustering (as it relates to generic numerical and
categorical data) may be found in . A number of
implementations of common text clustering algorithms, as
applied to text data, may be found in several toolkits such as
Lemur and BOW toolkit. The problem of clustering finds
applicability for a number of tasks:
Document Organization and Browsing: The hierarchical
organization of documents into coherent categories can be very
useful for systematic browsing of the document collection. A
classical example of this is the Scatter/Gather method, which
provides a systematic browsing technique with the use of
clustered organization of the document collection.
Corpus Summarization: Clustering techniques provide a
coherent summary of the collection in the form of clusterdigests or word-clusters, which can be used in order to provide
summary insights into the overall content of the underlying
corpus. Variants of such methods, especially sentence
clustering, can also be used for document summarization, a
topic. The problem of clustering is also closely related to that
of dimensionality reduction and topic modeling. Such
dimensionality reduction methods are all different ways of
summarizing a corpus of documents.
Document Classification: While clustering is inherently an
unsupervised learning method, it can be leveraged in order to
improve the quality of the results in its supervised variant. In
particular, word-clusters and co-training methods can be used
in order to improve the classification accuracy of supervised
applications with the use of clustering techniques.
We note that many classes of algorithms such as the kmeans algorithm or hierarchical algorithms are generalpurpose methods, which can be extended to any kind of data,
including text data. A text document can be represented either
in the form of binary data, when we use the presence or
absence of a word in the document in order to create a binary
vector. In such cases, it is possible to directly use a variety of
categorical data clustering algorithms [10, 4] on the binary
representation.
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A more enhanced representation would include refined
weighting methods based on the frequencies of the individual
words in the document as well as frequencies of words in an
entire collection Quantitative data clustering algorithms can
be used in conjunction with these frequencies in order to
determine the most relevant groups of objects in the data.
II.LITERATURE SURVEY
Our document clustering method borrows ideas from the
model based clustering literature (Banfi eld and Raftery, 1993;
Celeux and Govaert, 1995). It explicitly models the data as a
sample from a Gaussian mixture. Each of the components in
the mixture distribution is assumed to be a multivariate
Gaussian distribution with uncorrelated components. This
assumption fits the data well and greatly simplifies the
computations involved, including the estimation of the
parameters.
These are efficiently estimated through the ExpectationMaximization (EM) algorithm (Dempster, Laird and Rubin,
1977). We propose several ways of initializing the EM
algorithm; these include efficient and accurate variations of the
K-means algorithm (Ward, 1963), as well as the more popular
agglomerative hierarchical clustering techniques. The model is
used to build clusters based on the likelihood of the data, and
to classify documents according to Bayes rule (Sec. We call
this approach to document clustering Gaussian Mixture
Document Clustering (GMDC).
One main advantage of our approach is the ability to
automatically estimate the number of clusters (topics) present
in the document collection via Bayes factors (Raftery, 1995).,
with the TDT Corpus (Allan, Carbonell, Doddington, Yamron
and Yang, 1998), are extremely encouraging, demonstrating
the ability of GMDC to choose a reasonable number of
clusters as well as to generate meaningful partitions of the
data.
Our ideas have been successfully applied to large collections
of documents and in general to large data sets, through a
simple procedure that combines “fractionation” (Cutting,
Karger, Pedersen and Tukey, 1992) with Gaussian mixture
document clustering. The study of this extension has been
published elsewhere (Tantrum, Murua and Stuetzle, 2004;
Tantrum, Murua and Stuetzle, 2002). The present work
focuses on the foundations of our methodology. Similar ideas
to deal with large datasets, but not necessarily documents,
have been reported in the literature recently. But unlike our
comprehensive treatment of the problem for document
collections, they focus on scalability of the original EM
algorithm used to fit Gaussian mixtures (Jin, Wong and Leung,
2005), or on feature extraction procedures for general data sets
(Hsieh, Wang and Hsu, 2006).
Text clustering algorithms are divided into a wide variety of
different types such as agglomerative clustering algorithms,
partitioning algorithms, and standard parametric modeling
based methods such as the EM-algorithm. Furthermore, text
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representations may also be treated as strings (rather than bags
of words). These different representations necessitate the
design of different classes of clustering algorithms. Different
clustering algorithms have different tradeoffs in terms of
effectiveness and efficiency. An experimental comparison of
different clustering algorithms may be found in [9, 11].
Many clustering techniques have been proposed in the
literature. Clustering algorithms are mainly categorized into
hierarchical and partitioning methods [2, 3, 4 5]. A hierarchical
clustering method works by grouping data objects into a tree
of clusters [6]. These methods can further be classified into
agglomerative and divisive hierarchical clustering depending
on whether the hierarchical decomposition is formed in a
bottom-up or top-down fashion. Kmeans and its variants [7, 8,
9] are the most well-known partitioning methods [10]. Lexical
chains have been proposed in [11] that are constructed from
the occurrence of terms in a document.
Problem to improve the clustering quality is addressed in [10]
where the cluster size varies by a large scale. They have stated
that variation of cluster size reduces the clustering accuracy for
some of the state-of-the-art algorithms. An algorithm called
frequent Itemset based Hierarchical clustering (FIHC) has
been proposed, where frequent items i.e. minimum fraction of
documents have used to reduce the high dimensionality and
meaningful cluster description. However, it ignores the
important relationship between words.

III.PROPOSED METHODOLGY
Clustering and classification methods play a central role in the
reduction of both the number of operations needed for
document classification, and the retrieval time. Also, they can
be designed to make accurate decisions on whether or not a
document represents a new topic.
In order to apply clustering and classification methods, we fi
first map documents to vectors in some p-dimensional space.
This is not strictly speaking necessary. Most clustering
methods and some classification methods (for example Knearest-neighbor classification) only require similarities or
dissimilarities between documents. However, the distinction is
not as important as it might seem at first glance. Given a
representation of documents as p-dimensional points we can
always define dissimilarity as interpoint distance. Given a
dissimilarity matrix, on the other hand, we can use multidimensional scaling to find points in p-dimensional Euclidean
space such that the interpoint distances approximately or
exactly match the dissimilarities.

mining move beyond the analyses of past events provided by
retrospective tools typical of decision support systems.
Data mining tools can answer business questions that
traditionally were too time consuming to resolve. They search
databases for hidden patterns, finding predictive information
that experts may miss because it lies outside their expectations.
Different types of data mining tools are available in the
marketplace, each with their own strengths and weaknesses.
Internal auditors need to be aware of the different kinds of data
mining tools available and recommend the purchase of a tool
that matches the organization's current detective needs. This
should be considered as early as possible in the project's
lifecycle, perhaps even in the feasibility study.
Data mining commonly involves four classes of tasks.[1]
Classification- Arranges the data into predefined groups. For
example an email program might attempt to classify an email
as legitimate or spam. Common algorithms include Decision
Tree Learning, Nearest neighbor, naive Bayesian classification
and Neural network.
Clustering- Is like classification but the groups are not
predefined, so the algorithm will try to group similar items
together.
Regression- Attempts to find a function which models the data
with the least error.
Association rule learning- Searches for relationships between
variables. For example a supermarket might gather data on
customer purchasing habits. Using association rule learning,
the supermarket can determine which products are frequently
bought together and use this information for marketing
purposes. This is sometimes referred to as "market basket
analysis". Data mining techniques can be implemented rapidly
on existing software and hardware platforms to enhance the
value of existing information resources, and can be integrated
with new products and systems as they are brought on-line.
When implemented on high performance client/server or
parallel processing computers, data mining tools can analyze
massive databases to deliver answers to questions such as,
"Which clients are most likely to respond to my next
promotional mailing, and why?" As shown in Fig1, Data
mining process consist of three main phases:1. Data preprocessing
2. Applying data mining techniques
3. Interpretation of Results

Data mining, the extraction of hidden predictive information
from large databases, is a powerful new technology with great
potential to help companies focus on the most important
information in their data warehouses.
Data mining tools predict future trends and behaviors,
allowing businesses to make proactive, knowledge-driven
decisions. The automated, prospective analyses offered by data
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Abstract: A system and method for pushing information
from a host system to a mobile communication device upon
sensing a triggering event is disclosed. A redirector program
operating at the host system enables a user to continuously
redirect certain user-selected data items from the host
system to the user mobile data communication device upon
detecting that one or more user-defined triggering events has
occurred. The redirector program operates in connection
with event generating applications an repackaging systems
at the host system to configure and detect a particular userdefined event, and then to repackage the user-selected data
items in an electronic wrapper prior to pushing the data
items to the mobile device. The system includes attachment
processing components for identifying one or more
attachment displayers in the vicinity of the mobile data
communication device and then routing an attachment from
the host system directly to a selected attachment displayer.
Keywords- Mobile communication systems,
communication, Consumer behavior, Age groups.

Data

I.INTRODUCTION
Mobile Data Communication is important for the purpose.
In this paper, we show Mobile Data is the term used by
transmission purpose. The transmission path mobile data
communication appears simple, Digital radio signal are
transmitted amount of data. Data is term used by many to
describes of wireless data communication using radio wave
to send and receive information. This is part of much
broader mobile technology arena. Wireless data is highly
successful in many business application today. Using
wireless has significantly improved worker productivity,
increase customer satisfaction and, in many cases, provided
a competitive advantage. Most of the success wireless data
to this point has been in operational side of business in
market such as field service, transportation and public
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safety. The have proven themselves for mission critical use
in the multitude of business application in use today. An
increasing number of software application for mobile. A
mobile wireless device, mobile device comprising a longrange wireless transceiver for receiving an e-mail message
from a host system, wherein the e-mail message includes an
attachment indicator referring to an attachment that is
associated with the e-mail message; and short-range wireless
mobile devices (e.g., laptops, handheld computers, belt worn
e-mail terminals) are available.
The arrival of telephone designed for voice
communication promoted to development of technique to
transmit and receive data over existing medium.
The early day of data communications, the user
interface to computers in combination with modems for long
distance data communication.
II.EASE OF USE
1.Public Switched Telephone Network:
Initially telephone were sold in pairs and customer had to
lay their own cable to create point to point connection.
Switches were introduced to which all phones in an area
were connected. Switchboard operators manually created
connection by plugging cables. To make a phone call to
other people in different city the switches needed to be
connected.
2.Portable Phones:
A portable telephone replace the handset cord with a radio
link. The handset communication with base station
connected to fixed telephone line. The range is limited
usually to the same building or some short distance from the
base station. The base station attaches to the telephone
network the same way corded telephone. The base station
on subscriber premises is what differentiates a cordless
telephone form a mobile telephone.
3.Satellite Communication:

Special Issue Tech-Ed 2016 (International Conference)

Page 219

Communication satellite is relay station that receives signals
from one earth station and rebroadcast them to another.
They use microwave signals. Satellite are or specifically
made telecommunication purpose. They are used for mobile
application such as communication to ships, vehicles,
planes, hand-held terminal and for TV radio broadcasting.
III. ABBREVIATION AND ACRONYMS
A comprehensive dictionary of the many acronyms and
abbreviations used throughout the telecoms and telephone
industry.
Alternative Access Vendor
ABR
Available Bit Rate
AC
Access Control, or Alternating Current, or
Authentication Center (also AUC)
ACD
Automatic Call Distributor
ACE
Authentication Encryption
ACEK Authentication Encryption Key
ACK
Acknowledgement
ACP
Access Control Point
ACRE Authorization and Call Routing Equipment
ADM Add-Drop Multiplexer (SDH Element)
ADPCM Adaptive Differential Pulse Code Modulation

The FDDI technology can support speeds of up to 100 Mb.
It is designed to use the same token ring technology that was
designed by IBM, but its difference comes in the sense that
it has two rings, i.e. the primary ring and the secondary ring.
The primary ring is used for transferring the data while the
secondary ring is used for backup services in case the
primary data gets lost on the way or collides with other data
packets. The FDDI ring has two options of attaching
different stations, i.e. the Single Attachment Station (SAS)
or class A and the Dual Attachment Station (DAS) or class
B.

V.FIGURES AND TABLE

IV.AUTHORS AND AFFILIATIONS
Due to the increasing network traffic which has been
brought about by the increased demand of the internet, there
has been the need to develop standards for high speed
specifications. The 802.11 is used by the IEEE to refer to set
of Physical Layer (PHL) and Media Access Control (MAC)
specifications that are used to implement Wireless Local
Network (WLAN)(Keshav, 2013). The WiGig network
Standard was developed to aid in carrying out research in
the 802.11ad operations that operate in using the Giga Hertz
frequency bandwidth. The factors which contribute WLAN
market growth are:
Multimedia sharing and streaming
The increase in adoption of WLAN in Enterprises.
The Integration of WLAN into more consumer products
such as smart phones, e-readers, gaming consoles and etc.
Increase in applications, i.e. the internet of things, such as
home automation, smart meters, and etc.
Increase in the use of WLAN to offload data from cellular
networks. (Keshav, 2013), Say that 65% of mobile data
traffic can be offloaded to WIFI.
The specific network technology that I would recommend to
be used in each department is the Fiber Distributed Data
Interface FDDI technology. This is because FDDI network
technology combines the advantages of both the token ring
technology and the Ethernet technology(Keshav, 2013).
With the network traffic from the three departments, there is
need to have a technology that will be able to address the
needs of those departments and these can be solved by the
FDDI network technology.
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VI. ACKNOWLEDGMENT
In
data
networking,
an
acknowledgement
(or
acknowledgment)
is
a
signal
passed
between
communicating processes or computers to signify
acknowledgement, or receipt of response, as part of a
communications protocol. For instance, ACK packets are
used in the Transmission Control Protocol (TCP) to
acknowledge the receipt of SYN packets when establishing
a connection, data packets while a connection is being used,
and FIN packets when terminating a connection.
The acknowledgement function is used in the automatic
repeat-request (ARQ) function. Acknowledgement frames
are numbered in coordination with the frames that have been
received, and then sent to the transmitter. This allows the
transmitter to remain within the window size of the
receiver's buffers, and to become aware of any missed
frames.
Rapid advancement in communication has increased the
need for long-life, high-reliability, Satellite-cropped.jpg
application-ready computing solutions to handle the

ISSN NO: 2454-1958

movement and storage of signals and data streams. Crystal
Group's industrial servers and embedded equipment are used
in a wide variety of communication applications in the
medical field, care facilities, nursing homes, broadcast
media, IT industries, and security markets.
Current Crystal Group Applications
 Call boxes to reach emergency personnel
 Live television Internet broadcast program
 Video processing
 Video storage
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Abstract:This paper is concerned with the use of icons in
human-computer interaction (HCI). Icons are pictographic
representations of data or processes within a computer system,
which have been used to replace commands and menus as the
means by which the computer supports a dialogue with the
end-user. They have been applied principally to graphicsbased interfaces to operating systems, networks and
document-processing software.
The paper attempts to provide a more systematic treatment of
icon interfaces than has hitherto been made, and to create a
classification which it is hoped will be of use to the dialogue
designer. The characteristics, advantages and disadvantages of
icon-based dialogues are described. Metaphors, design
alternatives, display structures and implementation factors are
discussed, and there is a summary of some icon design
guidelines drawn from a variety of sources. Some mention is
also made of attempts by researchers to measure the
effectiveness of icon designs empirically.
I .INTRODUCTION

Machinery Conference on Human Factors in Computing
Systems (ACMSIGCHI)—uses that term. SIGCHI is the
special interest group on computer-human interaction
sponsored by the ACM.2 Human factors is both a science
and a field of engineering. It is concerned with human
capabilities, limitations, and performance, and with the
design of systems that are efficient, safe, comfortable, and
even enjoyable for the humans who use them. It is also an
art in the sense of respecting and promoting creative ways
for practitioners to apply their skills in designing systems.
One need only change systems in that statement tocomputer
system to make the leap from human factors to HCI. HCI,
then, is human factors, but narrowly focused on human
interaction with computing technology of some sort. That
said, HCI itself does not feel “narrowly focused.” On the
contrary, HCI is tremendously broad in scope. It draws
upon interests and expertise in disciplines such as
psychology (particularly cognitive psychology and
experimental psychology) ,sociology ,anthropology,
cognitive science, computer science, and linguistics

Although HCI emerged in the 1980s, it owes a lot to older
disciplines. The most central of these is the field of human
factors, or ergonomics. Indeed, the name of the preeminent
annual conference in HCI—the Association for Computing
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(a) Interaction with computer
II. EASE OF USE
People have interacted with computers from the start, but it
took time for human–computer interaction (HCI) to become a
recognized field of research. Related journals, conferences,
and professional associations appeared in the 1970sand 1980s.
HCI is in the curricula of research universities, primarily in
computer science, yet it has not coalesced into a single
discipline .Fields with researchers who identify with HCI
include human factors and ergonomics, information systems,
cognitive science, information science, organizational
psychology, industrial engineering, and computer engineering.
This article identifies historical, conceptual, and cultural
distinctions among three major research threads. One thread
extended human factors or engineering psychology to
computing. Another developed when mainframes spawned
business computing in the 1960s. The third, focused on
individual use, arose with minicomputers and home computers
and burgeoned with personal computing in the 1980s.
Although they share some issues and methods, these research
efforts have not converged. They emerged within different
parent disciplines, at different times, and comprised different
generations of researchers. Approaches, attitudes, and
terminology differed. Two—computer operation and
information systems management— embraced the journaloriented scholarly tradition of the sciences; the third—
comprising cognitive and computer scientists— has placed
greater emphasis on conference publication. In addition, each
thread initially emphasized a different aspect of computer use:
Mandatory hands-on use, hands-off managerial use, and
discretionary hands-on use. Designing for a use that is a job
requirement and designing for a use is discretionary can be.
Very different activities. These often unvoiced distinctions
contributed to the current state of HCI research and may shape
its future.

Human–tool interaction at the dawn of
Computing
Highly specialized tools were developed through the centuries
to support carpenters, blacksmiths, and other artisans.
However, efforts to apply science and engineering to improve
the efficiency of work practices became prominent only about
a century ago, when time-and-motion studies exploited
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inventions such as film and statistical analysis. Frederick
Taylor’s principles of scientific management1 had limitations
and were satirized in Charlie Chaplin’s film Modern Times,
but they were applied successfully to assembly line
manufacturing and other work practices. World War I training
requirements accelerated efficiency efforts in Europe and the
US. World War II prompted intense interest in engineering
psychology as a result of complex equipment used by soldiers,
sailors, and pilots that tested human capabilities. Aircraft
ergonomic design flaws—for example, in the ejection
system’s escape hatch—led to thousands of casualties. After
the war, aviation psychologists created the Human Factors
Society. Two legacies of World War II were awareness of the
potential of computing and an enduring interest in behavioral
requirements for design and training.2 Early approaches to
improving work and what at the time were called man–
machine interfaces focused on nondiscretionary use. Assembly
line workers were hired to use a system; pilots were given
planes—neither had a choice in the matter. If training was
necessary, the workers and pilots were trained. Research goals
included reducing training time, but most important was
eliminating errors and increasing the pace of skilled
performance.

Three roles in early computing
ENIAC, arguably the first general-purpose electronic
computer in 1946, was 10 feet tall, covered 1,000 square feet,
and consumed as much energy as a small town. Once a
program was written, several people loaded it by setting
switches, dials, and cable connections. Despite a design
innovation that boosted vacuum tube reliability by enabling
them to be operated at 25 percent normal power, 50 spent
tubes had to be found and replaced on an average day. Early
computer projects employed people in three roles: operation,
management, and programming. A small army of operators
was needed. Managers oversaw design, development, and
operation, including the specification of programs to be
written and the distribution of results. Each role eventually
became a focus of HCI research, and despite the continual
evolution of computers and the activities around them, we still
find that these roles reflect aspects of this early division of
labor.
.
1945-1958: Managing vacuum tubes
Reducing operator burden was a key focus of early innovation:
eliminating the need to reset vacuum tubes, facilitating
replacement of burned-out tubes, and developing storedprogram computers that could be loaded by tape rather than
manually with cables and switches. These endeavors were
consistent with the knobs and dials human factors tradition. By
the late 1950s, one computer operator could do the work that
previously required a team. The first engineers to design and
build computers chose their vocations. They delegated routine
tasks to human operators. As computers became more reliable
and capable, programming became a central activity. People
took it up because they enjoyed it. To improve programmers’
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interfaces to computers meant to develop languages,
compilers, and constructs such as subroutines. Grace Hopper,
a pioneer in these areas in the 1950s, described her goal as
freeing mathematicians to do mathematics. This is echoed in
today’s usability goal of freeing users to do their work.
1958–1965: Transistors open new
Vista
Early forecasts that the world would need few computers
reflected the limitations of vacuum tubes. The arrival of
commercial solid state computers in 1958 led to dramatic
change. As computers were deployed more widely, attention
to the operators’ job increased. Even more significantly,
people could envision possibilities that were unimaginable for
barn-sized machines of limited capability. Helping operators
“In the beginning, the computer was so costly that it had to be
kept gainfully occupied for every second; people were almost
slaves to feed it. —Brian Shackle Low-paid computer
operators set switches, pushed buttons, read lights, loaded and
burst printer paper; they loaded and unloaded cards, magnetic
tapes, and paper tapes, and so on. Teletypes were the first
versatile mode of direct interaction. Operators typed
commands and read printed computer responses and status
messages on paper that scrolled up one line at a time. The first
displays (called VDUs or VDTs for visual display units or
terminals, or CRTs for cathode ray tubes) were nicknamed
glass ttys— glass teletypes—because they too scrolled up
operator commands and computer-generated messages. Most
displays were monochrome and restricted to alphanumeric
characters. Early terminals cost around $50,000 in today’s
dollars: expensive, but a small fraction of the cost of a
computer. A large computer might have one console, used
only by the operator. Improving the design of console buttons,
switches, and displays was a natural extension of human
factors. Experts in this field authored the first human-computer
interaction papers, capturing the attention of some who were
developing and acquiring systems in industry and government.
In 1959, Brian Shackle published the article, “Ergonomics for
a Computer,”6 followed by “Ergonomics in the Design of a
Large Digital Computer Console.”6 Sid Smith published
“Man–Computer Information Transfer” in 1963.6 Early
visions and demonstrations In his influential 1945 essay “As
We May Think,” Vannevar Bush, who helped shape scientific
research funding in the US, described a mechanical device that
anticipated many capabilities of computers.7 After transistors
replaced vacuum tubes, a wave of creative writing and
prototype building by several computer pioneers and experts
led to expanded and more realistic visions. J.C.R. Luckier
outlined requirements for interactive systems and accurately
predicted which would prove easier.
1965–1980: HCI before personal
Computing
In 1964, Control Data Corp. launched the transistor-based
6000 series. In 1965, integrated circuits arrived with the IBM
System/360. These powerful computers, later christened
mainframes to distinguish them from minicomputers, brought
computing into the business realm. At that point, each of the
three roles in computing—operation, management,
programming— became a significant profession. Operators
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interacted directly with computers for routine maintenance,
loading and running programs, filing printouts, and so on. This
Hands-on category can be expanded to include data entry,
retrieval, and other repetitive tasks necessary to feed the
computer. Managers variously oversaw hardware acquisition,
software development, operation, and routing and using
output. They were usually not hands-on users. Programmers
were rarely direct users until late in this period. Instead, they
flowcharted programs and wrote them on paper. Key punch
operators then punched the program instructions onto cards.
These were sent to computer centers for computer operators to
run. Printouts and other output were picked up later. Many
programmers would use computers directly when they could,
but the cost of computer use generally dictated an efficient
division of labor. Human factors and ergonomics In 1970,
Brian Shackle founded the Human Sciences and Advanced
Technology (HUSAT) center at Laugh Borough University in
the UK, devoted to ergonomics research emphasizing HCI. Sid
Smith and other human factors engineers published through
this period.11 In 1972, the Computer Systems Technical
Group (CSTG) of the Human Factors Society formed, and
soon it was the largest technical group in the society. Leading
publications were the general journal Human Factors and the
computer-focused International Journal of Man-Machine
Studies (IJMMS), first published in 1969. The first influential
HCI book was James Martin’s 1973 Design of Man-Computer
Dialogues.12 A comprehensive survey of interfaces for
operation and data entry, it began with an arresting opening
chapter describing a world in transition. Extrapolating from
declining hardware prices, Martin wrote: the terminal or
console operator, instead of being a peripheral consideration,
will become the tail that wags the whole dog ... The computer
industry will be forced to become increasingly concerned with
the usage of people, rather than with the computer’s
intestines.12 In 1980, two major HCI books on VDT design
and one on general ergonomic guidelines were published.13
German work on VDT standards, first published in 1981,
provided an economic incentive to design for human
capabilities by threatening to prohibit noncompliant products.
Information systems Beginning in 1967, the journal
Management Science published a column titled “Information
Systems in Management Science.” Early definitions of IS14
included “an integrated man/machine system for providing
information to support the operation, management, and
decision-making functions in an organization” and “the
effective design, delivery and use of information systems in
organizations.” A historical survey of IS research identifies
HCI as one of five major research streams, initiated by Russell
Ackoff’s 1967 paper on challenges in dealing with computergenerated information.15 Companies acquired expensive
business computers to address major organizational concerns.
Managers could be virtually chained to them almost as tightly
as Shackle’s operator and data entry “slaves.” However
,operator or end-user resistance to using a system could be a
major management concern. For example, the socio technical
approach involved educating representative workers in
technology possibilities and involving them in design to
increase acceptance of the resulting system.16Cognitive style,
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a major topic of early IS research, focused on difficulties that
managers had communicating with people knowledgeable
about computers. IS researchers published in management
journals and in the human factors- oriented Programming:
Subject of study, source of change In the 1960s and 1970s,
more than 1,000 research papers on variables affecting
programming performance were published.
III.FIGURS AND TABLES
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Human
Factors
and
Ergonomics
Information
Systems
Computer–
Human
Interaction

Journals:
Annual
Submissions

Journals:
%
Accepted

Conferences:
%
Accepted

150

30

80

200

10

60

50

30

20

1980–1985: Discretionary use comes
Into focus
In 1980, Human Factors and Ergonomics (HF&E) and IS were
focused more on improving efficiency than on augmenting
human intellect. In contrast, many programmers were
captivated by this promise of computation. Growing numbers
of students and hobbyists used minicomputers and
microprocessor-based home computers, creating a population
of hands-on discretionary users. Twenty years later, the
visions early pioneers had of people choosing to use
computers that helped them work better began to come true.
And as a result, the cognition of discretionary users became a
topic of interest. Human Interaction with Computers, a 1980
book by Harold Smith and Thomas Green, perched on the
cusp. It briefly addressed “the human as a systems
component” (the nondiscretionary perspective). One-third
covered research on programming. The remainder addressed
“non-specialist people,” discretionary users who were not
computer specialists. Smith and Green wrote: “It’s not enough
just to establish what people can and cannot do; we need to
spend just as much effort establishing what people can and
want to do. The formation of ACM SIGCHI In 1980, as IBM
prepared to launch the PC, a groundswell of attention to
computer user behavior was building. IBM had recently added
Software to hardware as a product focus.21 several cognitive
psychologists joined an IBM research group that included
John Gould, who had engaged in human factors research since
The late 1960s. They initiated empirical studies of
programming and software design and use. Other
psychologists who led recently formed HCI groups included
Phil Barnard at the Medical Research Council Applied
Psychology Unit (APU); Tom Landauer at Bell Labs; Donald
Norman at the University of California, San Diego; and John
Whiteside at Digital Equipment Corp. PARC and CMU were
particularly influential. In 1980, Stuart Card, Thomas Moran,
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and Allen Newell published “Keystroke-Level Model for User
Performance Time with Interactive Systems” and introduced
cognitive elements as components of the goals, operators,
methods, selection rules (GOMS) model that was the basis for
their landmark 1983 book, The Psychology of HumanComputer Interaction.22 Communications of the ACM
initiated the “Human Aspects of Computing” department in
1980. Computing Surveys published a special issue on “The
Psychology of the Computer User” the next year, edited by
Tom Moran. The Association for Computing Machinery
(ACM) Special Interest Group on Social and Behavioral
Science Computing (SIGSOC) extended its 1981 workshop to
cover interactive software design and use; the group shifted to
the latter focus and adopted the name Computer- Human
Interaction (SIGCHI) in 1982. In 1983, the first CHI
conference23 drew more than 1,000 people. Cognitive
psychologists in industry dominated the program. Half of the
58 papers were from the seven organizations mentioned
earlier. The 1983 Computer- Human Interaction Conference
(CHI 83) was cosponsored by the Human Factors Society.
Human factors contributors included program chair Richard
Pew, committee members Sid Smith, H. Rudy Ramsay, and
Paul Green, and several presenters. Brian Shackle and society
President Robert Willies gave tutorials the first day. “Human
Factors in Computing Systems” was and remains the
conference subtitle. CHI and human factors diverge despite the
initial interdisciplinary cooperation with human factors
specialists; most cognitive psychologists were familiar with
interactive software but not the human factors research
literature. Many had turned to HCI after earning their degrees,
when academic psychology positions became scarce. The
Human Factors Society did not again cosponsor CHI, and its
researchers disappeared from the CHI program committee.
Soon, few CHI authors identified themselves with human
factors. Reservations about human factors were evident
in The Psychology of Human-Computer Interaction:
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Abstract:While Web applications serve personal needs
and business functions almost inevery area, the
responsiveness and performance of Web applications is
the key factor to theirsuccess. With continuous
innovation on Web technology. So The World Wide
Web offers easysharing of information, but provides
only few options for the protection of sensitive
information and other sensitive resources. Traditional
protection mechanisms rely on the characterization
ofrequesters by identity, which works well in a closed
system with a known set of users. Dynamicpages
require servers to generate the response content per-user
request before delivering it back tothe user, which
introduces network traffic, server workload and results
in extra latency. So Thispaper attempts to survey the
innovative research and products recently published in
this area andpresent an access control framework for the
Web
that
not
only
provides
advanced
protectionmechanisms for static resources but also
personalized generation of content. Finally it ends
withthe future trends on Web caching technique and
with its security access,interactions with humanand
software agents, and boosts user awareness and
cooperative enforcement of such policies.
Keywords:-Dynamicpages, Easy information Sharing,
Security approach, Authentication, XMLbased
technology.
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J.

INTRODUCTION

Service oriented architecture (SOA) is a set of
principles related to the growth of systems using
abilities offered by services in a distributed
environment. SOA give emphasis to the reusability,
growth and interoperability of solutions developed as a
composition of the distributed services. multimedia
systems. One of the familiar implementations of the
SOA representation is Web services. Web services
permit machines or software to communicate over the
network on different platforms in a consistent manner,
by means of a set of XML-based standards. Data is
usually encapsulated and exchanged using SOAP,
which is a lightweight protocol for transmitting
structured information in an XML-based format. In the
Web service architecture a specified task can be
attained by consuming a set of services from various
different service providers
A.ObjectiveThis paper proposes a novel Web services
framework supporting multimedia streaming. The
proposed framework permits multimedia Web services
to be published, composed and consumed just like other
Web services in secured way. Development of great
multimedia systems can be attained using a composition
of services contained by the Web services framework.
This allocated component-based development has the
benefits of the SOA standard such as maintainability,
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reliability, reusability and scalability of the systems and
their components.
B.Ineffectiveness of XML-based Data Communication:
Web services, for the reason of their dependence on
XML-based protocols, have experiences from
performance issues for time-critical applications. The
videoconferencing system used SOAP messages to
summarize and transmit a sequence of pictures, which is
transferred as frames of a video stream. To get better
efficiency of the system the authors used Fast Web
Services a binary encoding scheme for SOAP messages
based on ASN.1, when transmitting the SOAP
messages. Nevertheless, in their nvestigation they do
not have a thorough comparison of performances based
on the use of the ASN.1 representation. The
transmission overhead of the streaming data transfer
contains both the transmitted SOAP message content
and the overhead in the packaging method.
II. RELATED WORK
During this work, multimedia data is transferred
throughout a separate socket connection established
among the client and the server. The authors of this
work think it is best to use a separate socket connection
as the size overhead is vast under the current Web
service standards. Zhang et al proposed a SOAPoriented component-based framework for multimedia
Web service In this work a multimedia Web service is
divided into a control flow and a data flow. The control
flow is transferred via ordinary Web services while the
data flow is controlled by the offered multimedia
infrastructure. Decneut et al converse the use of
multimedia Web services on varied multimedia
environments [6]. The work is targeted at the allocation
of multimedia data for a diversity of client
configurations
and
network
conditions.
The
transformation of multimedia content is attained using
the now outdated DIME attachment scheme over
HTTP, TCP or UDP channels. A multimedia Web
service is merely allowed to send multimedia content in
one single package. That means streaming data is not
sustained, or it have to be transferred as if the packets
are a large chunk of multimedia content. Two
studiesseems into the determination of service
workflow and system performance in multimedia
applications provided that personalized adaptation of
multimedia content. In these studies the multimedia
Web services are responsible for the control,
notification and monitoring of multimedia streams
whereas the multimedia content is exchanged in a
separate TCP connection.
III.
CONTENT
DESCRIPTION
MULTIMEDIA WEB SERVICES

FOR

In a multimedia Web service it is significant to offer an
explanation of the original multimedia content. Data
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such as the streaming format, compression codec,
resolution and frames per second are aspects that have
to be considered while a service consumer attempts to
decide on the best possible multimedia service between
a set of published services. Additionally, during service
composition, the multimedia information is necessary in
the determination of the service workflow. For instance,
an added service such as a transcoding service may be
requisite when the ideal multimedia Web service in
terms of the preferred format and qualities is not
accessible. Multimedia content can be described by
MPEG-7 [14]. MPEG-7 metadata includes an extensive
range of languages for the explanation of different
aspects of multimedia data. Since MPEG-7 is an XMLbased language it can be simply inserted in the Web
service stack. In our proposed framework an easy
method is provided to query the depiction of the
multimedia Web service using an extended WSDL of
the service .
MPEG-7 metadata know how to be used to depict the
input and output multimedia content of a multimedia
Web service. A clear-cut approach is to insert the
metadata contained by the description of a WSDL
operation. But, MPEG-7 metadata is moderately bulky
compared to the size of a WSDL file. The size of a
WSDL file will enlarge significantly if MPEG-7
metadata are inserted. As well, the multimedia content
description may be modifying from time to time. If an
item of metadata is altered the corresponding Web
service has to evaluate and publish its WSDL to all
interrelated service registries.
As an alternative of counting the entire MPEG-7
metadata an associated metadata query service is
provided for each operation of a multimedia Web
service. The exclusive purpose of the metadata query
service is to offer a channel for the allocation of the
metadata associated with the multimedia Web service.
As referred from [1] For example, Fig. 2 shows a
description of an operation „GetMedia‟ together with
the specification of its metadata query service „GetMediaDesc‟.
Figure 3: An example WSDL description of the
operation „Get-Media‟ showing an associated metadata
query service called „GetMediaDesc‟. In addition, the
metadata query service provides decision makers such
as service registries and service brokers the capability to
develop appropriate algorithms so that multimedia Web
services can be selected based on the information of the
multimedia content [1].
<?xml version="1.0"?>
<wsdl:definitions name="MediaService"
targetNamespace="http://example.org/media"
xmlns:media="http://example.org/media"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:mmws="http://schemas.xmlsoap.org/wsdl/mmws
"
xmlns:xlink="http://www.w3.org/1999/xlink">
...
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<wsdl:portType name="GetMediaPortType">
<wsdl:operation name="GetMediaDesc">
...
</wsdl:operation>
<wsdl:operation name="GetMedia">
<wsdl:input message="media:GetMediaRequest"/>
<wsdl:output message="media:GetMediaResponse"/>
<wsdl:fault message="media:GetMediaFault"/>
<mmws:metadata operation="media:GetMediaDesc" />
</wsdl:operation>
</wsdl:portType>
. . . </wsdl>
IV. STREAMING DATA TRANSFER
In the proposed framework streaming data transfer is
accomplished by refining the approach described in and
This engages extending two present Web service
standards: the message exchange prototype (MEP) and
the SOAP binding of a MEP . The method that Web
service messages are swap between two service endpoints is restricted by a MEP. To maintain streaming
data transfer, two novel types of MEP are created for
handling streaming data. This new MEPs can follow by
used via a communication protocol such as UDP or
TCP. Especially, this paper considers the application of
the new MEPs to HTTP, the mainly used protocol for
Web services [1].
A.Message Exchange prototype
There are two MEPs defined in the SOAP specification
at present, the request-response MEP and the response
MEP. Together of these MEPs employ a single request
and a single response structure. In this study two new
MEPs are formed for two types of multimedia
streaming Web services. A single request-multiple
response (SRMR) MEP provides a Web service
delivering streaming data in response to a single
request. A multiple request-multiple response (CRCR)
MEP is developed for a Web service receiving a stream
of data as input and delivering one more stream of data
as output with key. place with security in the form of
XML encryption and Digital signature. Each chunk of
data is transmitted and received separately and
continuously between the two nodes. This process lasts
until the finish of the streaming data transfer.

and responses of the service. This two SOAP message
contains the request and the equivalent response of a
Web service. A SOAP message in each the request or
response can merely be used to store one single item,
though the item is able to any type such as a number or
a data record. Nevertheless, as exposed in Fig streams
of multimedia data are sent and/or received by the
SOAP nodes in the recently created MEPs. That way
using a single SOAP message is not enough for
handling these two MEPs. The subsequent sections first
illustrate the packaging method used for the data
packets. Then new SOAP HTTP bindings are launched
for transferring streaming data in the SRCR MEP and
the CRCR MEP.
1)SOAP Packaging for a Multimedia Stream:
Multimedia streaming is a constant transmission of data
packets. To transmit a multimedia stream from one
SOAP endpoint to a further the stream has to be
encapsulated in various form of SOAP packaging. As
each data packet represents one piece of information
within the stream a SOAP message is used to enclose
one single packet during the transmission. To do that
two issues have to be resolved. First, the data packet
enclosed by a SOAP message requires a way to identify
itself. This is because a SOAP message can be
transmitted in a variety of bindings and therefore SOAP
messages can arrive at a SOAP endpoint
asynchronously. If a SOAP message can be identified
the SOAP processor will be able to forward the SOAP
message to an appropriate handler. In this work the
mechanism of Security and addressing is achieved by
using Web Services Security (WS-Security) and Web
Service addressing (WS-Addressing) [18]. WS-Security
and WS-Addressing allows a SOAP message to carry
header information with the encryption and digital
signature such as the destination of the message and the
identity of the data packet with Encryption message and
Digital Signature message. Next, SOAP is an XMLbased protocol. So as to means binary data, for example
multimedia packets cannot be openly inserted into the
body of the message. However, binary data can be
included in a SOAP message with binary-to-text
encodings such as base64 encoding.

B. SOAP HTTP Binding
New MEPs are cleared for multimedia Web services.
The implementation of a MEP in a Web service
program is illustrated by a SOAP binding. The present
SOAP binding in the Web service standards is the
SOAP HTTP binding and so it is the main normally
used protocol in the implementation of Web services. In
the recent SOAP HTTP binding a SOAP message is
place in the HTTP entity body in every of the requests
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are expected from the responding node, as shown in the
looping state in the requesting SOAP node in Fig.4.
Fig 6: Example of a SOAP Message containing WSSecurity information in the SOAP Header and Body

V.FIGURS AND TABLES

Figure 4: The state Transition diagram of the compound
request –compound response message exchange
prototype
The drawback is that a binary-to-text encoding brings a
significant increase in data size and processing time.
Otherwise binary data can be transferred together with a
SOAP message using the SOAP Message Transmission
Optimization Mechanism (MTOM) [19]. In this
example the identity of the packet is „data5608@example.org‟, the related message, which can
be the request message of the multimedia stream,
msg2056@example.org‟. The associated action of the
Web service is http://example.org/getmedia‟. As
referred from the MTOM Serialization of a data packet
of a multimedia stream in [1]. WS-Addressing is used
to indicate the destination and the identity of the packet.
2) SOAP HTTP Binding for the SRCR MEP: In
distinguish to the request-response MEP, the SRCR
MEP sends the response from the responding SOAP
node to the requesting SOAP node like a stream of data
in its place a single item. This stream of data is
transferred in the looping state in the responding node
as shown in Fig. 4.WithIn the request-response MEP its
SOAP HTTP binding transfers the response as a SOAP
message in the body of a HTTP response. If a
multimedia stream by way of multiple items is to be
endlessly transmitted along a HTTP response the SOAP
HTTP binding will require to be modified. In this
assessment a MIME Multipart/Related pack-age is used
to place the multimedia stream in a HTTP response
body. Prior to including attachment content in a
signature reference hash calculation, that MIME
attachment is supposed to be canonicalized. The motive
is that signature verification requires an identical hash
of content as while signing occurred. The result is
shown in Fig. 6. Using this association the response can
take as many SOAP messages as required. The
requesting SOAP node is then in charge to read each
SOAP message constantly when the SOAP messages
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3) SOAP HTTP Binding for the CRCR MEP: The
CRCR MEP engages two channels of data streaming.
Individual is from the requesting SOAP node to the
SOAP responding node and one more one in the
opposed direction. The SOAP HTTP binding for the
SRCR MEP depicted in the earlier section permits a
data stream to be expected by a SOAP endpoint in a
HTTP response. The similar technique could be applied
to the SOAP HTTP binding for the CRCR MEP. The
remaining part of the SOAP HTTP binding for the
CRCR MEP then focuses on how to transmit streaming
data when the request is made. In the request-response
MEP the request is sent via the HTTP request body. If
the request involves multiple items, these items can be
put in the HTTP request body, again using the MIME
Multiple/Related package. However, HTTP is a
synchronous protocol. The HTTP process has to receive
fully the HTTP request before sending the HTTP
response. This poses problems for multimedia Web
services because the SOAP node may have to wait for a
long time before starting to send out the response.
As mentioned in Section 5.2.1, WS-Addressing forms
part of the information carried by the SOAP messages
of a multimedia stream. Using this information an
asynchronous transfer mechanism can be employed
when transmitting streaming data from the requesting
SOAP node to the responding SOAP node.

VI. COMPRESSION PROCESSES OF SOAP
MESSAGES
The SOAP HTTP binding described in Section 5.2
introduces a considerable amount of transfer overhead
to the multimedia transfer. The overall structure of the
streaming data transmission mechanism described in
Section 5.2.2 for the SRCR MEP, as referred in the [1]
in the case when MTOM is used, is shown in Fig. 7. A
first level of MIME Multi-part/Related structure
includes the SOAP messages of the data packets. Per
SOAP message a second level of MIME
Multipart/Related structure is used to divide the textual
SOAP message and the binary attachment of the
message. For every MIME packages and headers are
required to identify information for example, the length
and the type of content related with the package. Other
transfer overhead, compared to the unique multimedia
stream, is too required when every data packet is
transmitted collectively with a SOAP message.
A. Compression Techniques for SOAP Messages
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A SOAP message is an XML-based communication
protocol. By means of headers and namespace
specifications reside in a considerable segment of the
entire message, the real payload is merely a small part
of the transmitted message. In the perspective of a time
critical application, for instance streaming multimedia
transmission, the size overhead is enormous compared
to other dedicated multimedia transmission protocols.
To get better efficiency of SOAP transmission a variety
of compression and encoding techniques can be used.
One of the simplest approaches is to utilize a generic
text compressor for example gzip, PPM or bzip2 to
reduce the size of a SOAP message. Though, generic
text compressors do not reflect on the structural
information of XML messages, which can be exploited
for augmented compression rates.
B. Analysis of Compression Techniques
In this segment the performance of a preferred set of
compression techniques are calculated when they are
applied to the configuration proposed in Section 5.2.
The outcome is shown in Table I which is referred in
[1]. The packet size is assumed to be the volume of the
payload when the packet is transmitted in a TCP
connection using a MTU of 1500 bytes. The overhead
size as a percentage of the packet size is exposed in the
last column of the result.

The valuation is based on the compression applied to
the transmission of a single packet, which contains the
SOAP message, the packet data. variety of MIME
headers. The first two rows have the result when no
compression is used on a base64 encoded message and
a MTOM package. For all that compression techniques,
aside from the two binary XML methods listed at the
bottom two rows of the table, the transformation of the
packet data is attained using MTOM. For binary XML
methods they are capable of directly encode base64
encoded content in their binary form. So they do not
have a MTOM header size in their end result.
CONCLUSION
This manuscript has obtainable a well-organized
Security based Web service framework for multimedia
Web services. A trouble-free method for publishing and
discovering multimedia Web services is explained. A
metadata query service is formed to help the smooth

progress of the description of the fundamental
multimedia content for an exacting Web service. The
transformation of multimedia streams is the end result
of two innovative streaming data MEPs and the
implementations of the MEPs with HTTP SOAP
bindings with WS-Security. The HTTP SOAP bindings
utilize the MIME Multipart/Related structure to output
the multimedia packets. Every packet is then transferred
as a package of a SOAP message in addition to its
binary data. The novel MEPs and SOAP bindings
acquire added transfer overhead in the transformation of
multimedia streaming data contrast to a simple HTTP
transmission method. To diminish the effect of this
overhead, a variety of SOAP compression techniques
for the packaging of SOAP messages are analyses. The
proposed system analysis that using one of the binary
XML schemes is the nearly all efficient amongst all the
compression techniques that have been discovered.
Finally an analysis of the proposed system demonstrates
that the Web service transformation method has a
performance similar to an HTTP multimedia streaming
transmission scheme. As a probable upcoming
extension, the multimedia Web service would be more
proficient if the quality of the transformation is flexible
and could be controlled by a few QoS parameters.
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Abstract:Cyber security for data networks is in its infancy
while attackers on networks are becoming increasingly
sophisticated. The necessary widespread use of wireless
networks provides more vulnerabilities. Network routing is
key to a functioning network; once compromised, it can be
difficult to recover. For many years, network practitioners
have worked on methods to protect that routing through
authentication of the updates passed in the network. The
missing piece has been a usable, protectable key
management system. This proposal uses recent advances in
the creation of locally controlled and administered
hierarchical web-of-trust certificates to provide a managed
secure identity for routers that can be used to protect
network routes from attack and mis configuration.
This proposal is the first phase of creating an
authenticated routing infrastructure. The work involves
adapting advances in evidentiary trust to a link state routing
protocol, developing naming for certificate chains and an
approach to use the certificates in link state updates. This
phase is expected to result in a report and a design for a
prototype to be added to open source protocols in a later
phase. These results will be made publicly available through
open source code and discussions and presentations at
standards bodies and with router vendors and network
operators. A successful approach should create opportunities
to the proposer in contracts with government and
commercial organizations. This could result in market
opportunities for other organizations such as network
management tool and router vendors. The use of evidentiary
trust is expected to have other applications, but its
application to the routing infrastructure can have nearerterm impact on securing networks important to the
government.
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I. INTRODUCTION
Computer security, also known as cyber security or IT
security, is the protection of information systems from theft
or damage to the hardware, the software, and to
the information on them ,as well as from disruption or
misdirection of
the
services
they
provide. It
includes controlling physical access to the hardware, as well
as protecting against harm that may come via network
access, data and code injection, and due to malpractice by
operators, whether intentional, accidental, or due to
them being tricked into deviating from secure procedures.
The field is of growing importance due to the increasing
reliance of computer systems in most societies. Computer
systems now include a very wide variety of "smart" devices,
including smart phones, televisions and tiny devices as part
of the Internet of Things and networks include not only
the Internet
and
private
data
networks,
but
also Bluetooth, Wi-Fi and
other wireless
networks.
Cyber security, also referred to as information technology
security, focuses on protecting computers, networks,
programs and data from unintended or unauthorized access,
change or destruction.
Cyber security and privacy protects for data
information from adversarial disclosure or usage. Cyber
communications intervolves with the Internet, cellular
networks, city/community Wi-Fi mesh, satellite, vehicle
networks, body networks, personal networks, enterprise and
private networks, and many others. Cyber-attacks are
currently prevailing in all these networks, user networking
devices, and the applications. They are even more complex
and malicious in the distributed and mobile environment.
Consequently, the detections and preventions of these cyberattacks are unprecedentedly complicated. Eavesdropping,
signaling jamming, DoD, sinkholes, Sybil, wormholes,
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spoofing, flooding, trust poisoning are old security problems
but they are still challenging our brain. On the other hands,
new malwares are emerging every day and they are even
more stealthy and intelligent, and targeting the
vulnerabilities of OSs, browsers, and applications.
Moreover, new network protocols and applications open
new channels for adversaries to take advantage.

malfunctions due to a virus, the business records can be
easily restored.
7)ScannersScanners are used to locate and quarantine
viruses and malware that lies dormant and will attack later.
Cyber Security
Cyber security involves technologies and processes to
protect computers, networks programs, and data from
unintended or unauthorized access. Cyber attacks may
originate anywhere in the world. These attacks may invade
networks of business, government, and financial
institutions.
Cyber security may be divided into four tasks:
1)NetworkProtectionThose who are in charge of cyber
security develop software to protect networks. They try to
penetrate network defenses and create better defenses.
2)EndUserEducationAn end user enters data into the
computer and directs the output. End users must be
knowledgeable about the dangers of cyber attacks.
3)InformationSecurity
Cyber security develops software and other technologies to
keep information safe from attacks. Since attackers are
constantly upgrading their methods and technologies, cyber
security
is
a
never-ending
problem.

1) Network Security
A network is two or more interconnected computers that
share devices and information. They may access a large
computer that contains all of the company’s data. They may
be located in one building or connected by telephone lines to
building at a distant location. The system administrator is
usually in charge of network security and uses some or all of
the following:
2)UserIDandPasswords
Data is stored in password-protected directories. Only
employees who need to work with specific accounts or other
business
data
have
access
to
their
files.
3)Firewalls Firewalls are designed to protect networks from
malware and spyware. Malware can destroy data and lock
up computers. Spyware tracks the websites visited by the
user and can steal valuable information. The firewall is an
interface between the network and the Internet.
4)DenialofInternetAccessSome users may be denied
Internet access due to websites they visit. Regardless of
firewalls, users can permit downloads that can infect the
network. When one computer is infected, the virus moves
throughoutthenetwork.
5)EncryptionSometimes data is encrypted so that if
unauthorized access is gained, the data is meaningless. Since
password protection is used for encrypting, hackers
mustbreaktwopasswords.
6)OnlineBackupsOnline backups are encrypted and provide
safe storage for data. If the hard drive crashes or
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4
)Application
Security
Applications are programs that process data, and they must
be protected at all times. Without spreadsheets, word
processors, and other applications, businesses would stop.

II) Use of Cyber security and networking:1) Secure all attack surfaces with TRITON AP-WEB, APEMAIL, AP-DATA and AP-ENDPOINT defenses.
2) Elevate your enterprise cybersecurity with lower IT and
personnel costs.
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3) Protect against insider threats and prevent critical data
from leaving your system in the cloud, on-premise or on
mobile devices.
4) Counter external attackers with defenses that adapt
quickly to the changing threat landscape.
5) Highly accurate, real-time identification and classification
of threats using TRITON ACE.
6) Real-time threat intelligence from the Force point Threat
Seeker Intelligence Cloud, which gives visibility into
current global cyber threat activity.
7) Unified management, reporting and dashboards.
8) Expansion and integration options with Threat Protection
Cloud, Threat Protection Appliance and Sure View Insider
Threat.

III) Important of cyber security and networking:Cyber space is the domain generated from the
interconnection between computers and telecommunication
networks in order to store, modify, and exchange data via
networked systems and associated physical infrastructures
without regard to physical geography. Therefore, its security
largely depends on the data and the ICTs’ security.
Actually, because of cyber space’s great dependence on
informatics and telecommunications for almost every
activity and service, it’s extremely dangerous to ignore the
growing phenomenon of cyber crimes and the increasing
number of threats to citizen lives, citizen activities, and
governmental systems.
Sources of cyber threats may be unintentional accidents, or
due to vulnerabilities and negligence. However, they can
also be intentional, like direct attacks on systems. Objectives
of systems attackers can be to shut them down, to gain
access to such systems and steal crucial data, to make illegal
financial transfers, to disrupt records, or to manipulate data
and code in order to introduce harmful instructions.
Attackers can be recreational hackers, crackers or terrorists.
This is can happen for business entities and interests, as well
as for the public sector and the government.
Banking institutions, energy, state agencies, hospitals,
business, education, and even social affairs heavily rely on
their online presence.
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With information flowing through boundaries of different
legal systems connected to different networks around the
globe, there is a growing need to protect personal
information, funds and assets, as well as national security.
Thus, cyber security issues are gaining interest by both the
public as well as the private sectors.
IV.Background
Cyber security is about building confidence and security in
the use of ICTs so as to ensure trust by the information
society. Consequently, we can define it as all activities and
operations aiming at the reduction and prevention of threat
and vulnerabilities, and having in place policies for
protection; incident response; recovery, data assurance, law
enforcement, and military and intelligence operations
relating to cyber space security.
Thus cyber security touches practically all activities and all
citizens around the globe; it provides tremendous
opportunities for enhancing human development as well as
achieving better integration in the information society. It
also supports wider access to knowledge and education, as
well as to the development of policies and strategies.
Moreover, it imposes new types of commercial, professional
and social paradigms, giving rise to a number of legal and
technical problems that must be addressed on the basis of
respecting its special nature and needs. Hence, a different
approach and different methodologies than what has been
adopted before the age of information and communication
technology are needed.
Nevertheless, many governments and societies fear the
negative impact ICTs can have on their own citizens
because of the potential dangers it carries, and because of
the economic, social, and security challenges it poses.
Accordingly, lack of security in cyber space undermines
confidence in the information society. This is especially the
case with many intrusions around the globe resulting in the
stealing of money, assets, and sensitive military, commercial
and economic information.
In legal and regulatory institutions that lack cyber space
security undermines the realization of the full potential of
the information technology revolution.
Consequently, special attention is needed to prevent
cyberspace from turning into a source of danger for states
and citizens, and to prevent the appearance of a cyber crime
haven.
The authorities in charge are trying to find a way to prevent
and punish new forms of criminal activity such as ICT
crimes involving
computer-based assaults. Many
governments have already adopted particular regulations
and legislations as an answer to the need of ensuring the
adoption of security measures.
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Vi. Acknowledgement
The Cyber Security Symposium: Public-Private
Partnerships is an opportunity for academic researchers,
software and system developers from industry and
government to meet and discuss state of the art, and state of
practice research, technologies, and processes related to
cyber security. The symposium seeks submissions from
academia, industry and government presenting novel
research, case studies, and best practices on all practical and
theoretical aspects of cyber security. Cyber security, also
referred to as information technology security, focuses on
protecting computers, networks, programs and data from
unintended or unauthorized access, change or destruction.
V.Advantages






Protection from malicious attacks on your network.
Deletion and/or guaranteeing malicious elements
within a preexisting network.
Prevents users from unauthorized access to the
network.
Deny's programs from certain resources that could
be infected.
Securing confidential information
VI. Disadvantages:







Strict Regulations
Difficult to work with for non-technical users
Restrictive to resources
Constantly needs Patching
Constantly being attacked

ISSN NO: 2454-1958

Referance
1) Use book cyber security by Stallings and Brown.
2) Use google web site
3) use the Encyclopedia and Wikipedia
4) Network Security Essentials, William Stallings, PrenticeHall, 2000 u Security Technologies for the World Wide
Web,
5) Rolf Oppliger, Artech House, 2000 u Internet and
Intranet Security, Rolf Oppliger, Artech House, 1998 u
Building Internet Firewalls
6) , Brent Chapman and Elizabeth Zwicky, O’Reilly and
Associates, 1995 u Network Security: Private
Communication in a Public World,
5) C. Kaufman, R. Perlman and M. Speciner, Prentice-Hall,
1995

Special Issue Tech-Ed 2016 (International Conference)

Page 235

Recognition of MQAM signals in the Aeronautical
communication
1

Mr.Irfan M. Ahmed
Department of M.C.A
Tulsiramji Gaikwad-Patil College of Engineering and Technology Nagpur, India
Contact no :9325880824
Email: Irfan_ahmed516@yahoo.com
2

Prof.Zafar sheikh
Head Of Department of M.C.A
Tulsiramji Gaikwad-Patil College of Engineering and Technology Nagpur, India
Contact no :9764644856
Email: hod.mca@tgpcet.com

Abstract:For the complex recognition of signals in the
aeronautical communication, the recognition of the star-type
MQAM signals is studied under the aeronautical channel. The
different scenarios of the aeronautical channel are analyzed and the
reasonable channel model is established. The high order cumulant
recognition algorithm which applies to the aeronautical channel is
proposed, the invariant classification characteristics of modulation
signals are constructed by this algorithm, and this algorithm is
improved by using the receive diversity technique. Simulation
results show that this algorithm significantly improves the correct
recognition rate of the received signals has the good anti-fading
and anti-noise performance and meets the requirements of the
modulation recognition of MQAM signals under the aeronautical
channel.
Keywords:-Modulation recognition; Aeronautical channel; High
order cumulants; Receive diversity

I.INTRODUCTION
The modulation recognition of communication signals is
the process in which the modulation type of signals is
correctly decided and some modulation parameters are
estimated in the case of the unknown modulation information
or the given information. These methods are generally
divided into two categories: the first category is the
maximum likelihood method based on hypothesis tests while
the second is the pattern recognition method based on feature
extraction
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The MQAM signal is an important modulation method
and is widely used in modern digital communication system;
therefore the research of its recognition is of important
significance. In , the high order cumulant algorithm is used to
recognize the MQAM signals. In addition, the MIMO system
pointed out a new direction for the modulation recognition
researches .which used cumulant characteristics of signals to
recognize MQAM signals in the MIMO system.
The modulation recognition of signals is studied under
aeronautical channel whose band is the ultra-short wave
band. The aeronautical channel is a special class of timevarying channel with different characteristics under different
motion states of the aircraft. The following scenarios are
analyzed: taxi scenario, takeoff and arrival scenario and enroute scenarios Assuming that the fading channel has been
estimated and compensated, with receive diversity technique,
the star-type MQAM signals are recognized by using the
high order cumulant algorithm.

I.

AERONAUTICAL CHANNEL MODEL

The different conditions of an aircraft lead to different
channel scenarios during flight. These scenarios are
determined by the type of fade, the Doppler and delay power
spectra. In general, several scenarios are as follows: en-route
scenario, taxi scenario, takeoff and arrival scenario etc. The
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channel of these scenarios consists of a LOS path and some
scattered paths. Assuming that the lowest angle and the
highest angle of arrival of antenna beams are expressed by α
L and α H respectively, the beamwidth is defined as ααα =−
bHL. The different beamwidths lead to the different forms of
the Doppler power spectrum . The different directions of the
LOS path result in the different Doppler frequency shifts. In
summary, the channel model of the aircraft different states is
expressed as a Rice model.
h k a f kT j j f kT N πϕ π →∞ = =+

(1)

Where aR ∈ is the amplitude of the LOS path and LOS
Df is the Doppler frequency of the LOS path, k denotes a
time index, sample T is a sampling period, 2bR ∈ is the
variance of scattered components, N denotes the number of
scattered path. The random numbers n ϕ , nDf and n τ denote
the random phase, Doppler shift and random delay of the nth
path
2QAM respectively.

4QAM
MQAM

8QAM
16QAM

II.RECOGNITION
OF
SIGNALS BASED ON HOC

(2)

where () hkis shown in (1), since the () hkvalue is the
complex value, so expression (1) can be
simplified as 0 0
ψ

0

8QAM

−0.51A2

0

16QAM

−0.72A

0

A2e
1.49A2e
j4θk

2

0

Then the invariant classification characteristic vector is
constructed. [

]

|Cx,40| |Cx,41|

(3)

Fx = f fx1,x2 = ,
|Cx,42| |Cx,42|
For the different star-type MQAM signals, the invariant
classification characteristic vectors are given by.

[1,1]

[1,0]

Fx =
[2.92,0]

Assuming that MQAM signals have been preprocessed,
such as down-converting, intermediate frequency
filtering and carrier frequency synchronizing, etc. At the
output of the receiver matched filter the baseband signals
can be written as
.

−A2

j4θk

A. Algorithm
Derivation

y k x k h k w k ρ = ⋅ + , 1, , kL =

4QAM

[0,0]
The fourth-order cumulant value of Gaussian noise is zero,
and noise and signal are mutually independent, the
following expressions can be obtained according to the
cumulant properties [7].
N

Cy,40 = cum y k y k y k y k( ), ( ), ( ), ( ) =ρ2 A C2x,40

1 () n N jj n n h k h e h e ψψ = =+

h
j4ψn

4

en
, where n h and n

n=0
N

( 0,1, , ) nN =

Cy,41 = cum

denote the amplitude and the

phase of different paths. () x k denote the MQAM
equivalent baseband signal sequence, which is a zeromean independent and identically distributed random
variable, () k j kx k Ae a θ = , k j k ae θ are the interesting
symbol sequence of the received signal whose average
power is normalized. k a and k θ are the amplitude and
phase of the signal respectively [8]. Ais the average
power of the signal, () wk is the additive white complex
Gaussian noise with zero mean and variance 2 σ , and () x
k and () wk are independent. Lis the length of the
sampled data. Referring the definition of the fourth-order
cumulate , the cumulant values of the signal () x k are
gotten and shown in Table 1.
Table 1 Fourth-order cumulants of star-type MQAM
signals
2QAM

Cx,42

Cx,41

Cx,40

−2A2

−2A
e2 j2θ

−2A2e

K
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y k( ), ( ), ( ),y ky ky k( )*

=ρ2 A

y k( ), ( ), ( ) ,y k y k * y k( )*

=ρ2 A C2x,42

C2x,41 h en4j2ψn
n=0

016
N

Cy,42 = cum

n=0

The classification characteristic vector is constructed
again based on (3) and (4):

|Cy,40 | |Cy,41 |

|Cx,40 ||Cx,41 |

.

(5)

j4θk
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hn4

Fy =
fy1, fy2
Cy,42 |
=
|Cx,42 |

W =[w w1, 2,,wN ] is the(1×N )vector corresponding to

= |Cy,42 | |,
η1 |Cx,42 |,η2

Gaussian noise with its components obeying complex

where
N

η1 = h en4
/

hn4, η2 = h en4

/

hn4.

NN

distribution, H=[h h1, 2,,hN]is

N

j4ψn

the(M×N )

complex matrix of the MIMO

j2ψn

channel,hi =[h

h1i , 2i ,,hMi ]T is the(M×1)vector,i

=1,2,,N ,ρis the signal-to-noise ratio.

Next, we prove the classification characteristic vector is
invariant for the aeronautical channel parameters, namely to
prove Fy = Fx .
This problem is proved based on the simplified aeronautical
channel model. Let
N

r l( ) =
h en4
0,2,4 .

Gaussian

jlψn

N

h en4jlψn = h e04

= h e04

jlψ0

+ H el

jlψ0
jφ l

+

,l=

(7)
n=0

n=1

In (7) Hl andφl represent the amplitude and the phase of
the non-line-of-sight path respectively.
Leth0 = max[h nn , = 0,1,.N], and not consider the
impact of the phase, thenh04 Hl , sor l( ) is obtain:
.
(8) From (6)
and (8),η η1 ≈ ≈21is obtained, therefore, Fy = Fx , which
shows Fy is invariant for the aeronautical channel
parameters, so it is used as the recognition characteristic of
received signals. The decision criterion of the star-type
MQAM signals’ recognition is referred in [8].

Scheme 1: when M and N are one respectively, MIMO
becomes a single-input single-output (SISO) system, the
received signals are given by:
y= ρxh w+ .
(10)
Under the ideal channel estimation, (10) can be
transformed into (11)
h yH h wH
xˆ = 2 = +x 2 .
(11) ρh ρh
xˆ is regarded as the final received signal yˆ in (11),
then yˆ is recognized.
Scheme 2: whenM =1and N = 3 are true, (9) is
processed to become (12) directly.
ˆ
X YH HH =H

()

H −1

= +X WH HHH

()

H −1

(12)

Take Xˆ as the final received signalY Xˆ = ˆ , thenYˆ is
recognized.

II.

SIMULATION AND RESULTS ANALYSIS

The parameter values of every aeronautical scenario are
listed in Table 2 [9].

B. Receive Diversity Technique
Diversity is an important technique, which can compensate
the fading channel and improve the quality of the received
signal, so it is used to process the received signal. In order
to recognize star-type MQAM signals well, the channel is
estimated and compensated, then, signals are received by
using the receive diversity technique.
For a multiple-input multiple-output (MIMO) system,
assuming that there areM transmitting antennas and N
receiving antennas in the system. The received signals are
given by [6]:
Y = ρXH W+ .

(9)

whereY =[y1,, yN]is the(1×N )received signal vector,
X=[x1,x2,, xM ] is the(1×M )transmitted signal vector, and
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In addition, let the carrier frequency be 200MHz,
symbol period be 2 10× −5 s, the number of scattered path
be 20, then give 500 Monte Carlo experiments for every
QAM signals independently. Only list the simulation results
figures of en-route (air–air) and en-route (ground–air)
scenarios.
Based on scheme 1, the simulation results of en-route (air–
air) and en-route (ground–air) scenarios are shown in Figure
1:

Aircraft
velocity[
m/s]
Rice
factor
KRice [ dB]

fDLOS /
f

Tax
i
sce
nari
o

Takeoff
and
Arrival
scenari
o

15

150

EnRoute(gro
und–
air)
scena
rio
440

EnRoute
(air–
air)
scena
rio
620

6.9

1
5

15

0.7

1

1

15

1

Dmax

factor
Arrival
angleαL
of beam
Exit
angleαH
of beam

0°

-90°

178.25°

178.25°

36
0°

90°

181.75°

181.75°

CONCLUSION

(a) en-route(ground–air) scenario modulation
(b) en-route(air–air) scenario modulation
recognition performance curve recognition performance
curve
Figure 2 the modulation recognition performance
curve of MQAM signals in aeronautical channel when
N=3

At the receiver, the receive diversity technique and the
method of the maximum ratio combining are used to
process the received signals. The simulation results show
that the quality of received signals has been effectively
improved, multipath fade and Doppler frequency shift are
compensated better, the correct recognition rate of the four
types of signals has been significantly improved under
every scenario, especially taxi scenario and 8QAM and
16QAM signals that are sensitive to the channel fade and
signal-to-noise ratio. In addition, the recognition rate of
signals is higher at the negative SNR, the completely
correct recognition is achieved when SNR reaches 5dB. In
short, the quality and the correct recognition rate of the
received signal have been effectively improved by using the
receive diversity technique at the receiver, which is able to
meet the requirements of the modulation recognition of
MQAM signals under the aeronautical channels.
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The recognition of the star-type MQAM signals is
studied under the aeronautical channel. The different
scenarios of this channel are analyzed and a reasonable
channel model is established. The receive diversity
technique is used to process the received signal before the
recognition, which can reduce the channel fade and Doppler
frequency shift and improve the quality of the received
signal. Finally, the high order cumulant recognition
algorithm is used to construct the invariant classification
characteristic of modulation signals and the star-type
MQAM signals are recognized correctly. The simulation
results show that this algorithm has the good anti-noise
performance, and then the receive diversity technique is
used in this process, which not only can improve the quality
of the received signals, but also significantly improve the
recognition rate of signals. This method can achieve the
recognition of signals under the aeronautical channels.
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Abstract:The digital image plays a important role in various
fields like information forensic , journalism, criminal and
forensic investigations ,medical fields etc…Because of the
widespread availability and popularity of photo editing tools
and software it become easy to modify the images but such
modified images become problematic in some areas where the
geniuses of image has a prime important and in such fields it
become extremely difficult to verify the authenticity and
integrity of digital images. Modern software has made the
manipulation of photos easier to carry out and harder to
uncover than ever before[1]. Therefore there feel a need to
find out a forensic technique which will be capable to detect
the tampering in modified digital images and to verify images
authenticity. This paper reviews the forensic methods for
detecting globally and locally applied contrast enhancement,
cut-and-paste forgery, histogram equalization, and noise in the
digital image.
Keywords—authenticity, integrity, digital images, tampering,
image forensic.
I. INTRODUCTION
With the increased importance of digital images in various
applications, where authenticity is mandatory, the use of
digital images increases throughout society thus the creation of
digital forged images by using various available and popular
editing tools and modern software has also increased.
Nowadays, image editing tools are very popular and easily
available, that’s why making forgeries in digital images is an
easy task without leaving obvious evidence that can be
recognized by human eyes. So the image authentication
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emerged as an important problem in a digital image
authentication field. There are two approaches of digital image
authentication .
A. Active approach.
The active approach includes methods like watermarking
and digital signature. These are also known as non-blind
methods. The major drawback of watermark approach is that
watermarks need to be embedded in the image before
distribution. In the market, most cameras nowadays are not
equipped with the function for embedding watermark. Also,
use of these methods deteriorates image quality.
B. Passive Approach
In passive approach of digital image authentication
technique, no information needs to be embedded in images for
distribution. These methods are also known as blind as the
presence of original image not required to verify the
authenticity. So, these methods also have the application in the
field of image forensic.
Digital image forensic is a computer technique for
improving a digital image like surveillance, closed circuit TV
,infrared image, etc. These techniques involve digital “filters”
that can suppress noise in the digital image, extract the details
from shadow and provide image sharpening. The distribution
of image pixels i.e. histograms can also be optimized for
information extraction. And because of this it become easy to
verify authenticity and integrity of digital images in a field
where the geniuses of image has a prime important.
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Since the problem of image forensics is very broad, this
paper focuses on forgery detection in digital images. There are
three lead directions for image forensics research.


The source of images is identified.



Attempts to classify computer generated images from
natural images.



Tackles the problem of forgery detection for digital
images.
This paper gives the efficient and reliable techniques for
detecting globally and locally applied contrast enhancement,
cut-and-paste forgery, histogram equalization, noise and image
scaling in the digital image.

In real applications, digital images are stored in JPEG
format and are compressed with middle/low quality factor. It
is well known that, low quality lossy compression usually
generates blocking artifacts. So, prior approaches fail to detect
the contrast enhancement in previously middle/low quality
JPEG (lossy) compressed images. Algorithm proposed in this
paper, solves such a problem. Algorithm detects the contrast
enhancement not only in uncompressed or high quality JPEG
compressed images but also in middle/low quality ones. The
main identifying feature of gray level histogram used is zeroheight gap bin. Fig. 1 shows the definition of zero-height gap
bin.

II.RELATED WORK
A. S. Bayram, I. Avcubas, B. Sankur, and N. Memon
proposed[2] a technique for the detection of doctoring in
digital image.
S. Bayram, I. Avcubas, B. Sankur, and N. Memon
proposed[2] a technique for the detection of doctoring in
digital image. Doctoring includes a sequence of basic imageprocessing operations such as rotation, scaling, smoothing,
contrast shift etc. The methodology used is based on the three
categories of statistical features including binary similarity
measure, image quality measure and Higher order wavelet
statistics. The three categories of forensic features are as
follows:
1) Binary Similarity Measure:
These measures capture the correlation and texture
properties between and within the low significance bit planes,
which are more likely to be affected by manipulations.
2) Image Quality Measure:
These focus on the difference between a doctored image
and its original version. The original not being available, it is
emulated via the blurred version of the test image.
3) Higher Order Wavelet:

Fig. 1 the Definition of zero height gap bin

Identifying locally contrast enhanced images:
An important application is to identify cut-and-paste type
of forged images, in which the contrast of one source region is
shifted to match the rest. Fig. 2 shows the both-source
enhanced composite forged image. The two source images
used for creating cut-and-paste type of forged images may
have different color temperature or luminance contrast. So, in
order to make the forged image more real, contrast
enhancement is performed on either one or both the regions.
However, cut-and-paste type of images created by enhancing
single source could be identified in prior work, but it fails to
detect the both source-enhanced cut-and-paste type of forged
images. In this paper, a new method was proposed to identify
not only single source enhance but also both source enhanced
cut- and-paste type of forged images.
III.Figrus and tables

Statistics: These are extracted from the multiscale
decomposition of the image.
To deal with the detection of doctoring effects,
firstly, single tools to detect the basic image-processing
operations are developed. Then, these individual “weak”
detectors assembled together to determine the presence of
doctoring in an expert fusion scheme.
B. G. Cao, Y. Zhao, R. Ni and X. Li [3][4], proposed two
different algorithms for the detection of global and local
contrast enhancement in an image.
The methodologies are:
Identifying globally contrast-enhanced images:
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Figure 2: both-source enhanced cut-and- paste image
forgery
(a) and (b) original source images. (c) both-source
enhanced composite forged image.

C. Matthew C.Stamm and K.J.Ray Liu [4] targets number of
techniques for identifying digital forgeries by detecting the
unique statistical fingerprints that certain image altering
operations leave behind in an images pixel value histogram.
This work also deals with the methods to detect globally and
locally applied contrast enhancement and also to detect noise
in previously JPEG compressed image.
1) Detecting globally applied contrast enhancement in
image :
Contrast enhancement operations are viewed as non linear
pixel mapping which introduce artifacts into an image
histogram. Non linear mappings are separated into regions
where the mapping is locally contractive. The contract
mapping maps multiple unique input pixel values to the same
output pixel value. Result in the addition of sudden peak to an
image histogram.
2) Detecting locally applied contrast enhancement in
image :
Contrast enhancement operation may be locally applied to
disguise visual clues of image tampering. Localized detection
of these operations can be used as evidence of cut-and-paste
type forgery. The forensic technique is extended into a method
to detect such type of cut-and- paste forgery.
3) Detecting Histogram equalization in image:
Just like any other contrast enhancement operation,
histogram equalization operation introduces sudden peaks and
gaps into an image histogram. The techniques are extended
into method for detecting histogram equalization in image.
4) Detecting Noise in image:
Additive noise may be globally applied to an image not
only to cover visual evidence of forgery, but also in an attempt
to destroy forensically significant indicators of other
tampering operations. Though the detection of these types of
operations may not necessarily pertain to malicious tampering,
they certainly throw in doubt the authenticity of the image and
its content. The technique for detecting noise is able to detect
whether the image is in noise or not, such as speckle noise,
Gaussian noise etc.
The methodology used is known as global contrast
enhancement detection technique. This algorithms works by
seeking out the unique artifacts left behind by histogram
equalization. However, the paper specifies only about the
detection of global enhancement and not about the local
enhancement.
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M. Stamm and K. Liu focuses on recovering the possible
information about the unmodified version of image and the
operations used to modify it, once image alterations have been
detected.
An iterative method based on probabilistic model is
proposed to jointly estimate the contrast enhancement
mapping used to alter the image as well as the histogram of the
unaltered version of the image. The probabilistic model
identifies the histogram entries that
D. Abhitha. E and V.J.Arul Karthick[8] proposed forensic
techniques in SPHIT image compression, since most of the
image manipulations occurs at the time of compression and
image manipulations means changing any of the DCT and
DWT coefficients.
E. Marcus Borengasser, has focused on Forensic image
processing technology[9] for many years. Forensic image
processing can help the analyst extract information from low
quality, noisy imagery. Obviously, the desired information
must be present in the image although it may not be apparent
or visible. Forensic image processing techniques used opensource image processing software.
Applications of Forensic Image Processing
FIP technology is primarily used for enhancement of
surveillance video. This surveillance imagery can be
produced by video cameras or cameras that produce
individual image frames. The surveillance video can be from a
wide variety of locations such as bank lobbies and ATMs,
hospitals, universities, retail locations, shopping malls, traffic
signals, toll booths, outdoor venues, and much more. While
the term “photograph” describes the output of a camera, an
image refers to any type of graphical representation for
depiction of an object, including a photograph. So, a
photograph is an image but an image is not necessarily a
photograph. In this context, forensic image processing is also
applicable for the enhancement of images, such as images of
fingerprints, retinal scans, shoe impressions, and so on.
Typically, in the event of a crime, a crime scene
investigator will recover the surveillance video for analysis by
a criminologist, or forensic image analyst. The goal of the
analyst is to determine the image enhancement process that
will allow maximum information extraction from the
surveillance video.
F. Zhao Junhong targets copy-move forgery detection in
digital image. This method uses a new approach based on one
improved LLE, because a technique based on PCA to detect
copy-move forgery can’t detect the fused edge, that’s why this
paper present LLE method, which not only detect copy-move
areas but also fused edges.
CONCLUSION
This paper presents a brief survey on forgery detection
methods for contrast enhanced and cut-and-paste type of
forged images. The various approaches that we put up here
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have some merits and demerits . The techniques that are robust
against the post processing operations and antiforensic
techniques need to be developed.
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Abstract:
Cloud computing technology has been a new
buzzword in the IT industry and expecting a new
horizon for coming world. It is a style of computing
which is having dynamically scalable virtualized
resources provided as a service over the Internet. It
reduces the time required to procure heavy resources
and boot new server instances in minutes, allowing
one to quickly scale capacity, both up and down, as
ones requirement changes. Nevertheless the
technology is hot in the market and is ready to cater to
the small and medium business segment. As per one of
the estimates from Gartner, by year 2012, 20% of
enterprise market e-mail seats will be delivered via
Cloud. As per another estimate from Gartner, Software
as a Service is forecast to have a compound annual
growth rate of 17% through 2011 for CRM, ERP and
SCM markets in SMB segment. While the enterprises
are exploring the possibilities of adopting this
technology, it is imperative for these enterprises to
critically evaluate the feasibility of this technology for
their specific businesses.The typical characteristic of
this technology:

Cloud computing customers do not generally own the
physical infrastructure serving as host to the software
platform in question. Instead, they avoid capital
expenditure by renting usage from a third-party
provider. The entire onus lies on the service provider
who owns the huge scalable and variable host of
infrastructure, software and bundle of other services.
Cloud computing consumers consume resources as a
service and pay only for resources that they use. Many
cloud-computing offerings employ the utility
computing model, which is analogous to how
traditional utility services (such as electricity) are
consumed, while others bill on a subscription basis.
Sharing "perishable and intangible" computing power
among multiple tenants can improve utilization rates,
as servers are not unnecessarily left idle (which can
reduce costs significantly while increasing the speed of
application development).
This article provides brief details about the cloud
computing with an overview of key features to give a
glimpse about the new focusedtechnology.

Look up on few facts:
What is Cloud Computing?

Cloud computing is emerging at the convergence of
three major trends — service orientation, virtualization
and standardization of computing through the
Internet. Cloud computing enables use and developers to
Infrastructure as a service (IaaS) Platform as a service
(PaaS)
Software as a service (SaaS)
Users avoid capital expenditure (CapEx) on hardware,
software, and services when they pay a provider only for
what they use. Consumption is billed on a utilit(e.g.

utilize services without knowledge of, expertise with,
nor control over the technology infrastructure that
supports them. The concept generally incorporates
combinations of the following:

resources consumed, like electricity) or subscription
(e.g. time based, like a newspaper) basis with little or no
upfront cost.

Cloud Vendors
There are many companies who are into the market
offering various ranges of services on Cloud Computing.
The major players are Vmware, Sun Microsystems,
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Rackspace US, IBM, Amazon, Google, Microsoft, and
Yahoo. Cloud services are also being adopted by
individual users through large enterprises including
Vmware, General Electric, and Procter & Gamble. The
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vendor hosts and manages the infrastructure required

with the respective technology.

Cloud as a Service to Customer
The cloud computing that are evolving as a service in
the cloud are being provided by big enterprises with a
heavy investment with resource and technology which
are accessed by others via the internet. The resources
are accessed in this manner as a service – often on a
subscription basis. The users of the services being
offered often have very little knowledge of ttechnology

being used. The users also have no control over the
infrastructure that supports the technology they are
using.
There are six different forms that have been
consolidated so far to understand how the services are
being provided to the customers:

1. SaaS
This types of cloud computing delivers a single
application through the browser to thousands of
customers using a multitenant architecture. On the
customer side, it means no upfront investment in
servers or software licensing; on the provider side,
with just one app to maintain, costs are low compared to

conventional hosting. SaaS is also common for HR
apps and has even worked its way up the food chain to
ERP, with players such as Workday. And some who
could have predicted the sudden rise of SaaS desktop
applications, such as Google Apps and Zoho Office.

2. Utility computing
The idea is not new, but this form of cloud
computing is getting new life from Amazon.com,
Sun, IBM, and others who now offer storage and virtual
servers that IT can access on demand. Early enterprise

adopters mainly use utility computing for supplemental,
non-mission-critical needs, but one day, they may
replace parts of the datacenter. Other providers offer
solutions that help IT create virtual datacenters from

Web services in the cloud closely
related to SaaS
Web service providers offer APIs that enable
developers to exploit functionality over the Internet,
rather than delivering full-blown applications. They
range from providers offering discrete business services

-- such as Strike Iron and Xignite -- to the full range of
APIs offered by Google Maps, ADP payroll
processing, the U.S. Postal Service, Bloomberg, and
even conventional credit card processing services.

Platform as a service ‘Another SaaS
variation’
This type of cloud computing deliver development
environments as a service. You build your own
applications that run on the provider's infrastructure
and are delivered to your users via the Internet from
the provider's servers. Like Legos, these services are
constrained by the vendor's design and capabilities, so
you don't get

complete freedom, but you do get predictability
and pre-integration.
Prime examples include
Coghead and the new Google App Engine. For
extremely lightweight development, cloud-based
abound, such as Yahoo Pipes or Dapper.net.

MSP (managed service providers)
One of the oldest forms of cloud computing, a managed
service is basically an application exposed to IT rather
than to end-users, such as a virus scanning service for
e-mail or an application monitoring service (which
Mercury, among others, provides). Managed security

services delivered by SecureWorks, IBM, and Verizon
fall into this category, as do such cloud-based anti-spam
services as Postini, recently acquired by Google. Other
offerings include desktop management services, such as
those offered by CenterBeam or Everdream.

Service commerce platforms
A hybrid of SaaS and MSP, this cloud computing
service offers a service hub that users interact with.
They're most common in trading environments, such as

expense management systems that allow users to order
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travel or secretarial services from a common platform
that then coordinates the service delivery and pricing

within the specifications set by the user. Think of it
as an automated service bureau. Well- known
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examples include Rearden Commerce and Ariba.

Benefit of Cloud Computing
There is a lot of benefit for the business looking for the
service from the cloud service provider. Apart from
the bundle of suits they have to offer, it focus all an

escape from huge investment into IT infrastructure and
operating cost.

Reduce Runtime and Response time
For applications that use the cloud essentially for
running batch jobs, cloud computing makes it
straightforward to use 1000 servers to accomplish a
task in
1/1000 the time that a single server would require. The
New York Times example cited previously is the
perfect example of what is essentially a batch job
whose run time was shortened considerably using the
cloud. For applications that need to offer good

response time to their customers, refactoring
applications so that any CPU- intensive tasks are
farmed out to ‘worker’ virtual machines can help to
optimize response time while scaling on demand to
meet customer demands. The Animoto application cited
previously is a good example of how the cloud can be
used to scale applications and maintain quality of
service levels.

Minimise Infrastructure Risk
IT organizations can use the cloud to reduce the risk
inherent in purchasing physical servers. Will a new
application be successful? If so, how many servers
are needed and can they be deployed as quickly as the
workload increases? If not, will a large investment in
servers go to waste? If the application’s success is
short-lived, will the IT organization invest in a large
amount of infrastructure that is idle most of the time?
When pushing an application out to the cloud,
scalability and the risk of purchasing too much or too
little infrastructure becomes the cloud provider’s issue.
In a growing number of cases, the cloud provider has
such a massive amount of infrastructure that it can
absorb the growth and workload spikes of individual

customers, reducing the financial risk they face .
Another way in which cloud computing minimizes
infrastructure risk is by enabling surge computing,
where an enterprise data center (perhaps one that
implements a private cloud) augments its ability
to handle workload spikes by a design that allows it
to send overflow work to a public cloud. Application
lifecycle management can be handled better in an
environment where resources are no longer scarce,
and where resources can be better matched to
immediate needs, and at
handle workload spikes by a design that allows it to
send overflow work to a public cloud. Application
lifecycle management can be handled better in an

Lower cost of entry
Since the infrastructure is rented, not purchased, the
cost is controlled, and the capital investment can be
zero. In addition to the lower costs of purchasing
compute cycles and storage “by the sip,” the massive
scale of cloud providers helps to minimize cost, to
environment a head start against the competition.

further reduce the cost of entry.Applications are
developed more by assembly than programming. This
rapid application development is the norm, helping to
reduce the time to market, potentially giving
organizationdeploying applications in a cloud

Increased pace of innovation
Cloud computing can help to increase the pace of
innovation. The low cost of entry to new markets
helps to level the playing field, allowing start-up
companies to deploy new products quickly and at low
cost. This allows small companies to compete more
effectively with traditional organizations whose
deployment process in enterprise data centers can be
significantly longer.

Increased competition helps to increase the pace
of innovation — and with many innovations
being realized through the use of open source
software, the entire industry serves to benefit
from the increased pace of innovation that cloud
computing promotes.

Free from software licensing/up gradation
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/maintenance
Cloud computing frees up user from any further
licensing of the software or from up gradation and
maintenance. All the services are provided by the
service providers. No longer having to worry about

constant server updates and other
computing issues, government organizations will be
free to concentrate on innovation.

A mobile profile
Since all is accessible through internet, it will be
accessible globally. It will be too much beneficial for a
small and medium sized enterprise that is not willing

invest a lot in network setup and wish to free from
maintenance.

An interim evaluation for the Business
In cloud computing models, customers do not own the
infrastructure they are using; they basically rent it, or
pay as they use it. The loss of control is seen as a
negative, but it is generally out-weighed by several
positives. One of the major selling points of cloud
computing is lower costs. Companies will have lower
technology-based capital expenditures, which should
enable companies to focus their money on delivering
1.
In which stage of your business life cycle you are
planning to scale for the service of cloud computing?
What business line you need to support and how
much is the requirement os for your business.
How much cost effective it can be when you rent the
services?
Which type of service is going to be beneficial for you?
What is the organization preferred technology,
development platform and business that require for this
type of service?
Is your organization having the capabilities to handle
these services, as these services needs lot of
competency to handle it as there are lots of mechanism
with different layers of service present in them.
How much risk is associated with the data
dependency when it is a kept in others infrastructure?
How much performance and bandwidth is required to
use this type of service
with comparison to the current business needs? Is the
company able to cope it up with the existing bandwidth
to its business needs?
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the goods and services that they specialize in. Still
there are key features for consideration before one talk
for the need of the business. Since entire gamut of
services is available in the market one has to be very
choosey and do lots of self evaluation before drawing a
final plan for the business.
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There is no limit for the evaluation, and consideration
should be made with respect to the current business in
one is, with respect to the multiple factors with
responsiveness towards stake holders and business
needs, financial goals, investment capabilities,
profitability, future planning, industrial growth, service

providers offerings etc. One can only earn the
advantage through the new technology only if they are
able to do a correct feasibility study to mitigate the
business need.

Disadvantage
As any technology is a boon for an evaluation as the
history is evidence, there are disadvantages too which
cannot be ignored. Despite a fact cloud computing has
so many features which can be awaiting a new horizon
there are also key factors which cannot be ignored. Few
have been summed up below:
Lack of connectivity causes 100% downtime, whereas
with traditional applications, lack of connectivity allows
for some local function to continue until connectivity is
restored.
The lack of industry-wide standards means that a usage
surge can easily overwhelm capacity without the
ability to push that usage to another provider.
Companies providing computing services will over-sell
these services similar to how bandwidth is over-sold
based on average or "peak" usage, instead of
"maximum" usage. ISP's typically operate at multiples
of 5 to 1, where they sell
5 times more than they have in capacity, assuming
users will not use more than 20% of their allotted
resources. This works, until there is a popular YouTube

video that everyone wants to see at the same time....
resulting in outages. Cloud computing is even more
vulnerable to the peak-usage problem than internet
bandwidth.
"Denial of service" attacks, currently common,
become easier. What's more they become harder to
trace, as compromised "cloud resources" can be
leveraged to launch the attacks, rather than compromised
"individual pc's". Cloud computing is vulnerable to
massive security exploits. Currently, when a system is
broken into, only the resources of that system are
compromised. With cloud computing, the damages
caused by a security breach are multiplied
exponentially.
By "centralising" services, cloud computing increases
the likelihood that a systems failure becomes
"catastrophic", rather than "isolated".
No political approach has been made till date to control
the uncontrolled factors to bring the service under the
boundary lines of trust and owner ship, as these
services
are
beyond
country
lines.

Conclusion
The key motive to publish this paper is to give a
glimpse of understanding on cloud computing as a
technology for a new era. Its potential is considered so
vast that it is surely going to give up a new dimension
for the generation to come. So, in the long run, most
of the companies (large, mid size or small) do
not want to have the overhead cost associated with
running a large IT department that is solely involved
in sustaining existing enterprise application. Large
companies do not have the risk tolerance to start using
cloud computing immediately. Most CEO’s and top
IT Executives in large organizations will wait for
the technology to mature before putting even the
most non-essential applications on someone else’s
servers. It gives a new aspect to do a business
without owing so much. The concept is so new that
work is still going on to cater the world with the best
way for the companies having a technology appetite.
There is a big push for cloud computing services by
several big companies. Amazon.com has been at the
forefront of the cloud computing movement. Google
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and Microsoft have also been very publicly working
on cloud computing offerings. Some of the other
companies to watch for in this field are Yahoo!, IBM,
Intel, HP and SAP. Several large universities have
also been busy with large scale cloud computing
research projects. There is no end to the evolution
until one stops thinking. In the future, more cloud
adoption is certain, this year alone the move to the
cloud by many business has been phenomenal, so
much so that some cloud business have grown by over
200%. Large vendors see this as the growing model
for software and services in the future so more focus
by the vendors is afforded. Do not be surprised if the
cloud bursts with offerings over the next 24 months.
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Abstract: Decades of research have focused on data mining
is a multidisciplinary field and also popularly referred to as
knowledge discovery from data. Evolutionary computation
in data mining provides a balance mixture of theory,
algorithm and application. Genetic algorithm is search
algorithm based on the mechanics of natural selection,
crossover and mutation to reach the optimal solution.
Genetic algorithm is easily parallelizable and has been used
for classification, clustering and other optimization problem.
Genetic algorithm using clustering is a data stream mining
task which is very useful to gain insight of data and its
characteristics it comes under the pre-processing step in all
mining process. The key factor of research on genetic
algorithm is the balance between efficiency and efficacy
necessary for survival in many different environments. Data
clustering in under vigorous development and clustering is a
challenging field of research in which its potential
application pose their own special requirements,
contributing area of research include data mining, statistics,
machine learning, spatial database techniques, biology and
marketing. Clustering is the process of grouping the data
into classes or clusters, on the basis of high similarity in
comparison to one another. Owing to the huge amount of
data collected in database, cluster analysis becomes a largely
active topic in data mining research. Genetic algorithm is an
extremely powerful, which provides a global search for any
problem with many local optima. In this paper, the
clustering task is tackled through a genetic algorithm, which
attempts to minimize within cluster disparity. In the field of
evolutionary algorithm has proven to be a very powerful
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mechanism or technique in finding good solution to every
difficult problem .
Keywords— Evolutionary computation, genetic algorithm,
clustering, data mining.
I.INTRODUCTION
Data mining techniques are the result of a long process of
research and product development. This evolution began
when business data was first stored on computers, continued
with improvements in data access, and more recently,
generated technologies that allow users to navigate through
their data in real time. Data mining takes this evolutionary
process beyond respective data access and navigation to
prospective and proactive information delivery. Data mining
is ready for application in the business community because
it is supported by three technologies such as Massive data
collection, Powerful multiprocessor computers and Data
mining algorithms Data mining deals with large databases
that impose on clustering analysis additional severe
computational requirements. Cluster analysis is mainly
conducted on computers to deal with very large scale and
complex datasets.
Data mining is a form of knowledge discovery essential for
solving problems in a specific domain. Individual data sets
may be gathered and studied collectively for purposes other
than those for which they were originally created. New
knowledge may be obtained in the process while eliminating
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one of the largest costs, viz., data collection. Medical data,
for example, often exists in vast quantities in an
unstructured format. The application of data mining can
facilitate systematic analysis in such cases.

After an initial population is randomly generated, the
algorithm evolves the through three operators:
Selection which equates to survival of the fittest;
Crossover which represents mating between individuals;

Genetic Algorithms (GAs) are adaptive heuristic search
algorithm based on the evolutionary ideas of natural
selection and genetics. As such they represent an intelligent
exploitation of a At this juncture, the principal constituents
of Soft Computing (SC) are Fuzzy Logic (FL), Neural
Computing (NC), Evolutionary Computation (EC) Machine
Learning (ML) and Probabilistic Reasoning (PR), with the
latter subsuming belief networks, chaos theory and parts of
learning theory.

Mutation which introduces random modifications.
Selection Operator




Key idea: give preference to better individuals,
allowing them to pass on their genes to the next
generation.
The goodness of each individual depends on its
fitness.
Fitness may be determined by an objective function
or by subjective judgments.

Soft computing differs from conventional (hard) computing
in that, unlike hard computing, it is tolerant of imprecision,
uncertainty, partial truth, and approximation. In effect, the
role model for soft computing is the human mind. The
guiding principle of soft computing is: Exploit the tolerance
for imprecision, uncertainty, partial truth, and approximation
to achieve tractability, robustness and low solution cost.

Crossover Operator


Prime distinguished factor of GA from other
optimization techniques

1.



Two individuals are chosen from the population
using the selection operator
A crossover site along the bit strings is randomly
chosen
The values of the two strings are exchanged up to
this point
If S1=000000 and S2=111111 and the crossover
point is 2 then S1'=110000 and S2'=001111.
The two new offspring created from this mating are
put into the next generation of the population.
By recombining portions of good individuals, this
process is likely to create even better individuals.

Genetic Algorithm and Clustering


The GA aims to use selective `breeding' of the solutions to
produce `offspring' better than the parents by combining
information from the chromosomes. The GA maintains a
population of n chromosomes (solutions) with associated
fitness values. Parents are selected to mate, on the basis of
their fitness, producing offspring via a reproductive plan.
Consequently highly fit solutions are given more
opportunities to reproduce, so that offspring inherit
characteristics from each parent.

GAs is based on an analogy with the genetic structure and
behaviour of chromosomes within a population of
individuals using the following foundations:






Mutation Operator









Individuals in a population compete for resources
and mates.
Those individuals most successful in each
'competition' will produce more offspring than
those individuals that perform poorly.
Genes from `good' individuals propagate
throughout the population so that two good parents
will sometimes produce offspring that are better
than either parent.
Thus each successive generation will become more
suited to their environment.

Based on Natural Selection
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With some low probability, a portion of the new
individuals will have some of their bits flipped.
Its purpose is to maintain diversity within the
population and inhibit premature convergence.
Mutation alone induces a random walk through the
search space
Mutation and selection (without crossover) create a
parallel, noise-tolerant, hill-climbing algorithm.

2.Overview of GA based Clustering algorithm

Clustering algorithms are capable of producing different
subsets of the same data that capture various distinct aspects
of the data. The exploratory nature of clustering task
demands efficient combinatorial methods that would benefit
from combining the strengths of many individual clustering
algorithms. Cluster analysis is a technique, which is used to
discover patterns and associations within data. More
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specifically, it is a multivariate statistical procedure that
starts with a data set containing information on some
variables and attempts to reorganize these data cases into
relatively homogeneous groups. Genetic algorithms (GAs)
are randomized search and optimization technique which
guided by the principles of evolution and natural genetics.
Having a large amount of implicit parallelism is one of the
properties of genetic algorithm.
Basic Steps in Genetic Algorithm

The process of GA’s is iteration based of constant
population size of candidate solutions. In each
generation/iteration each chromosome’s fitness in the
current population is evaluated and new population evolves.
Chromosomes with higher fitness values goes through
reproduction phase in which selection, crossover and
mutation operators are applied to get new population.
Chromosomes with lower fitness values are discarded.
Again this generated new population is evaluated and
selection, crossover, mutation operators are applied.

1. Learning the application domain to extract relevant prior
knowledge and goals of application.

Fitness Function

2. Creating a target data set from raw data

The fitness function will try to maximize total profit as
obtained by including the items in the knapsack following
the constraint.

3. Data cleaning and preprocessing
4. Data reduction and transformation

function y = simple_KS(x)

5. Choosing data mining approach: Classification

y = (25*x (1) +20*x (2) +15*x (3) +40*x (4) +50*x (5));

6. Choosing the mining algorithm(s): Genetic Algorithm

end




Initialization
Selection





Crossover
Mutation
Termination

Here x is a vector that takes values from the creation
function. All binary values (total 32) constitute the
population of the 1problem to be solved by GA.
Constraint Function

7. Data mining: patterns of interest found by GA
8. Evaluation of Patterns and knowledge presentation
Visualization, removing redundant patterns, etc.

-

The constraint function will try to minimize the total
weights of the included objects so that it is less than equal to
capacity of the knapsack. The function for the instance of
the knapsack shown in table 1 is given as:
function [c, ceq] = simple_constraint_KS(x)

9. Use of discovered knowledge.

c = [3*x (1) +2*x (2) +1*x (3) +4*x (4) +5*x (5) -6];
Genetic Algorithm with Knapsack (0/1) Problem

ceq = [];
end

In the 0-1 knapsack problem given some items say n and a
knapsack, the aim is to pack the knapsack to get the
maximum total value. Each item has some weight and some
value or profit. Total weight that we can carry is no more
than some fixed number W that is the maximum weight
knapsack can carry. The problem is called a 0-1 problem,
because each item must be entirely accepted or rejected.
Every object has a weight wi and profit pi. The goal is to
maximize the value/profit of the included objects in the
knapsack.
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Similarly to the input to fitness function vector is passed as
input to constraint function. Again values for x are taken
from the initial population as supplied by creation function.
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II.CONCLUSION
The capability of GAs was applied to evolving the proper
number of clusters and providing appropriate clustering.
Clustering has a wide range of application. A good
clustering algorithm yields a good quality cluster. It also
produces a global optimal or near to global optimal
solution/result. The inherent capability of GA for solving
complex and conflicting problems, as well as its various
practical applications. The paper proposed a genetic
algorithm which produces better clusters.
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Abstract
The web in recent years has been a big trend, which
helped make it a source of information and essential in
the various fields of research, in particular, the
commercial area that represents the e-commerce
(electronic commerce). However, the competition in the
e-commerce sites is very tight. This has pushed
companies to conserve and retain customers rather than
seeking to expand its market share by conquering
politically. These requirements have introduced the
extraction of knowledge from data in e-commerce sites,
using data mining techniques. This article will be an
introduction to the concept of data mining, a definition
of economic concepts related to e-commerce, and the
authors' approach to the application of data mining
techniques in e-commerce.
Keywords: Data Mining, Electronic Commerce.

I.INTRODUCTION
In the last 15 years, eBay grew from a simple website
for online auctions to a full-scale e-commerce enterprise
that processes petabytes of data to create a better
shopping experience. Data mining is important in
creating a great experience at eBay. Data mining is a
systematic way of extracting information
Electronic commerce is emerging as the killer domain
for data–mining technology. Is theresupport for such a
bold statement? Data–mining technologies have been
around for decades,without moving significantly
beyond the domain of computer scientists, statisticians,
andhard-core business analysts. Why are electronic
commerce systems any different from otherdata–mining
applications?In his book Crossing the Chasm (Moore
andMcKenna, 1995), Moore writes, “ There weretoo
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many obstacles to its adoption ... inability to integrate it
easily into existing systems,
no established design methodologies, and lack of people
trained in how to implement it ...”(p. 23). What was
“it”? Artificial intelligence technology, as a product.
Data mining sharesmany traits with AI technologies in
general, so we should be concerned that they do
notshare the same business fate.1
Notwithstanding several notable successes, data–mining
projects remain in the realm ofresearch: high potential
reward, accompanied by high risk. The risk stems from
severalsources. It has been reported by many (Langley
and Simon, 1995; Piatetsky-Shapiro et al.,1996), and
has been our experience, that the “data–mining,” or
algorithmic–modeling phase
of the knowledge discovery process occupies at most
20% of the effort in a data–miningproject.
Unfortunately, the other 80% contains several
substantial hurdles that withoutheroic effort may block
the successful completion of the project.
The following are five desiderata for success. Seldom
are they they all present in onedata–mining application.
1. Data with rich descriptions. For example, wide
customer records with many potentiallyuseful fields
allow data–mining algorithms to search beyond obvious
correlations.
2. A large volume of data. The large model spaces
corresponding to rich data demandmany training
instances to build reliable models.
3. Controlled and reliable data collection. Manual data
entry and integration from legacysystems both are
notoriously problematic; fully automated collection is
considerably
better.
4. The ability to evaluate results. Substantial,
demonstrable return on investment can bevery
convincing.
6 KOHAVI AND PROVOST
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5. Ease of integration with existing processes. Even if
pilot studies show potential benefit,
deploying automated solutions to previously manual
processes is rife with pitfalls.Building a system to take
advantage of the mined knowledge can be a substantial
undertaking.Furthermore, one often must deal with
social and political issues involved inthe automation of
a previously manual business process.So, why is
electronic commerce different? In short, many of the
hurdles are significantlylower. Consider those
mentioned above. As compared to ancient or shielded
legacy systems,data collection can be controlled to a
larger extent. We now have the opportunityto design
systems that collect data for the purposes of data
mining, rather than having tostruggle with translating
and mining data collected for other purposes. Data are
collectedelectronically, rather than manually, so less
noise is introduced from manual processing.Electronic
commerce data are rich, containing information on prior
purchase activity anddetailed demographic data.In
addition, some data that previously were very difficult
to collect now are accessibleeasily. For example,
electronic commerce systems can record the actions of
customers in thevirtual “store,” including what they
look at, what they put into their shopping cart and do
notbuy, and so on. Previously, in order to obtain such
data companies had to trail customers (in
person), surreptitiously recording their activities, or had
to undertake complicated analysesof in-store videos
(Underhill, 2000). It was not cost-effective to collect
such data in bulk,and correlating them with individual
customers
was
practically
impossible.
For
electroniccommerce systems, massive amounts of data
can be collected inexpensively.2At the other end of the
knowledge discovery process sit implementation and
evaluation.Unlike many data–mining applications, the
vehiclefor capitalizing on the results ofmining—the
electronic commerce system—already is automated.
Therefore the hurdlesof system building are
substantially lower, as are the political and social
hurdles involvedwith automating a manual process.
Also, because the mined models will fit well with
theexisting system, computing return on investment can
be much easier.The lowering of several significant
hurdles to the applicability of data mining will
allowmany more companies to implement intelligent
systems for electronic commerce. However,there is an
even more compelling reason why it will succeed. As
implied above, the volumeof data collected by systems
for electronic commerce dwarfs prior collections of
commercedata. Manual analysis will be impossible, and
even traditional semi-automated analyses willbecome
unwieldy. Data mining soon will become essential for
understanding customers.
The papers in this special issue
The mining of electronic commerce data is in its
infancy. The papers in this special issuegive us a peek
into the state of the art. For the most part, they address
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the problem of Webmerchandising.Web merchandising,
as distinct for example from marketing, focuses on how
to acquireproducts and how to make them available.
Electronic commerce affects the acquisition ofproducts,
because (as illustrated best by Dell Computer
Corporation) the supply chain can beintegrated tightly
with the customer interface. Even more intriguing from
the data–mining
APPLICATIONS
OF
DATA
MINING
TO
ELECTRONIC COMMERCE 7
perspective, since customers are interacting with the
computer directly, product assortments,virtual product
displays, and other merchandising interfaces can be
modified dynamically,and even can be personalized to
individual customers.Lawrence et al. (2001) discuss the
application
of
data–mining
techniques
to
supermarketpurchases,
in
order
to
provide
personalizedrecommendations. The study is based on
aproject involving IBM and Britain’s Safeway
supermarkets, in which customers use palmtopPDAs to
compose shopping lists (based to a large extent on the
products they havepurchased previously). The use of
the PDAs increases customer convenience, because
theydon’t have to walk the aisles for these purchases;
they simply pick them up at the store.However, it
reduces the company’s ability to “recommend” products
via in-store displays,
and the like.Lawrence et al. go on to show how
recommendations can be made instead on the PDA,
using a combination of data–mining techniques. The
recommendations were made to actualcustomers in two
field trials. After incorporating “interestingness”
knowledge learned fromthe first trial, in the second trial
(in a different store) the results were encouraging,
notwithstandingseveral
application
challenges.3
Specifically, 25% of orders included somethingfrom the
recommendation list, corresponding to a revenue boost
of 1.8% (respectable ascompared to other promotions).
Perhaps more important, they show that customers
aresignificantly more likely to choose high-ranked
recommendations than low-ranked ones,indicating that
the algorithms are doing well at modeling the likelihood
of purchasingitems previously not purchased. The study
shows
intuitive
rules
and
clusters
and
relativepreferences, demonstrating the potential of data
mining for improving understanding of thebusiness—
which may be useful even in cases where
recommendations are not implemented(or are not
effective).The results of data mining seldom can be
used “out of the box,” without the involvement
of expert users. Often this is because a business is
reluctant to have unverified modelsdetermining
important business decisions. Just as often, however,
the involvment of expertusers is to separate out the few
precious nuggets of useful knowledge. One might ask,
isn’tthis the task data mining is supposed to be solving?
It is; however, there are different kinds
of mining. Today’s tools are rather like strip mining
than like the lone prospector carvingout single nuggets
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of pure gold. Data–mining algorithms often produce a
mass of patterns,much smaller than the original
mountain of data, but still in need of postprocessing.Creating individual consumer profiles
forpersonalized recommendation (or for otherpurposes,
such as providing dynamic content or tailored
advertizing) exacerbates this problem,because now one
may be searching for patterns individually for each of
millions ofconsumers. Adomavicius and Tuzhilin
(2001) address this problem. They show how
toautomate, partially, the process of expert-driven
validation and filtering of large sets ofrules. Their
method comprises various operators for browsing,
grouping, validating, andfiltering rules. They
demonstrate the method by applying it to data on
consumer
purchasesof
beverages—about
2000
households over a year period. For example,
association-rulemining produced over one million rules
from these data. In about an hour and a half,
comprisingmostly browsing and thinking, the expertfiltering process had rejected definitively96% of the
rules, and had used 27,000 rules to build individual
profiles for the households
(averaging about 14 rules per profile).
8 KOHAVI AND PROVOST
As we’ve mentioned, electronic commerce systems
allow unprecedented flexibility inmerchandising.
However, flexibility is not a benefit unless one knows
how to map the manyoptions to different situations. For
example, how should different product assortments
ormerchandising cues be chosen? Lee et al. (2001)
focus on the analysis and evaluation of
webmerchandising. Specifically, they analyze the
“clickstreams,” the series of links followedby customers
on a site. Their thesis is that the effectiveness of many
on-line merchandisingtactics can be analyzed by a
combination of specialized metrics and visualization
techniquesapplied to clickstreams.Lee et al. provide a
detailed case study of the analysis of clickstream data
from a Webretailer. The study shows howthe
breakdownof clickstreams into subsegments can
highlightpotential problems in merchandising. For
example, one product has many click-throughsbut a low
click-to-buy rate. Subsequent analysis shows that it has
a high basket-to-buy rate,but a low click-to-basket rate.
This analysis would allow merchandisers to begin to
developinformed hypotheses about how performance
might be improved. For example, since thisis a highpriced product, one might hypothesize that customers
were lured to the productpage and then turned off by the
product’s high price. If this were true, there are
severaldifferent actions that might be appropriate
(reduce the price, convince the customer that the
product is worth its high price, target the lure better so
as not to “waste clicks,” etc.).Spiliopoulou and Pohle
(2001) also study measuring and improving the success
of websites. In particular, they are concerned that
success should be evaluated in terms of thebusiness
goal of the web site (e.g., retail sales), and that
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treatments should not be limitedto measurement alone,
but also should suggest concrete avenues for
improvement. To thisend, they discuss the discovery of
navigation patterns, presenting a brief but
comprehensivesurvey of the state of the art, and also
presenting a method that addresses some of
itsdeficiencies.They demonstrate their methods on the
“SchulWeb” site, which provides information
and resources regarding German schools. They describe
that this site is similar to on-linemerchandising sites, but
also that the methods should apply more generally—
measuringand improving success is not limited to sales.
By analyzing sequences, they observe thatusers are
misusing the search features. They use this discovery to
improve the interface.After the change, the effects are
measured; they show an improvement in efficiency.We
close the special issue with a survey of existing
“recommender systems,” by Schafer et
al. (2001). The degree of use of data–mining techniques
in such systems can fall anywhereon the spectrum from
trivial (extract a non-personalized, manually crafted
recommendationlist)
to
simple
(queries
for
straightforward statistics) to complex (collaborative
filtering), asthe survey illustrates with a wide variety of
real-world electronic commerce applicationsthat use
recommender systems in their day-to-day operations.
The authors also show that
recommender systems are used for a variety of
(business) reasons, and that companies typically
use several different techniques (e.g., they describe
seven different recommendationapplications used by
Amazon.com). The different recommendation tasks
include: helpingnew and infrequent visitors, building
credibility through community, enticing customers to
come back, cross-selling, and building long-term
relationships.Finally, Schafer et al. discuss the
challenges that lie ahead for electronic commerce
recommendation applications, from the perspectives of
both research and business—and
APPLICATIONS
OF
DATA
MINING
TO
ELECTRONIC COMMERCE 9
they include an appendix presenting an informative
analysis of current privacy concerns,which threaten the
continued use of data mining in business and should be
taken seriouslyby all involved.
A common themes emerging from the papers
We have argued elsewhere that a significant
contribution of applied research papers ishighlighting
areas that require more attention from the scientific
community (Provost andKohavi, 1998). Reading any of
the papers in this special issue, you will find many
examples.One theme pervades: we need to understand
better howto bring problem-specific knowledgeto bear
effectively.Problem-specific
knowledge
applies
throughout the knowledge discovery process.
Forexample, one type of knowledge regards useful
structure to the data, which augments thetraditional
feature-vector representation. Acommon instance of
such structure is hierarchies
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over data primitives, as are found in product catalogs.
The need to be able to incorporatehierarchical
background knowledge is shown in every paper, with
the exception of thesurvey paper (which does mention
the need to be able to deal with “rich data”).
We see the need for a variety of other types of
background knowledge. Lawrence et al.discuss that
company preference knowledge must be incorporated—
the task is not just torecommend what the customer will
most like, but also what the store would like to
sell(popular new products outside the current shopping
pattern, products with high inventories,products with
high profit margins, etc.). Schafer et al. discuss that,
even from the same data,
there are different fundamental recommendation tasks,
also pointing out that there is moreto recommending
than just giving the customer what he most would like
to buy. Really, thesystem is there to help to improve the
(long-term) business relationship, which has
severaldimensions.
It also should be kept in mind that there is more to data
mining than just building an automatedrecommendation
system. If indeed one is participating in a knowledge
discoveryprocess, the knowledge that is discovered may
be used for various purposes. The papersby Lee et al.
and by Spiliopoulou and Pohle show knowledge
discovery techniques usedfor understanding the
business more deeply. Their primary purpose is to shed
insight on
how electronic commerce systems might be improved
(e.g., by highlighting problem areas).
Comprehensibility (beyond data–mining experts) is
crucial for successful knowledgediscovery, yet we see
relatively little research addressing it (Pazzani,
2000).With the exception of the data–mining algorithm,
in the current state of the practice therest of the
knowledge discovery process is manual. Indeed, the
algorithmic phase is such a
small part of the process because decades of
researchhave focused on automating it—oncreating
effective, efficient data–mining algorithms. However,
when it comes to improvingthe efficiency of the
knowledge discovery process as a whole, additional
research on efficientmining algorithms will have
diminishing returns if the rest of the process remains
difficultand manual. Adomavicius and Tuzhilin
contribute to research on “the rest of the process,”
dealing with the often–mentioned but seldom–addressed
problem of filtering the resultant
discoveries.
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10 KOHAVI AND PROVOST
In sum, the papers in the special issue highlight that
although electronic commercesystems are an ideal
application for data mining, there still is much research
needed—mostly in areas of the knowledge discovery
process other than the algorithmic phase.
Notes
1. It should be kept in mind that although the record of
success of AI products has been spotty, AI technologies
have seen remarkable success behind the scenes.
2. Gathering such data can be facilitated by appropriate
system design.
3. Customers may not even look at the recommendation
page; there were 30,000 different products, and the full
recommendation method was not implemented for this
field trial.
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Abstract:Steganography is an art of hiding the secrete
message that is being send in the other non secret text. The
benefit of steganography is that the expected mystery
message does not pull in thoughtfulness regarding itself as an
object of investigation. Our point is to conceal mystery data
and picture behind the sound and feature document
individually with. Sound records are generally compacted for
capacity or speedier transmission. Sound records can be sent
in short remain solitary portions.

Steganography

Text

Image

Audio

Video

Figure 1:-Types of Steganography
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1.

INTRODUCTION

Security has turned into a critical issue as data
innovation. The encryption field serves to give security on
pictures and information, for example, secrecy, substance
validation and information beginning confirmation.
Steganography concentrates on concealing data in a manner
that the message is imperceptible for pariahs and just appears
to the sender and proposed beneficiary. It is helpful
instrument that permits clandestine transmission of data over
an over correspondences channel.
The benefit of steganography over cryptography alone is
that the expected mystery message does not pull in
thoughtfulness regarding itself as an object of investigation.
Sound feature crypto steganography which is the mix of
picture steganography and sound steganography utilizing PC
legal sciences system as an apparatus for verification.
The following Figure 1. Show four types of steganography
methodology:
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Our point is to conceal mystery data and picture behind the
sound and feature document individually. Sound records are
generally compacted for capacity or speedier transmission.
Sound records can be sent in short remain solitary portions.
There are different sorts and procedure of information
stowing away in sound like Least Significant Bit Encoding
and Phase coding. In LSB coding is the least difficult
approach to implant data in a computerized sound record. By
substituting the slightest critical bit of every inspecting point
with a double message, LSB coding takes into consideration a
lot of information to be encoded. In Phase coding addresses
the commotion’s detriments instigating systems for sound
steganography.
1.1 Stegnography
Steganography focus on hiding information in such a
way that the message is undetectable for outsiders and only
appears to the sender and intended recipient. It is useful tool
that allows covert transmission of information over and over
communications channel. Steganography is a technique which
is used to hide the message and prevent the detection of
hidden message. Various modern techniques of
steganography are
a) Video Steganography c) Audio Steganography
Audio Video stegnography is a modern way of
hiding information in a way that the unwanted people may
not access the information. The propose method is to hide
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secret information and image behind the audio and
video file respectively.

its size and memory requirements. Videos are the set of
images.The number of still pictures per unit of time of video
ranges from six to eight frames per second.In video
steganography data hides behind the video using different
techniques. Basically there are three embedding techniques
for images in practice, namely Least Significant Bit (LSB),
Transform based and Masking and filtering. The best
technique is that to hide secret message without affecting the
quality of video, structure and content of video. After hiding a
secret data in video create “stego “ video file which is send to
the receiver.

Fig 2:- Stenography Mechanisms
1.2 Audio Stegnography
Audio steganography software can embed messages in
WAV, AU,and even MP3 sound files. In audio steganography
sound file is modified in a a way they contain a hidden
information. This modification done in such a way that
secrete data must be secure and withoutdestroying the
original signal.
The basic model of Audio steganography consists of Carrier
(Audio file), Message and Password. Carrier is also known as
a cover-file, which conceals the secret information. Encoding
secret messages in audio is the most challenging technique
because the human auditory system (HAS) has such a
dynamic range that it can listen over. Audio files are usually
compressed for storage or faster transmission. Audio files can
be sent in short stand-alone segments. There are various types
and technique of data hiding in audio like Least Significant
Bit Encoding and Phase coding.Embedding secret messages
in audio file is more difficult than embedding messages in
digital image. In order to hide secret messages, various
methods for embedding information in digital audio like
Least significant bit, parity bit coding, phase coding, spread
spectrum etc.

Figure 3:- Basic Audio Steganographic Model
1.3 Video Stegnography
Video is an electronic medium for the recording, copying
and broadcasting of moving visual images.Video
Steganography is a technique to hide any kind of files into a
carrying Video file.The use of the video based Steganography
can be more eligible than other multimedia files, because of
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Figure 4:-Hiding Image Behind Video File
2.

RELATED WORK

In computer vision, steganography is a vast area of study
and research that have been done throughout. There are many
Techniques of video steganography such as Least Significant
Bit method (LSB), Spread Spectrum, and Discrete Cosine
Transform (DCT). Least Significant Bit method (LSB) is one
of the most common and successful method which hide the
secret data in the least significant bit of the cover video.
Along with this many Author’s had also used different
methods and Encryption Algorithms to provide more secrecy
to the message.
May 2014, Manpreet Kaur, Er. Amandeep Kaur [1] used
Hash-LSB method which is an efficient steganographic
method for embedding the secret message into cover video
Here the author has applied cryptographic method i.e RSA
algorithm to secure a secret message.
April 2014, Deepak Kumar Sharma, Astha Gautam, [2] A
twofold hash capacity procedure is utilized to choose the
pixel from line and segment. A quadratic testing system is
utilized for tackling the issue of impact where we are
including a prime number with the current hash esteem rather
than direct hunt. A division strategy system is utilized to call
attention to the pixel in an edge that is pixel's area in line and
section in a casing. At the point when pixel is discovered, the
character of data that is to shroud, a twofold estimation of that
solitary character is supplanted by unique pixel's red part,
then second casing is to choose and second character's
parallel worth is supplanted by the first pixel's green segment,
this will proceed until the every paired character of the data
are covered up.
December 2010, Kriti Saroha, Pradeep Kumar Singh, [3]
Shows another steganographic technique for installing a
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picture in an Audio record. Accentuation will be on the
proposed plan of picture covering up in sound and its
correlation with straightforward Least Significant Bit (LSB)
insertion strategy for information stowing away in sound.
May 2009, Cheng-Hung Chuang and Guo-Shiang Lin, [4]
an optical cryptosystem with versatile Steganography is
proposed for feature arrangement encryption and decoding.
The optical cryptosystem utilizes a twofold arbitrary stage
May 2009, Cheng-Hung Chuang and Guo-Shiang Lin, [4] an
optical cryptosystem with versatile Steganography is
proposed for feature arrangement encryption and decoding.
The optical cryptosystem utilizes a twofold arbitrary stage
encoding calculation to scramble and unscramble feature
arrangements. The feature sign is initially exchanged to RGB
model and after that isolated into three channels: red, green,
and blue. Every channel is encoded by two irregular stage
veils created from session keys. For higher security, a topsyturvy technique is connected to figure session keys. The
figured keys are then installed into the scrambled feature
outline by a substance subordinate and low mutilation
information inserting system. The key conveyance is refined
by concealing figured information into the scrambled feature
outline with a particular concealing arrangement created by
the zero-LSB sorting system.
2007, Malik, H.M.A, Ansari, R., KhokharA, [5] presented
novel method for information covering up in advanced sound
that adventures the low affectability of the human soundrelated framework to stage twisting. Indiscernible however
controlled stage changes are presented in the host sound
utilizing an arrangement of allpass channels (APFs) with
particular parameters of allpass channels, i.e., shaft zero
areas. The APF parameters are decided to encode the
inserting data. Amid the location stage, the force range of
the sound information is evaluated in the z-plane far from the
unit circle. The force range is utilized to evaluate APF shaft
areas, for data translating.
3. PROBLEM DEFINITON

proposed approach finds the suitable algorithm for
embedding the data in the digital audio signals and video
frames using steganography which provides the better
security pattern for sending the messages through network.
5.

PROPOSED METHODOLOGY

We are combining cryptography and steganography for
hiding data behind audio and image behind video in audiovideo file. For hiding image behind video we used LSB
replacement technique and for hiding data behind the audio
used Parity coding algorithm. The Blowfish algorithm is used
for more security purpose.
Sender selects any one audio-video file. After that audio
video file separate using in build software. Now sender will
select a secret image which will be transmitted to the receiver.
In next step select the video file. Video is nothing but a
collection of multiple frames. The number of still pictures per
unit of time of video ranges from six to eight frames per
second. The algorithm of video stegnography is based on the
fact that each pixel represented by 3 bytes where each byte
representing the intensity of 3 primary colors that is RGB
Red, Green and Blue) Size of image file is directly related to
number of pixels and granularity of color definition. Sender
selects the more than one frame and using LSB algorithm
embedded the secret image into the frame. The part of LSB of
secret image embedded in one frame and MSB in another
frame. The selection of frames is depend on the user or
sender. He can be selecting each time new frames.The system
asked for passkey for the user. The user entered the passkey
to the system in a number. This passkey number internal
selects the frame number
Suppose selected frame no 15 of video then next selected
frame is 16 automatically
Now the part of LSB of secret image hide in first frame and
MSB part of image hide in next frame.
For hiding secret message behind audio select the audio file

In existing system, there are several drawbacks which
affect the quality of audio-video file and also decrease the
security level. The receiver need to have the exact copy of
authentication image which the recipient matches with the
authentication image in the video frames for accessing stegoaudio file and receiver also sends the frame number to the
sender where the data is to be hidden. This increases
complexity and decreases the security level.

Sender will select a for the transmission which we will
be embedded in video by the system in the video frame
signals of the audio-video file and the encryption key will be
hidden behind the video frame.

The main disadvantages associated with the use of
existing methods like echo hiding, spread spectrum and
parity coding are; human ear is very sensitive to noise and it
can often detect even the slightest bit of noise introduced into
a sound file and another problem is robustness.
4.

SCOPE

The scope of the project is to limit unauthorized access
and provide better security during message transmission. To
meet the requirements, we use the simple and basic approach
of steganography and cryptography. In this project, the
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ASCII code of B= 66 and corresponding binary is 01000010
ASCII code of C= 67 and corresponding binary is 01000011
Let the first pixel’s RGB component

Red component is replaced with binary of 65i.e. A
Replaced Red components

Fig 5:- Working at Sender Side

Green component of second pixel is replaced with binary of
66 i.e. B.
Replaced Green components

5.1 LSB Coding
A very popular methodology is the LSB (least significant
bit), which replaces the least significant bit in some
bytes of the cover file to hide a sequence of bytes
containing the hidden data. That's usually an effective
technique in cases where the LSB substitution doesn't
cause significant quality degradation, such as in 24-bit
bitmaps. In computing, LSB is the bit position in a binary
integer giving the units value, i.e., determining whether the
number is even or odd. The LSB is sometimes referred to as
the right-most bit, due to the convention in positional notation
of writing less significant digit further to the right. It is
analogous to the least significant digit of a decimal integer,
which is the digit in the ones (right-most) position.

Blue component of third pixel is replaced with binary of
67i.e. C
Replaced Blue
components

Fig 2: Binary representation of Decimal 149
The binary representation of decimal 149, with the LSB
highlighted. The MSB in an 8-bit binary number represents a
value of 128 decimal.
An algorithm of vide steganography is based on the face that
each pixel is represented by 3 bytes where each byte
reprinting the intensity of 3 primary colors that is RGB(Red,
Green, and blue) . Size of images file is directly related to
number of pixel and granularity of color definition.
Lets data to be hidden =ABC

And the process is continues.
In proposed method hiding a secret image behind the video
using LSB algorithm. Video is nothing but a collection of
frames. Here we used LSB algorithm for hiding secrete
message using 2 frames. For the less distortion of cover
media and accurate recovery of data at reciver side.
Consider pixel of the cover media is 254
Binary representation is 1 1 1 1 1 1 1 0

ASCII code of A= 65 and corresponding binary is 01000001.
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This binary code can be encrypting by using some masking.
We can use any sequence of binary number.
Consider the binary number which is used for mask is 1 1 1 1
0000
Perform the ANDing operation of the binary representation of
the first pixel of the cover image and binary number used for
mask.
X1= 1 1 1 1 1 1 1 0

Mask= 1 1 1 1 0 0 0 0
------------------------------A = 11110000
Now select the first pixel of secrete image. The image which
we want to hide. Suppose the first pixel of the secrete image
is Y=127
Binary representation of Y is = 0 1 1 1 1 1 1 1
Again perform the ANDing operation of the first pixel of the
secrete image and binary number of mask.
 Y

=

 Mask

01111111
=

Fig 5:- Parity Coding Procedure.

11110000

6.

------------------------------------ B
=
01110000
Now performing LSB substitution on process. In LSB
substitution the 4 bit of the of the every secrete image in the
four bit of every bit of the cover file.
 A =

1

1

1

 B =

0

1

1 1 0

1

0 0
0 0

0

0
0

After Appling LSB algorithm the modified A is
=11110111. This representation is converted into digital the
value of A=247.
The original values of pixel of the cover media is 254 and
after embedding the secrete image the value of pixel is 247. If
we do the calculation 254-247=7
That means there is only lost of 7 bit. This lost do not effect
on cover media. So there is no distortions detect.
5.2 Parity coding
Parity coding is one of the robust audio steganographic
techniques. Instead of breaking a signal into individual
samples, this method breaks a signal into separate samples
and embeds each bit of the secret message from a parity bit. If
the parity bit of a selected region does not match the secret bit
to be encoded, the process inverts the LSB of one of
the samples in the region. Thus, the sender has more of
a choice in encoding the secret bit. If the parity bit of a
selected region does not match the secret bit to be encoded,
the process flips the LSB of one of the samples in the region.
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CONCLUSION

In this paper, diverse systems are talked about for installing
information in content picture, sound/feature signs and IP
datagram as spread media. All the proposed techniques have a
few confinements. The stego sight and sound delivered by
specified routines for mixed media steganography are pretty
much defenseless against assault like media organizing,
pressure and so forth. The exploration to gadget solid
steganographic procedure is a ceaseless process. We are
going to propose a framework that will give better stego
documents utilizing sound video approach.Information
security using data hiding Audio-Video with the help of
computer forensic technique providing better hiding capacity
and security.This method is very safe and secured.Data
recover at the receiver side is error free.
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Abstract: Google Glass is a analysis development program

battery hidden within the frame. Google glasses glass is

by Google to develop an increased reality Head-Mounted

nothing but technology on your face. We can use this

Display (HMD). The meant purpose of Project Google

technology of your smartphone while not use of your

Glass would be the hands-free displaying of knowledge

hands. It’s a bit like alternative device having software

presently obtainable to most sensible phone users, and

package and every one other options that

allowing interaction with the web via voice commands.

smartphone however main issue is that its quicker,

Google glasses are essentially wearable computers that

wearable and you'll be able to use it whereas doing day to

may use constant package that powers humanoid sensible

day activities[4].A futurist wearable alert show with a

phones and tablets. This review paper is giving some basic

mounted camera and cellular prope rty. we have a

ideas concerning GOOGLE GLASSES. All options of

tendency to get a deeper explore what Google thinks

Smartphone and having internet facilities and adjustable to

would be the sensible uses for the futuristic wearable

our eyes As Google glass is incredibly new and up to date

show Google

technology, this abstract can facilitate to understand little

earliest.

concerning the Google glasses. This technology will be

Latest news is that developers are going to be ready to
come up of 'explorer edition' units at some purpose in
2013 with a “broad shopper offering" inbound a year later.
A futurist wearable alert show with a mounted camera and
cellular prope rty.

discharged in 2014[5].Google Glass is as art movement a
convenience we’ve seen in recent times, a helpful
technology for all types of individualsas as well as
handicapped/disabled.
Google Glass is arranging to create wearable computing
thought, and it's effectively a combine of glasses with

Glass can see a public

offered in

in 2014 at the

we have a tendency to get a deeper explore what Google
thinks would be the sensible uses for the futuristic
wearable show Google Glass can see a public in 2014 at
the

associate degree integrated alert show and a
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II.TECHNOLOGIES USED
2.1 Wearable Computing:
purpose info technologies and media development.
Wearable computers, conjointly referred to as bodyborne computers are electronic devices that are worn by
the bearer underneath. This category of wearable

Wearable

computers

are

particularly

helpful

for

applications that need a lot of advanced process support
than simply hardware coded logics.

technology has been developed for general or special
2.2Ambient Intelligence:
Ambient Intelligence (AmI) refers to electronic
environments that are sensitive and conscious of the

on

the

longer

term

telecommunications

of

shopper

and

physics,
computin

presence of individuals.close intelligence may be a vision
2.3 Eye Tap Technology:
An Eye tap may be a device that's worn ahead of the attention
that acts as a camera to record the scene offered to the
attention also as a show to superpose a computer-generated
representational process on the first scene offered to the
attention. This structure permits the user's eye to work as each
a monitor and a camera because the Eye tap intakes the globe
around it and auguments the image the user sees permitting it
to overlay computer-generated knowledge over prime of the
conventional world the user would understand. the attention
may be a technology to reason underneath the 3 main
headers for wearable computing (Constancy, Augmentation,
Mediation)[2] for whereas it's in theory a constancy
technology in nature it conjointly has the power to enhance
and mediate the truth the user perceives.
2.4 Smart Grid Technology:
A smart grid is that uses info and technology to assemble
and act on info, like info concerning the behaviors of
suppliers and customers, in an automatic fashion to boost the
potency, dependability, economics, and property of the
assembly and distribution of electricity.
2.5 Android operative system
Android may be Linux-based software for mobile devices like
sensible phones and pill computers, developed by Google in
conjunction with the Open French telephone Alliance.
Mechanical man is open supply and Google releases the code
underneath the Apache License. This open ASCII text file
and permissive licensing permits the package to be freely
changed and distributed by device makers, wireless carriers
and developers. In Gregorian calendar month 2012, there
have been some700,000 apps offered for mechanical man,
and therefore the calculable range of applications
downloaded from Google Play, Android's primary app store,
was twenty five billion[6].

ear bones to permit you to listen to music and different
audio content.
The advantage of exploitation this technology is
that not solely are you able to hear music that
you simply ar taking part in through this device,
however you'll be able to conjointly hear
conversations that are happening beside you.
2.7 Wi-Fi:
Google Glass also has a property to connect through the
Wi-Fi.

III. HOW IT WILL WORKS:
The device can probability to communicate
with mobile phones through Wi-Fi & Bluetooth
and show contents on the video screen also as
answer the voice commands of the user.Google
place along a brief video demonstrating the
options and apps of Google glasses. It
principally

concentrates

on

the

social

networking, navigation and communication.
The video camera senses the atmosphere and
acknowledges the objects and folks around. The
complete operating of the
Google glasses depends upon the user voice commands
itself.

2.6 Bluetooth:
Googles Glass can doubtless have network property
through Bluetooth.What this suggests is that Google
Glasses can eliminate headphones also as earpieces and
instead suppose vibrations that are conducted through the
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IV . COMPONENT OF GOOGLE GLASS :
Following are the componants of google glass:
4.1 Video Display:
Its options with the tiny video display screen that’s
display the crop up hands free data.[1].
4.2 Camera:
It additionally has the front facing video camera with
that photo and video is taken in it.
4.3 Speaker:
Google glasses ar designed to be hands free wearable

A new trend for fashion lovers along being associate
degree innovative technology.
A spectacle based mostly laptop to reside directly on
your eyes instead of in your pouch or pocket.
A helpful technology for
handicapped/disabled persons.

every

kind

of

VI. APPLICATION:

device which will be build or receive calls too.
Therefore a speaker is additionally designed by the ear.
4.4 Button:
A single button on the spect of the frame the glasses to
figure with the physical bit input.
4.5 Microphone:
A mike is additionally place in, which will take the
voice commands of the user. This mike is additionally
used for having telecom communication.

6.1 you'll be able to build calls via Glass:
Google Glasses can be build calls by merely speech the
device. If you wish to call a friend, simply say"OK,
glass, call my friend, Karen" and it initiates a call. It’s that
easy[6]
6.2 The translation is simple, sensible and fun:
Imagine the potential of having the abilitygrasp and
determine street signs in foreign languages, languages
being spoken around you and having the ability to drag

V . ADVANTAGES :

 Easy to wear and use.
 Sensitive and awake to the presence of individuals
 Fast access of maps, documents, videos, chats and

up connected information just by Google Glasses looking
at objects. that's the ability of Glass to shrink the plan

far additional.
The Glass unit responds to voice commands like "take a

exceedingly strange location and can't finish

picture" and takes snapshots of no matter object you're

your method back, Glass involves your rescue

staring at. The photographs are

by mentioning directions to your destination

mechanically uploaded on to your Google+ in period

from wherever you're. You now not need to drag

[7]. This can be a superb thanks to take shots of these

your map with you once driving or biking since

moments while you're engaged in associate degree activity

all the directions, including the gap and also the

while not distraction from it.

calculable time of arrival, are right there

6.4 With Google Glass you'll be able to record hands free,J
ust like taking snapshots, recording works in an

on your face.

VII.Conclusion:

exceedingly similar method by telling glass to record the
activity youengaged or staring at. What’s even additional
wonderful is that the ability to share what you're seeing on

Thus we've got overlook a replacement approaching device
that is gonna to be discharged in market by the top of 2014
and which can be revolutionary device

a Google resort lives?
referred to as a google project glass. These devices
can modification the medium of communication within
6.5 If you are lost Google Glass can come

some years.

back to your rescue .If you're ever in an
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Abstract:“Cloud” computing – a relatively recent term,
defines the paths ahead in computer science world. Being
built on decades of research it utilizes all recent
achievements in virtualization, distributed computing, utility
computing, and networking. It implies a service oriented
architecture through offering software and platforms as
services, reduced information technology overhead for the
end-user, great flexibility, reduced total cost of ownership,
on demand services and many other things. The concept of
cloud computing on the basis of the various definitions
available in the industry and the characteristics of cloud
computing are being analyzed in this paper. The paper also
describes its applications in Business and Technical
organization
Keywords— Cloud Computing, IaaS, PaaS, SaaS,
Cloud OS
I.INTRODUCTION
Cloud computing is the next generation in computation.
Maybe Clouds can save the world; possibly people can have
everything they need on the cloud. Cloud computing is the
next natural step in the evolution of on-demand information
technology services and products. The Cloud is a metaphor
for the Internet, based on how it is depicted in computer
network diagrams, and is an abstraction for the complex
infrastructure it conceals. It is a style of computing in which
IT-related capabilities are provided “as a service”, allowing
users to access technology-enabled services from the
Internet (i.e., the Cloud) without knowledge of, expertise
with, or control over the technology infrastructure that
supports them. Email was probably the first service on the
“cloud”. As the computing industry shifts toward providing
Platform as a Service (PaaS) and Software as a Service
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(SaaS) for consumers and enterprises to access on demand
regardless of time and location, there will be an increase in
the number of Cloud platforms available. But it seems that
Cloud computing cannot save the universe. Cloud
computing cannot run for President. Cloud computing is a
very specific type of computing that has very specific
benefits. But it has specific negatives as well. And it does
not serve the needs of real businesses to hear only the hype
about cloud computing – both positive and negative. One
thing that is hoped to be accomplished with this paper is not
only a clear picture of what the cloud does extremely well
and a brief overview of them, but also a short survey on
their criteria and challenges ahead of them.
The left over paper contains the different concept of the
cloud in section II. The service model of the cloud is
discussed in section III. In section IV the characteristics of
the cloud are presented. In section V different cloud service
provider and their products are discussed. Section VI
contains the operating system for the cloud, section VII
presents the conclusion of the paper followed by references.
The left over paper contains the different concept
of the cloud in section II. The service model of the cloud is
discussed in section III. Types of cloud In section IV.
Characteristics of cloud In section V.Advantage of using
cloud In Section VI.Motivation towards cloud In section
VII.Popular cloud application In section VIII.Cloud
computing in Indian context In section IX. Section X
presents the conclusion of the paper followed by references.
II.THE CONCEPT OF THE CLOUD
Since the emergence the term “Cloud Computing”, major IT
companies and academia give different definitions of the
cloud computing. Everyone has define cloud computing
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from different angles, but the real essence of cloud
computing is
That it use internet to provide services and applications for
business and scientific use. Cloud Computing can be defined
in the following ways:
The concept of cloud computing was first presented at the
end of 2007 by IBM Corporation in its Technical White
Paper [1], and pointed out that the cloud is a virtualization
Michael Armbrust [2] in his paper above the cloud: a
Berkley view of the cloud computing states that cloud
computing refers to both the applications delivered as
services over the internet and the hardware and systems
software in the datacenters that provide those services
themselves have long been referred to as Software as a
Service (SaaS). The datacenter hardware and software is
what we call a cloud. When cloud is made available in a pay
– as – you – go manner to general public, we call it a Public
Cloud; the services being sold is Utility Computing. We use
the term Private Cloud to refer to internal datacenters of a
business or other organizations, not made available to
everyone. Thus, cloud computing is the sum of SaaS and
Utility Computing, but does not include Private Clouds.
People can be users or providers of SaaS or Users or
providers of Utility Computing. Wikipedia [3] defines cloud
computing is to provide computing as service instead of
computing as product, where shared resources i.e software,
information, and other devices are provided to computer
user as a utility over a network. These resources are
dynamic, centralized and easy to expand. The cloud
generally refers to large scale server clusters. Cloud
Computing as defined by the US National Institute of
Standards and Technology (NIST) states that: “Cloud
computing is a model for enabling convenient, on-demand
network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction.
This cloud model promotes availability and is composed of
five essential characteristics, three delivery models, and four
deployment models.” [4].
III.THE SERVICE DELIVERY MODEL OF THE
CLOUD
In cloud computing the primary task is to achieve XaaS.
From an architectural point of view, the underlying layer of
cloud consist of cloud hardware and form the basis of
Infrastructure as a Service (IaaS), then Platform as a Service
(PaaS) and Software as a Service (SaaS). These three layers
not only contain the information required by the user, but
also define a new application development model. Since
cloud computing is an infrastructure, it is divided into three
layers [5][6] which are as under:





of computer resources. On one hand the paper describe the
services provide by cloud computing, for examples the
system platform, application infrastructure, and on the other
hand it describe the applications access can be extended via
internet. The user only needs a standard web browser and
internet access devices to access the cloud computing
application over the internet [1].
1 .SaaS (Software as a service) – Delivers a single
application through the web browser to thousands of
customers using a multitenant architecture. On the customer
side, it means no upfront investment in servers or software
licens- ing; on the provider side, with just one application to
maintain, cost is low compared to conventional hosting.
Under SaaS, the software publisher (seller) runs and
maintains all necessary hardware and software. The
customer of SaaS accesses the applications through Internet.
For example Salesforce.com with yearly revenues of over
$300M, oﬀers on-demand Customer Relationship
Management software solutions. This application runs on
Salesforce.com’s own infrastructure and delivered directly
to the users over the Internet. Sales forcedoes not sell
perpetual licenses but it charges a monthly subscription fee
start- ing at $65/user/month [7]. Google docs is also a very
nice example of SaaS where the users can create, edit, delete
and share their documents, spread- sheets or presentations
whereas Google have the responsibility to maintain the
software and hardware. E.g. Google Apps, Zoho Oﬃce.

2. PaaS (Platform as a service) – Delivers development
environment as a ser- vice. One can build his/her own
applications that run on the provider’s infrastructure that
support transactions, uniform authentication, robust
scalability and availability. The applications built using
PaaS are oﬀered as SaaS and consumed directly from the
end users’ web browsers. This gives the ability to integrate
or consume third-party web-services from other service
platforms. E.g. Google App Engine.
3. IaaS (Infrastructure as a Service) – IaaS service
provides the users of the cloud greater ﬂexibility to lower
level than other services. It gives even CPU clocks with OS
level control to the developers. E.g.- Amazon EC2 and S3.

Infrastructure as a Service (IaaS)
Platform as a Service (PaaS)
Software as a Service (SaaS)
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internet access devices to access the application of the
cloud, and thus reduces the requirement for the terminal
equipment.
D. Ease of use for the User: The user does not need
any concern about the details that what is inside a cloud
environment, and does not need to know the relevant
expertise how to manage or control the underlying
infrastructure. He only needs to know the network access to
the service.
E. Scalability: Cloud Computing can expand
seamlessly, as the dynamic expansion is possible from a
small scale to large scale cluster.
F. Facilitate Data Sharing: Cloud computing
environment is a distributed environment, so different user
simply connect to the internet can share the same data. G.
Pay per Use: The most important characteristic of cloud
computing paradigm is pay per use policy. If the user is
using the services then he is to pay, if not then there is no
need to pay.
Fig : Cloud Service Stack
IV. TYPES OF CLOUD
Cloud can be of three types:
1.Private Cloud – This type of cloud is maintained
within an organization and used solely for their internal
purpose. So the utility model is not a big term in this
scenario. Many companies are moving towards this setting
and experts consider this is the 1st step for an organization
to move into cloud. Security, network bandwidth are not
critical issues for private cloud.
2. Public Cloud – In this type an organization rents
cloud services from cloud providers on-demand basis.
Services provided to the users using utility com- putting
model.
3. Hybrid Cloud – This type of cloud is composed
of multiple internal or external cloud. This is the scenario
when an organization moves to public cloud computing
domain from its internal private cloud.
V.

THE CHARACTERISTICS OF A CLOUD

According to the above mentioned different concepts of
cloud computing, therefore it is concluded that the cloud has
the following characteristics;
A. Internet – Centric: The most important
characteristic of the Cloud computing is that the services
which is offered by the cloud can be accessed through
internet.
B. Virtualization: In cloud environment, networks,
servers, storage, constitute a pool of virtual resources.
C. Reduce the Terminal Equipment Requirement:
The users of the cloud only need web browsing software and
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Fig : Cloud Architecture
VI.

ADVANTAGES OF USING CLOUD

The advantages for using cloud services can be of technical,
architectural, business etc. [8, 9].
1. Cloud Providers’ point of view
(a) Most of the data centers today are under-utilized. They
are mostly 15% utilized. These data centers need spare
capacity just to cope with the huge spikes that sometimes
get in the server usage. Large companies having those data
centers can easily rent those computing power to other
organizations and get proﬁt out of it and also make the
resources needed for running data center (like power)
utilized properly.
(b) Companies having large data centers have already
deployed the resources and to provide cloud services they
would need very little investment and the cost would be
incremental.
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2. Cloud Users’ point of view
(a) Cloud users need not to take care about the hardware and
software they use and also they don’t have to be worried
about maintenance. The users are no longer tied to someone
traditional system.
(b) Virtualization technology gives the illusion to the users
that they are having all the resources available.
(c) Cloud users can use the resources on demand basis and
pay as much as they use. So the users can plan well for
reducing their usage to minimize their expenditure.
(d) Scalability is one of the major advantages to cloud users.
Scalability is provided dynamically to the users. Users get as
much resources as they need. Thus this model perfectly ﬁts
in the management of rare spikes in the demand.
VII. MOTIVATION TOWARDS CLOUD IN RECENT TIME
Cloud computing is not a new idea but it is an evolution of
some old paradigm of distributed computing. The advent of
the enthusiasm about cloud computing in recent past is due
to some recent technology trend and business models [10].
1.High demand of interactive applications –
Applications with real time response and with capability of
providing information either by other users or by nonhuman sensors gaining more and more popularity today.
These are generally attracted to cloud not only because of
high availability but also because these services are
generally data intensive and require analyzing data across
diﬀerent sources.
2. Parallel batch processing – Cloud inherently
supports batch-processing and analyzing terabytes of data
very eﬃciently. Programming models like Google’s mapreduce [8] and Yahoo!’s open source counterpart Hadoop
can be used to do these hiding operational complexity of
parallel processing of hundreds of cloud computing servers.
3. New trend in business world and scientiﬁc
community – In recent times the business enterprises are
interested in discovering customer’s needs, buying patterns, supply chains to take top management decisions.
These require analysis of very large amount of online data.
This can be done with the help of cloud very easily. Yahoo!
Homepage is a very good example of such thing. In the
homepage they show the hottest news in the country. And
according to the users’ interest they change the ads and
other sections in the page. Other than these many scientiﬁc
experiments need very time consuming data processing jobs
like LHC (Large Hadron Collider). Those can be done by
cloud.
4. Extensive desktop application – Some desktop
applications like Mat lab, Math- emetic are becoming so
compute intensive that a single desktop machine is no longer
enough to run them. So they are developed to be capable of
using cloud computing to perform extensive evaluations.
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VIII. POPULAR CLOUD APPLICATIONS: A CASE STUDY
Applications using cloud computing are gaining popularity
day by day for their high availability, reliability and utility
service model. Today many cloud providers are in the IT
market. Of those Google App-Engine, Windows Azure and
Amazon EC2, S3 are prominent ones for their popularity
and technical perspective.

1. Amazon EC2 and S3 Services
Amazon Elastic Computing (EC2) [13] is one of the biggest
organizations to pro- vide Infrastructure as a Service. They
provide the computer architecture with XEN virtual
machine. Amazon EC2 is one of the biggest deployment of
XEN architecture to date. The clients can install their
suitable operating system on the virtual machine. EC2 uses
Simple Storage Service (S3) for storage of data. Users can
hire suitable amount CPU power, storage, and memory
without any upfront commitment. Users can control the
entire software stack from kernel upwards. The architecture
has two components one is the EC2 for computing purposes
and S3 is for storage purposes [14].
a. Simple Storage Service: S3 can be thought as a
globally available distributed hash table with high-level
access control. Data is stored in name/value pairs. Names
are like UNIX ﬁle names and the value can be object having
size up-to 5 GB with up-to 4K of metadata for each object.
All objects in Amazon’s S3 must ﬁt into the global
namespace. This namespace consists of a “bucket name”
and an “object name”. Bucket names are like user names in
traditional email account and provided by Amazon on ﬁrst
come ﬁrst serve basis. An AWS (Amazon Web Services)
account can have maximum of 100 buckets. Data to S3 can
be sent by SOAP based API or with raw HTTP “PUT” commands. Data can be retrieved using SOAP HTTP or Bit
Torrent. While using Bit Torrent the S3 system operates as
both tracker and the initial seeder. There are also some tools
available which enables the users to view S3 as a remote ﬁle
system. Upload download rate from and to S3 is not that
much exiting. One developer from Germany reported
experiencing 10-100 KBps. This rate can go up-to 1-2 MBps
on the higher side depending on the time of the day.
Although the speed is not that much fascinating it is good
enough for delivering web objects and for backup purposes
although for doing computation it is not suitable.
b.Elastic Compute Cloud: As the name implies
EC2 rents cloud of computers to the users with ﬂexibility of
choosing the conﬁguration of the virtual machine like RAM
size, local disk size, processor speeds etc. Machines that
deliver EC2 services are actually virtual machines running
on top of XEN platform. Users can store a disk image inside
S3 and create a virtual machine in EC2 using tools provided
by Amazon. This virtual machine can be easily instantiated
using a java program and can also be monitored. As EC2 is
based on XEN it supports any linux distribution as well as
other OSs. Amazon does not promise about reliability of the
EC2 computers. Any machine can crash at any moment and
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they are not backed up. Although these machine generally
don’t crash according to the experience of the users but it is
safe to use S3 to store information which is more reliable
and replicated service. EC2 security model is similar to that
of S3. The only diﬀerence is that the commands are signed
with an X 509 private key. But this key is downloaded from
AWS account so the security depends fundamentally on the
AWS username and password.
2. Google App-Engine [15] is a platform for
developing and deploying web applications in Google’s
architecture. This provides Platform as a Service to the
cloud users. In 2008 Google App-Engine was ﬁrst released
as beta version. Languages supported by Google AppEngine are python, java and any extension of JVM
languages. App- Engine requires developers to use only
languages which are supported by it and this is also applied
with APIs and frameworks. Now Google App-Engine
allows storing and retrieving data from a BigTable nonrelational database. AppEngine applications are expected to
be request-reply based. Google App- engine provides
automatic scalability, persistent data storage service. Data
store features a query engine and transaction capabilities.
These applications are easy to scale as traﬃc and data
storage need to grow so the cloud user doesn’t have to worry
about the spikes in the traﬃc or data. These applications are
generally suitable for social networking start-ups, eventbased websites catering to seasonal events or institutions
(schools, colleges, universities, government agencies) etc.
[16].
3. Windows Azure
Windows Azure [9] is an intermediate in the spectrum of
ﬂexibility vs. programmer convenience. These systems use
.NET libraries to facilitate language independent managed
environment. This service falls under the category of
Platform as a Service. Though it is actually in between
complete application framework like Google App-Engine
and hardware virtual machines like EC2. Azure applications
run on machines in Microsoft data centers. By using this
service customers can use it to run applications and store
data on internet accessible machines owned by Microsoft.
windows Azure platform provides three fundamental
components - compute component,
• The Compute Service: The primary goal of this
platform is to support a large number of simultaneous users.
(Microsoft also said that they would use Azure to build their
SaaS applications which motivated many potential users.)
To allow applications to scale out Microsoft uses multiple
instances of that applications on virtual machines provided
by Hypervisor. Developers use Windows Azure portal
through Web browser, and use Windows live ID to sign in
into his/her hosting account or storage account or both. Two
diﬀerent types of Azure instance is available: Web role
instance and Worker role instances.
– Web role instance: As the name implies this type
of instance can accept HTTP or HTTPS requests. For this
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facility Microsoft uses IIS (Internet Information Services) as
a web server inside the VM provided. Developers can build
applications using ASP.NET, Windows Communication
Foun- dation (WCF) or any other .NET technology or native
codes also like C++. PHP or java based technologies also
supported in Azure. Azure scales applications by running
multiple instances without any aﬃnity with a particular Web
role instance. So it is perfectly natural for an Azure
application to serve multiple requests from a single user by
multiple in- stances. So this requires to write the client state
in the Azure storage after each client request. – Worker role
instance: This type of instances are very similar to that of
Web role instances. But unlike the Web role instances these
don’t have
IIS conﬁgured.
The Storage Service: Applications running in
Azure uses storage of diﬀerent types:
– Blobs: This is used for storing binary data in a
simple hierarchy. Blobs can have associated metadata with
them. A user account can have one or more containers and
these containers have one or more blobs.
– Storage tables: Blobs provide mechanisms for
unstructured data but for more structured purposes tables are
more suitable. These tables are nothing like tables in a
traditional database. They are actually stored in a group of
entities. These tables can be accessed by using ADO.NET
Data Services. SQL is not preferable for scale out issues.
– Queue : This is not a structure like tables or blobs to
store data but these queues are used to store messages about
tasks to be performed by Worker role instance. These tasks
are written by Web role instances on receiving request from
clients. A Worker role instance waiting on that queue can
read the message and perform the task it speciﬁes.
IX.

CLOUD COMPUTING APPLICATION IN INDIAN CON-

TEXT

Today most of the studies in cloud computing is related to
commercial beneﬁts. But this idea can also be successfully
applied to non-proﬁt organizations and to the social beneﬁt.
In the developing countries like India Cloud computing can
bring about a revolution in the ﬁeld of low cost computing
with greater eﬃciency, availability and reliability. Recently
in these countries e-governance has started to ﬂourish.
Experts envisioned that utility based computing has a great
future in e- governance. Cloud computing can also be
applied to the development of rural life in India by building
information hubs to help the concerned people with greater
access to required information and enable them to share
their experiences to build new knowledge bases.

1.

E-Governance

E-Governance is an interface between Government and
public or this can be an interface between two governments
or between government and business organizations [20].
Objectives are generally to improve eﬃciency and
eﬀectiveness to serve public demand and to save costs for
online services. This requires Government to have the will
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to decentralize the responsibilities and processes and start to
have faith on electronic and internet systems. E-government
is a form of e-business in governance and refers to the
processes and structures needed to deliver electronic
services to the public (citizens and businesses), collaborate
with business partners and to conduct electronic transactions
within an organizational entity. This E-Governance can be
greatly improved by utility computing [8]. Impact of
Technology in E-governance • 24/7 Service Model – Systems and services
require high availability. Get the citizens feel that
Government is always at their service.
• Need for Content – Web contents should be
regularly updated and the information provided to the public
should be suﬃcient. Respective departments should be
responsible for providing the information.
• Human Resource – Building these IT skilled
resources would need properly trained personals. This
would make government to compete with other private
organizations.
• Security – Sensitive Government data is to be
highly secured. Policies are to be taken seriously maintained
and designed.
• Privacy – Personal data should be given suﬃcient
privacy. It can be a diﬃcult issue if data is stored across
diﬀerent departments and computer systems.

2.

Rural development

In the context of rural development cloud computing can
also be used to success for its centralized storage and
computing facility and utility based pay model. As per [3]
72.2% of total Indian population resides in rural areas.
According to the survey conducted by “Hole in the Wall
project” [11] computer literacy among boys and girls of age
group 8-14 in rural area varies across the regions of India. It
is 40- 50% in most of the regions. So the computer literacy
is not a concern in rural India and also in [18] it shown that
learning rate is pretty high for computer literacy. Agriculture
is India’s biggest employment source, accounting for 52%
employment in India [19]. And agricultural sector
contributes to 20% of country’s total GDP. So it is very
important to make a serious attempt to develop rural India.
Rural development can be in the form of education,
agriculture, health, culture or in any other ﬁelds. Now a days
most of the villages have some access to electricity and
cellular phone. So there is technical feasibility of
establishing computer systems. But the mentality of the
people haven’t been changed that much and that’s why the
spread of personal computer is not that much signiﬁcant in
the villages. We think this growth rate can be enhanced if
the computing system is really cheap, easy to operate with
minimum level of knowledge, without upfront commitment
and more essentially if the system is helpful to enhance their
life style. The main aim of the system is to make the people
in rural areas to have access to recent technology and with
the help of the computing system enhance their standard of
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living and also this would lead to a greater good of
developing the nation. Why not traditional web services?
•Availability – Many of the services should be
available always like health etc. These availability issues are
not that well handled by the traditional web services as they
are handled typically by a single server and thus the server
downtime is always there to happen.
• The villagers have to own a PC – To use
traditional web services through internet the villagers need
to own a PC which would increase their investment. Then
the issues of need for technical experts for
software/hardware installation and maintenance are needed.
But naturally the number of such experts is very less in
number in the remote village. Up gradation of software or
hardware would be a problem both economically and
technically.
CONCLUSION
Cloud computing is a newly developing paradigm of
distributed computing. Virtualization in combination with
utility computing model can make a diﬀerence in the IT
industry and as well as in social perspective. Though cloud
computing is still in its infancy but its clearly gaining
momentum. Organizations like Google, Yahoo, Amazon are
already providing cloud services. The products like Google
App-Engine, Amazon EC2, Windows Azure are capturing
the market with their ease of use, availability aspects and
utility computing model. Users don’t have to be worried
about the hinges of distributed programming as they are
taken care of by the cloud providers. They can devote more
on their own domain work rather than these administrative
works. Business organizations are also showing increasing
interest to indulge themselves into using cloud services.
There are many open researchissues in this domain like
security aspect in the cloud, virtual machine migration,
dealing with large data for analysis purposes etc. In
developing counties like India cloud computing can be
applied in the e-governance and rural development with
great success. Although as we have seen there are some
crucial issues to be solved to successfully deploy cloud
computing for these social purposes. But they can be
addressed by detailed study in the subject.
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Abstract :A tumor is a mass of tissue that's formed by
an accumulation of abnormal cells. Normally, the cells
in your body age, die, and are replaced by new cells.
With cancer and other tumors, something disrupts this
cycle. Tumor cells grow, even though the body does not
need them, and unlike normal old cells, they don't die.
As this process goes on, the tumor continues to grow as
more and more cells are added to the mass. Image
processing is an active research area in which medical
image processing is a highly challenging field. Brain
tumor analysis is done by doctors but its grading gives
different conclusions which may vary from one doctor to
another. In this project, it provides a foundation of
segmentation and edge detection, as the first step
towards brain tumor grading. Current segmentation
approaches are reviewed with an emphasis placed on
revealing the advantages and disadvantages of these
methods for medical imaging applications. There are
dissimilar types of algorithm were developed for brain
tumor detection. Comparing to the other algorithms the
performance of fuzzy c-means plays a major role. The
patient's stage is determined by this process, whether it
can be cured with medicine or not.
Also we study difficulty to detect Mild traumatic brain
injury (mTBI) the current tools are qualitative, which
can lead to poor diagnosis and treatment and to
overcome these difficulties, an algorithm is proposed
that takes advantage of subject information and texture
information from MR images. A contextual model is
developed to simulate the progression of the disease
using multiple inputs, such as the time post injury and
the location of injury. Textural features are used along
with feature selection for a single MR modality.
Keywords— Image Segmentation, K-Means clustering,
MRI, Tumor Detection. Abnormalities, Brain tumor,
Fuzzy C-means, k-means, Magnetic Resonance
Imaging (MRI).
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I. INTRODUCTION
No one knows what causes brain tumors; there are only a
few known risk factors that have been established by
research. Children who receive radiation to the head
have a higher risk of developing a brain tumor as adults,
as do people who have certain rare genetic conditions
such as neurofibromatosis or Li-Fraumeni syndrome.
But those cases represent a fraction of the approximately
35,000 new primary brain tumors diagnosed each year.
Age is also a risk factor -- people over the age of 65 are
diagnosed with brain cancer at a rate four times higher
than younger people.
A primary brain tumor is one that originates in the brain,
and not all primary brain tumors are cancerous; benign
tumors are not aggressive and normally do not spread to
surrounding tissues, although they can be serious and
even life threatening.
The National Cancer Institute estimates there will be
about 23,380 new cases of brain cancer diagnosed in
2014.
A tumor is a mass of tissue that's formed by an
accumulation of abnormal cells. Normally, the cells in
your body age, die, and are replaced by new cells. With
cancer and other tumors, something disrupts this cycle.
Tumor cells grow, even though the body does not need
them, and unlike normal old cells, they don't die. As this
process goes on, the tumor continues to grow as more
and more cells are added to the mass.
Primary brain tumors emerge from the various cells that
make up the brain and central nervous system and are
named for the kind of cell in which they first form. The
most common types of adult brain tumors are gliomas
and astrocytic tumors. These tumors form from
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Tumors are created by an abnormal and uncontrolled cell
division in the brain. In this work, we have used axial
view of the brain image (2D) from MRI scan because
MRI scan is less harmful than CT brain scan. A patient
is subjected to different diagnostic methods to determine
the cause of the symptoms mentioned by him.
Techniques like performing a biopsy, performing
imaging, like taking a MRI or CT scan of the brain will
be done.
Traditional method in hospitals is to segment the
medical image under consideration, manually and this
depends on how well the physician can perceive the
image under consideration to get the required region
extracted out, which is made difficult because of minute
variations and resemblance between the original and
affected biological part in the image. The shortage of
radiologists and the large volume of MRI to be analyzed
make these readings labor intensive and also cost
expensive.
It also depends on the expertise of the technician
examining the images [10]. Estimates also indicate that
between 10 and 30% of tumors are missed by the
radiologists during the routine screening. The existing
method is based on the threshold and region growing. At
the threshold based segmentation the image is
considered as having only two values either black or
white.
But the bitmap image contains 0 to 255 gray scale
values. So it ignores the tumor cells also. In [1] case of
the region growing based segmentation it needs more
user interaction for the selection of the seed. Seed is
nothing but the center of the tumor cells; it may cause
intensity in homogeneity problems.
III. LITERATURE SURVEY
This section deals with the works related to the brain
tumor detection and segmentation in medical images.
Somkantha, et al [1] designed a new edge following
technique for boundary detection in noisy images and
applied it to object
segmentation problem in medical images.
The proposed technique was applied to detect the object
boundaries in several types of noisy images where the
ill-defined edges were encountered. Gooya, et al [2]
presented a method GLISTR for segmentation of
gliomas in multi-modal MR images by joint registering
the images to a probabilistic
atlas of healthy individuals.
The major contribution of the paper was the
incorporation of tumor growth model to adopt the
normal atlas into the anatomy of the patient brain.
Parisot, et al [3] contemplated a different approach for
detection, segmentation and characterization of brain
tumors. This technique exploits prior knowledge in the
form of a sparse graph delineating the expected spatial
positions of tumor classes. In this paper, implied a novel
way to encode prior knowledge in tumor segmentation,
making use of the fact that the tumors tend to appear in
the brain in preferential locations. They combined an
image based detection scheme with identification of the
tumor’s corresponding preferential location, which was
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associated with a specific spatial behavior. Manikis, et al
[4] suggested a novel framework for assessing tumor
changes based on histogram analysis of temporal
Magnetic Resonance
Image(MRI) data.
The proposed method detects the distribution of tumor
and quantitative models its growth or shrinkage offering
the potential to assist clinicians in objectively assessing
subtle changes during therapy. Bauer, et al [5]
determined a novel approach to adapt a healthy brain
atlas to MR images of tumor patients. They presented a
new method which makes use of sophisticated models of
bio-physio mechanical tumor growth to adapt a general
brain atlas to an individual tumor patient image.
An effective modified region growing technique for
detection of brain tumor. Modified region growing
includes an orientation constraint in addition to the
normal intensity constrain (Weaver et al., 2012). The
performance of the technique is systematically evaluated
using the MRI brain images received from the public
sources. A Self-Organizing Map (SOM) is a competitive
artificial neural network with unsupervised learning.
To increase the SOM learning effect, a Fuzzy-Soft
Learning Vector Quantization (FSLVQ) algorithm has
been proposed in the literature, using fuzzy functions to
approximate lateral neural interaction of the SOM WenLiang Hung., 2011). In 1985, Computational
performance of FSLVQ is still not good enough,
especially for large data sets. In this work, we propose a
suppressed FSLVQ(S-FSLVQ) using suppression with a
parameter learning schema. We then apply the S-FSLVQ
to MRI segmentation and compare it with several
existing methods.
IV. PROPOSED SYSTEM
We have proposed segmentation of the brain MRI
images for detection of tumors using clustering
techniques. A cluster can be defined as a group of pixels
where all the pixels in certain group defined by a similar
relationship [1]. Clustering is also known as
unsupervised classification technique. The name
unsupervised classification because the algorithm
automatically classifies objects based on user given
criteria. Here K-means clustering algorithm for
segmentation of the image followed by morphological
filtering is used for tumor detection from the brain MRI
images. The proposed block diagram is as shown.
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The preprocessed image is given for image segmentation
using K-means clustering algorithm. As there are
chances of occurrence of misclustered regions after the
application of K-means clustering algorithm.
V. MODULE DETAILS
The data is first presented according to example pictures
of the image processes involved in the system. As
discussed in the previous design part, the image used is
of grayscale MRI brain scans.
First we acquire the images and pre-processes it under a
median filter. These are some of the examples the
images:

Next the edges of the images are specified with the
sobel edge detection. The images processed are as
follows:
Figure 2: Images after sobel edge detection algorithm
is applied
Later the images would go through a Modified
Histogram Clustering - Color Threshold technique to
identify the position of the tumor. According to various
MRI scan images, the threshold values of the image’s
HSV for the tumor happens to be common and lies
between these values:
The values are set as a threshold and applied with
convolution with the original image to determine the
location of the tumor.

Through the syntax of bwlabel() on Matlab, each block
of image found is subjected to a value of label. This
allows us to gain property information about the block
using the improps() syntax. The area can be found and
displayed.
CONCULSION
Segmentation of brain image is imperative in surgical
planning and treatment planning in the field of medicine.
In this work, we have proposed a computer aided system
for brain MR image segmentation for detection of tumor
location using K - means clustering algorithm. The noise
free image is given as input to the k-means and tumors
are extracted from the MRI image. The performance of
brain tumor segmentation is evaluated based on Kmeans clustering. Dataset consists of Magnetic
Resonance Imaging (MRI) size of 181X272. The MRI
image dataset that we have utilized in image
segmentation technique is taken from the publicly
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available sources. The brain image dataset is divided
into two sets. Training dataset and testing dataset. Thus,
the pre-processing is done by filtering. Segmentation is
done by advanced K-means algorithm and fuzzy c means
algorithm. Feature extractions is done by threading and
finally, approximate reasoning method to recognize the
tumor shape and position in MRI image using edge
detection method.
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Abstract:Skin cancer is the deadliest form of cancers in
humans. It is found in various types such as Melanoma,
Basal and Squamous cell Carcinoma among which
Melanoma is the most unpredictable. Detection of melanoma
skin cancer in the earlier stage is very critical. In this paper,
we explain the method for the detection of Melanoma Skin
Cancer using Segmentation. The input to the system is the
Dermoscopic Image and then apply and then by applying
novel image processing techniques. The different stages of
detection involves- collection of Dermoscopic Images,
filtering the images by using Dull Razor filtering for
removing hairs and air bubbles in the image, converting to
gray scale, contrast enhancement, noise filtering, segmenting
the images using Maximum Entropy Threshold.
Feature Extraction technique used is gray Level Cooccurrence Matrix (GLCM).It is a powerful tool for image
feature extraction by mapping the gray level co-occurrence
probabilities based on spatial relations of pixels in different
angular directions. They are mean, standard deviation,
Skewness, Kurtosis, Contrast, Energy and Homogeneity.
Mean or expected value provides a measure of distribution.
The sensitivity and specificity for diagnosis of melanoma
achieved by neural network analysis of Raman spectra were
85% and 99%, respectively. We propose that neural network
analysis of near-infrared Fourier transform Raman spectra
could provide a novel method for rapid, automated skin
cancer diagnosis on unstained skin samples.
Keywords—Skin cancer, Segmentation, Thresholding,
Neural Network, GLCM, Melanoma Detection.
I. INTRODUCTION
Skin is the outermost covering of human body. It is a
protective layer of the body which acts as first line of
defense against foreign particles entering into the body.
There are many diseases or conditions that affect the skin,
one such abnormality occurring in skin is skin cancer.
Normal cells grow in a controlled way such that new cells
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replace the old ones. But in the case of cancer, they grow in
an abnormal way.
Normal cells become cancerous due to the genetic disorders
occurring in the nucleus of the cells by external or internal
factors Skin cancer at its early stages can be cured. But when
it is not recognized at its early stages, it begins to spread to
other parts of the body and can be deadly.
Skin cancer is the most common of all cancer types. In skin
cancer number of cases has been going up over the past few
decades. Many skin cancers are caused by much exposure to
ultraviolet (UV) rays. Most of this exposure comes from the
sun and man-made sources.
The three most common types are [1]:
A. Melanoma
Melanoma begins in melanocytes (pigment cells).
Melanoma can occur on any skin surface. Melanoma is rare
in people with dark skin. It is found on skin on the head, on
the neck, between the shoulders and the hips, on lower legs,
on palms of the hands, on the soles of feet or under the
finger nails.
B. Basal Cell Skin Cancer
Basal cell skin cancer begins in the basal cell layer of the
skin. It is usually occurs in places that have been in the sun.
In fair people basal cell skin cancer is the most common
type of skin cancer.
C. Squamous Cell Skin Cancer
Squamous cell skin cancer begins in squamous cells. In dark
people squamous cell skin cancer is the most common type
of skin cancer and its usually found in places that are not in
the sun such as the legs or feet.
This paper is presents algorithms for detection of skin cancer
and also finding shape and infected area. The steps are:
Preprocessing by using median filter [2]. Median filter is to
remove unwanted hair, bubbles from the images. The skin
cancer images usually contain fine hair, noise and air
bubbles [3]. These are not cancer factor, which we want to
remove by using median filter. Second step is segmentation
by thresholding [4] and fuzzy c-means. First stage of
segmentation is thresholding. Thresholding is a technique
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differentiate between cancerous and normal cells. In addition
cancer is often diagnosed and treated too late, when the
cancer cells have already invaded and metastasized into
other parts of the body. At the time of clinical presentation, a
great percentage of patients with breast, lung, colon,
prostate, and ovarian cancer have hidden and over metastatic
colonies [5].At this stage, therapeutic modalities are limited
in their effectiveness. Due to these problems, cancer has
overtaken heart disease as the leading cause death for any
age in all over the world.Among many types of cancer, Skin
cancers are the most common form of cancers in human [6].
It is severe among the faired-skinned population in Europe,
North America, and Australia. There are two major types of
skin cancer, name malignant melanoma and non-melanoma
(basal cell, squamous cell, and Markel cell carcinomas, etc.)
[7].Melanoma is more dangerous and can be fatal if not
treated. If melanoma is detected in its early stages, it is
highly curable,yet advanced melanoma is lethal. It is wellknown that early finding and treatment of skin cancer can
reduce the mortality and morbidity of patients.
Digital Dermoscopy is widely considered as one of the most
cost effective means to identify and classify skin-cancer. An
automatic dermoscopy image analysis system [8] has usually
three stages: (1) Proper Segmentation, (2) feature extraction
and selection, and (3) lesion recognition. The proper
segmentation is the most important, since it affects the
precision of the subsequent steps. Supervised segmentation
is somewhat easy to implement by varying its parameters for
variety of lesion shapes, sizes, and colors along with diverse
skin types and textures. But the unsupervised segmentation
is
a difficult task due to the above mentioned properties.
III.

LITERATURE SURVEY

In medical field, Melanoma detection is done using clinical
screening by a trained dermatologist using the device called
dermatoscope and it is done by analyzing the ABCDE [3]
rule. If any trace of melanoma is found in the initial
screening, then the patient is referred for further biopsy tests
which are done by a trained pathologist. The conventional
methods are time consuming, expensive and have many side
effects due to biopsy tests. Lack of trained dermatologists is
a major issue in conventional melanoma screening methods.
Existing automated melanoma detection systems can be used
for dermoscopic images. Segmentation is the important step
in automated melanoma detection systems to get an accurate
result by analyzing only the segmented lesion area.
Existing Melanoma detection systems make use of
Statistical Region Merging (SRM) [5], Iterative Stochastic
Region Merging [6], Multilevel Thresholding [7] and Color
Enhancement and Iterative Segmentation [8]. SRM can be
used only for dermoscopic images. It does not consider any
texture information and it is noise sensitive. Iterative
Stochastic Region Merging method is suitable only for
macroscopic images which are robust to noise and artifacts,
structural irregularities, illumination variations but the
procedure is more complex.
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This method of segmentation does not consider texture
analysis so this method is less accurate. Multilevel
Thresholding is suitable for both dermoscopic and digital
images but does not include textural information during
segmentation and it is computationally more complex. In
Color Enhancement and Iterative Segmentation, texture
based segmentation is not used. So it is less accurate and
complexity is high due to iterative segmentation.
Existing Melanoma detection systems are less accurate and
do not include texture analysis for segmentation of skin
lesion from the background skin. Texture based
segmentation enables accurate segmentation of skin lesion
and feature extraction. Classification of the segmented
images must be done to accurately classify the images as
melanoma or not after extracting various features of skin
lesion. Textural based segmentation gives accurate
classification results and improves accuracy of the overall
melanoma detection system.
III. PROPOSED SYSTEM
Computer aided melanoma detection system using texture
based segmentation and classification is proposed in this
work. The proposed framework is shown in Fig.1.
This system consists of different modules which include
preprocessing, segmentation, feature extraction and
classification. Preprocessing is done using histogram
equalization.
The preprocessed image is segmented using Texture
Distinctiveness Lesion Segmentation [2] (TDLS) method to
extract the lesion area from the background skin. The
extracted lesion area is used for feature extraction which is
done by gray level co-occurrence matrix (GLCM). Using the
extracted features, the system is trained using ANN
classifier in order to classify the images as malignant or
benign melanoma. The melanoma images are again
categorized as Superficial Spreading Melanoma, [4] Nodular
Melanoma, Lentigo Maligna Melanoma.
A. Image Acquisition
Image acquisition is defined as the process of capturing or
retrieving an image from a camera, so it can be passed
through various processes need to occur later. Image
acquisition in image processing is the first step in the
workflow sequence since, without an image, no further
process is possible.
B. Image Pre-processing
The pre-processing is a modification of the image data that
removes unwanted distortions or enhances some image
features important for further processing. First, the image is
resized to adjust images to a uniform scale (512x512) so that
it supports feature classification with accuracy. After that,
images are converted from RGB (Red, Green, and Blue) to
grey level where the features are based on grey level cooccurrence matrix (GLCM).
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C. Image Segmentation
Segmentation of image deals with the process of partitioning
a digital image into multiple segments (sets of different
pixels) the goal of this process is to simplify and/or change
the representation of an image into something that is more
meaningful and easier to analyze.[16]. Image segmentation
is typically used to locate objects and boundaries (lines,
curves, etc.) in images.
D. Feature Extraction
Feature extraction is to reduce the original data set by
measuring certain features, or properties, that distinguish
between input patterns. The features extracted in this work
are based on texture analysis using GLCM. The GLCM is a
powerful tool for image feature extraction by mapping the
grey level co-occurrence probabilities based on spatial
relations of pixels in different angular directions. The
features extracted from GLCM are: Energy, Correlation
Homogeneity,
Contrast, Along with other statistical parameters such as
skewness, kurtosis and mean.
E. Classification Using Artificial Neural Network
The segmented image is classified based on the extracted
features, such as, the color and texture. The design of
classifiers were investigated in many studies, most of them
are Artificial Neural Networks (ANN). The neural network
classifier is used for classifying Malignant Melanoma from
other skin diseases such as benign. Based on the
computational simplicity ANN based classifier is used [17].
ANN is able to solve highly complex problems due to the
nonlinear processing capabilities of its nodes (neurons). In
this proposed system, a feed forward multilayer network is
used and Back propagation (BPN) Algorithm is used for
training. The neural network structure consists of Input
layer, in the middle Hidden layer and Output layer. The
hidden layer and output layer adjusts weights value based on
the error output in classification of different features. In
Back Propagation algorithm, signal flow will be in forward
direction. Each time output of the network is compared with
desired output, if both do not match; an error signal is
generated at the output.
This error signal is propagated backwards and weights are

values and dermoscopic feature of melanoma images.The
statistical values and dermoscopy feature of around 60
melanoma cancerous images and non-cancerous images are
calculated and given to the classifier, which will give output
as either 0 or 1.
IV. MODULES
A. Dermoscopy
Dermoscopy is also known as Dermatoscopy or
Epiluminescence Light Microscopy (ELM). The image
obtained from such a dermatoscope is called Dermoscopic
Image.
B. Dull Razor Filtering
The Dermoscopic Images are in Digital format.
Preprocessing is done to removes the noise, fine hair and
bubbles in the image. The Hair removal is done here by
using Dull Razor Filter.
C. Converting to gray scale
The standard image size is taken as 360x360 pixels. Before
preprocessing, the color cancer image converted into
grayscale image by eliminating hue and saturation. The
algorithm is to convert RGB values to grayscale values by
forming a weighted sum of R,G and B Component.
D. Contrast Enhancement
In this step, we are trying to increase image clarity and
obtain better performance. It is done to enhance the shape
and edges of image. In addition, contrast enhancement can
sharpen the image border and improve the accuracy for
segmentation.
E. Noise Filtering
We used Median Filtering to remove noise. Median filtering
is used for minimizing the influence of small structures like
thin
hairs
and
isolated
islands

adjusted at the middle layer so as to reduce the error. In this
Back propagation algorithm, the hidden layer and output
layer weights are initialized randomly at the beginning of
training. Supervisory learning process is used for training.
During forward pass of the input signal, according to the
initial weights and activation function used, the neural
network gives an output and is compared with required
output. If both do not match, an error occurs. During reverse
pass, the error signal is back-propagated and weights of both
hidden and output layer are adjusted.The whole process of
training will continues until error is zero. The neural
network is trained with desired known values.
After training, neural network can perform decision making.
Matlab is used for implementation including image
preprocessing and for artificial neural network classification.
The neural network is trained using the known statistical
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of pixels like small air bubbles. It is used to remove pepper
and slat noise.
F. Feature Extraction
Feature Extraction technique used is gray Level Cooccurrence Matrix (GLCM).It is a powerful tool for image
feature extraction by mapping the gray level co-occurrence
probabilities based on spatial relations of pixels in different
angular directions. They are mean, standard deviation,
skewness, Kurtosis, Contrast, Energy, Homogeneity. Mean
or expected value provides a measure of distribution.
G. Classifier
Classifier is used for classifying skin cancer.
CONCULSION
Melanoma detection in the initial stage is very important
since it can reduce the death rates to a great extent. Early
detection can be done only with the help of trained
dermatologists and proper diagnosis. Due to the lack of
trained dermatologists, expensive and time consuming
diagnosis procedures, automated system for melanoma
detection is required. An automated melanoma detection
system using texture based lesion segmentation, feature
extraction using GLCM and classification of images using
SVM and ANN classifiers is implemented. Using ANN
classifier, melanoma images are again classified into 3
categories namely Superficial Spreading Melanoma,
Nodular Melanoma and Lentigo Maligna Melanoma. This
proposed system can gives better diagnosis and accuracy
than conventional clinical screening and biopsy tests since it
makes use of texture based analysis and classification.
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Abstract: Today portability is most important issue in
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data transmission, generally we used to transferring the
data between two pen-drives by using laptops or desktops, but it is not possible to carry such a large size

1.

INTRODUCTION

device. To overcome this problem, we are trying to

Today is the need of portable devices. Carrying a

design such a system wireless USB pen drive which can

computer or a laptop just for the sake of data, transfer is

carry data anywhere .A data transfer is done by using an

not affordable these days; people want to be handy

ARM processor with the help of Bluetooth 4.0 device.

devices. Moreover, transferring data via a Computer

While transfer the data

will be increase the LED

require a lot of power to be wasted, when computer has

blinking rate, when the data transfer is completed then

to be entirely functional before it can transfer data.

LED will stop blinking. This makes the data transfer

Also, the threat of viruses and malware has become the

using USB more sophisticated, it provides speed 1

life of computer users more complicated. These viruses

Mbps. So, by this device easily transferring data from

get activated as soon as the device is plugged into the

pen drive to mobile phone, laptop, PC etc. This topic

system copied along with other data from one ash

explain an innovative idea of wireless USB Pen Drive

device into another. The applications of the USB are

In which data can be read write without using USB

such as keyboard, pointing devices, printers, portable

cable and ports of PC. This device handles the multiple

media players, both to communicate. USB has

connections. Flexibility of data accessing from one

effectively replaced a variety of earlier hardware, such

device to another. Pen drive to Mobile we will be

as serial and parallel ports, as separate power chargers

transferring the data between two pen drive and pen

for portable devices. The main idea of this project is

drive to mobile using ARM processor and also we use

related to one such peripheral is USB.

Bluetooth for wireless transmission.
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GENERAL IDEA OF THIS PROJECT

between 2.4 GHz to 5 GHz around the measure of
information rate on the network Wi-Fi system utilizes
the radio waves for the transmission the data.

2. LITERATURE SURVEY
2.1 Paper Review 1: Data Transfer between Two Pendrives without PC

In this paper transferring the data among two pen drives
without using any device. Whenever we insert two pen
drives in to the USB port this device transfer the data
from one device to another, this can be done by giving
the command to the processor. The processor indicates
the pen drive is mounted successfully till the user can
not send any command to processor. After sending the
command to processer, the processer fetching the data

Fig. Block diagram

from source pen drive into buffer. The ARM processor
waits for the signal from destination pen drive. The
A. BLUETOOTH

important thing is data transfer is done without the

Bluetooth is a bundle convention with an expert slave

involvement of PC [1].

structure. The range of Bluetooth is up to 10 meters.
Here do not require line of sight communication.
Bluetooth communication much more flexible, robust
and reliable. Bluetooth also required special type
protocols.

2.2 Paper Review 2: USB to USB and Mobile Data
Transfer without Connecting to PC Using Arm
Processor.
In this paper, the data transfer between pen drive to pen
drive

without

using

any

device

is

discussed.

Transferring the data is done by using a devices means
it consumes more power and it is not a flexible device
to carry a particular locations. To overcome this, a data
transfer is done by using ARM architecture. The viruses
get activated as soon as the device is plugged into the
system and get copied with other data from one device

Fig. USB Flash Drive using Bluetooth

into another. Our project here can provide a valuable
solution to all problems faced by person in above
situations. The idea of this project is related to one such

B. WI-FI

a USB device.

Wi-Fi implies remote devotion; it is loved to
engineering that permits an electronic device to trade
information to the web without utilizing of wire cable
by using radio waves. But the extent of Wi-Fi is limited.

2.3 Paper Review 3: Wired and Wireless Transmission
of Data between Pen drives and Pen drives to Computer
Using ARM

Wi-Fi gives remote connectivity by serving range
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times an operating system is required which calls for the
The purpose of this paper is transferring the data

host to be complicated system hence accessing these

among two pen drives without using any computers or

devices requires complicated hardware, hence a

laptops. With the help of this project we can not only

controller that handle the data transfer and initially the

transfer the data but also we can see the transfer of the

USB transactions was searched.

particular file which we want to send by using touch
screen display. We have designed a project which is

4. METHODOLOGY

known as pen drive to pen drive data transfer, and pen
drives to mobile in which we will be transferring the

Implementation Details

data between two pen drives and pen drives to mobile
using ARM processor and also we use Bluetooth for
wireless transmission of data. [3].

2.4 Paper Review 4: Wireless USB Flash Drive.

Three ways of designing this project.


Using Flash Memory chip.



ARM (advance RISC machine) Architecture.



Bluetooth Hardware Device.

The aim of this paper is to develop a Wireless USB
flash drive in which the USB flash drive can be used
without connecting using the dongle. This makes the
data transfer using USB more sophisticated. It also
provides speed up to 1 Mbps. The amount of data that
can be stored depends upon the size allocated for the
USB flash drive. [4].

2.5 Paper Review 5: A Concept of Data Transfer via
Bluetooth In Pen Drive.

So, by this device easily transfer our data directly from
pen drive to pen drive or from mobile phone to pen
drive without the use of PC or Laptop. Carrying a
device just for the sake of data transfer is not affordable
these days in the age when people want all devices to be
handy. The aim of this project is to build a small and
handy device to transfer data from one USB Flash
device to another or to mobile phones. [5].
3. IDEA INNOVATION
The idea of this project was problems faced in daily life.
Transferring data through the computer consume a lot
of power to be wasted. There are various types of data

Fig: System Flow Chart

transformation that are carried out through these
devices. However to operate this device most of the
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Abstract:Cloud computing known as 'on-demand computing',
is a kind of Internet-based computing, where shared resources,
data and information are provided to computers and other
devices
on-demand. It is a model for enabling ubiquitous,
on-demand access to a shared pool of that configurable
computing resources. Cloud computing is a model for enabling
ubiquitous, convenient, on-demand network access to a shared
pool of configurable computing resources. e.g., networks,
servers, storage, applications and services etc that can be
rapidly provisioned and released with minimal management
effort. Cloud computing, or in simpler shorthand just "the
cloud", also focuses on maximizing the effectiveness of the
shared resources. Cloud resources are usually not only shared
by multiple users but are also dynamically reallocated per
demand. This can work for allocating resources to users. For
example, a cloud computer facility that serves European users
during European business hours with a specific application
may reallocate the same resources to serve North American
users during North America's business hours with a different
application (e.g., a web server). This approach helps maximize
the use of computing power while reducing the overall cost of
resources by using less power, air conditioning, rack space,
etc. to maintain the system. With cloud computing, multiple
users can access a single server to retrieve and update their
data
without
purchasing
licenses
for
different
applications.Proponents claim that cloud computing allows
companies to avoid upfront infrastructure costs, and focus on
projects that differentiate their businesses instead of on
infrastructure. Proponents also claim that cloud computing
allows enterprises to get their applications up and running
faster, with improved manageability and less maintenance, and
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enables IT to more rapidly adjust resources to meet fluctuating
and unpredictable business demand.
Cloud computing and storage solutions provide users and
enterprises with various capabilities to store and process their
data in third-party data centers. Organizations use the Cloud in
a variety of different service models like SaaS, PaaS and
deployment models which are private n public. There are a
number of security issues/concerns associated with cloud
computing but these issues fall into two broad categories:
security issues faced by cloud providers and security issues
faced by their customers (companies or organizations who
host applications or store data on the cloud). The responsibility
goes both ways, however: the provider must ensure that their
infrastructure is secure and that their clients’ data and
applications are protected while the user must take measures to
fortify their application and use strong passwords and
authentication measures.
I. INTRODUCTION
“Cloud computing has transformed the way we think about
computing and communication, data storage and access, and
collaborative work. Cloud-based applications and services are
available to many school students today, and more schools are
employing cloud
computing solutions all the time. What still remains to be
developed is the capacity for the cloud to help students engage
in real research and participate in global learning
communities.” Horizon Report
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Cloud Computing Reference Architectures, Models and
Frameworks
A Reference Architecture (RA) “should” provide a blueprint
or template architecture that can be reused by others wishing
to adopt a similar solution. A Reference Model (RM) should
explain the concepts and relationships that underlie the RA. At
Everware-CBDI we then use the term Reference Framework
(RF) as a container for both. Reference architectures, models
and frameworks help to Make sense of Cloud Computing.
Unfortunately, such formality is absent from the various
reference architectures, models and frameworks that have been
published for Cloud Computing; these frequently mix
elements of architecture and model, and then apply one of the
terms seemingly at random.
In developing the CBDI-Service Architecture and Engineering
Reference
FrameworkService
Oriented
Architecture)
Everware-CBDI separated out various parts as shown in figure
1. We developed a detailed RA for SOA and a RM for SOA,
with particular emphasis on a rich and detailed Meta Model
for SOA

scenarios, or the viewpoint of an individual participant or
organization. Whereas most of the Cloud Computing
Reference architectures, models and frameworks proposed
today apply to a single perspective.
Current Cloud Computing
Models and Frameworks

Reference

Architecture,

As discussed there are many frameworks and models to
choose from. It is not our intention to detail and critique them
all individually. Credit must go to NIST who have already
done much of that in their Survey of Cloud Architecture
Refrence Model..
We may classify Cloud reference models as one of two styles,
either
Role-Based. Where activities or capabilities are mapped to
roles such as cloud provider or consumer. For example,




DMTF Cloud Service Reference Architecture
IBM Cloud Computing Reference Architecture
(which has been submitted to the Open Group)
NIST Cloud Computing Reference Architecture

Layer-based. Where activities or capabilities are mapped to
layers in an architecture such as application or resource layers
or to the service management architecture or security
architecture





CloudSecurityAlliance Reference Model is one of
many layered models showing the cloud ‘stack’
CISCOCloudReferenceArchitectureFramework is an
architecture of architecture, placing Cloud on top of
layers of Service, Security and Technology
architectures
IEFTCloudReferenceFramework goes into more
depth, showing the capabilities for each layer.

Analysis of the these shows that they typically contain,

Figure 1 – Generalized Reference Framework



and a Maturity Model for SOA. We also developed a detailed
process and task decomposition for SOA activities.



But the RF is easily generalized, as shown in figure 1, where
the various elements could be applied to any domain, and
explicit references for example to “SOA Meta Model” or
“SOA Standards” etc., can be removed
The benefit of this approach is that elements of the framework
can then be mapped to each other in different ways to support
alternative perspectives such as different usage or adoption
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Roles – that would be better placed in the
Organization section of an RF
Activities – which would be part of the Process
Model
Layered Architecture – which would be part in the
Reference Architecture

Everware-CBDI recommend that is more useful to model the
capabilities required for Cloud Computing rather than to list
them all as activities - as that may imply processes and tasks
which is not always the case. Across the industry capability
modeling is rapidly becoming the de facto standard approach
to business design, and it seems highly appropriate to use the
technique in planning Cloud frameworks. Using this technique
capabilities are separated from the processes that use them and
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from roles that possess them, and consequently mapped in
different ways to show different scenarios. The capability
model would be in the RM section of the RF and should be
used extensively in disciplines such as roadmap planning,
process improvement, technology planning, service
management etc.

We recommend organizations


Build their own reference framework. This should be
applicable to their
1.

A useful source of capabilities is provided by the Cloud
Computing Reference Model/Architecture in The Role
ofEnterprise Architecture in Federal Cloud Computing
published by the American Council for Technology.

Figure 2 takes the various elements from these different
architectures, models and framework and places them into a
generic RF. The intention here is not to reinvent the wheel, but
consolidate the elements contained across the different
reference architectures, models and frameworks for Cloud
Computing into a unified framework.




Current and planned maturity states for
cloud computing. See the Everware-CBDI
research note on Cloud Computing Maturity
Model
2. Primary role(s) – as provider, consumer,
broker, etc
Expect to customize public domain reference
framework materials to suit their specific purpose
Consider how they will address those sections not
covered by public domain reference framework
materials (the pink areas in Figure 2)
Consider how the capability requirements change
when viewed from a purely cloud consumer
perspective which may be the case when there is just
tactical use of public cloud, to that of more
enterprise-wide usage involving private cloud, and
perhaps integration of public, private, and non-cloud
apps (see ServicePortfolio Planning and Architecture
forCloud Services for an enterprise perspective)

In subsequent research notes, Everware-CBDI will drill down
on the individual parts of the reference framework and
provide a wide range of resources including patterns,
templates, process guidance, work breakdown structure and
more.

II.ACKNOWLEDGMENT
Figure 2 - Cloud Computing Elements Placed in Generic
Reference Frameworks
Elements highlighted in green are usually covered by existing
Cloud Computing reference architectures, models and
frameworks. These focus primarily on the operational state of
the life cycle, and the implementation and deployment
architectures.
Recommendations
The value of a reference framework is to provide a consistency
in such aspects as terminology, deliverables and governance
across an organization. To understand the totality of the task
and to manage the adoption in a proactive manner rather than
allowing uncontrolled experimentation. This permits sensible
reuse across the whole spectrum of capabilities and avoids the
necessity for each enterprise to reinvent the wheel, and to
make mistakes that could have been avoided.
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The Networking Academy team worked to define a solution
that would create flexibility and extensibility as the program
grew. The team made a decision to build its solution while
migrating to a cloud computing model for the program.
The “cloud” is a term for the delivery of computing as a ervice
rather than a product. Shared resources, software, and
information are provided to computers and other devices as a
utility over the network. Cloud applications harness resources
of computers to distribute applications and provide storage and
processing power to users. Education institutions are finding
these solutions provide access to more applications for less
money with less overhead and faster provisioning, allowing IT
to focus on Educational performance.

Reference
http://www.webopedia.com/TERM/C/cloud_computing.html
http://in.pcmag.com/networking-communicationssoftware/38970/feature/what-is-cloud-computing.
[3] https://www.rackspace.com/cloud/what_is_cloud_computing
[4] http://www.sciencedirect.com/science/article/pii/S02684012090
01170
[1]
[2]
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Cloud Computing in Education
1
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Abstract:Cloud computing is a term that applies to
applications and data storage that are delivered over the
Internet or via wireless technology. The individual user's
device (i.e. computer, cell phone, etc.) only provides an
interface to interact with the computer programs and data. The
programs are run on the service provider's computers and the
data is stored where ever the provider deems necessary. This
way the applications and associated data are available where
ever you have a connection to the Internet or wireless network.
“Cloud Computing is a paradigm in which information is
permanently stored in servers on the internet and cached
temporarily on clients that include desktops, entertainment
centers, table computers, notebooks, wall computers, handhelds, sensors, monitors, etc.”In network diagrams, resources
that are provided by an outside entity are depicted in a “cloud”
formation. In the current (but still evolving!) model of cloud
computing, the cloud computing infrastructure consists of
services that are offered up and delivered through data centers
that can be accessed from anywhere in the world.
I.Introduction

A Reference Architecture (RA) “should” provide a blueprint
or template architecture that can be reused by others wishing
to adopt a similar solution. A Reference Model (RM) should
explain the concepts and relationships that underlie the RA. At
Everware-CBDI we then use the term Reference Framework
(RF) as a container for both. Reference architectures, models
and frameworks help to Make sense of Cloud Computing.
Unfortunately, such formality is absent from the various
reference architectures, models and frameworks that have been
published for Cloud Computing; these frequently mix
elements of architecture and model, and then apply one of the
terms seemingly at random.
In developing the CBDI-Service Architecture and Engineering
Reference
FrameworkService
Oriented
Architecture)
Everware-CBDI separated out various parts as shown in figure
1. We developed a detailed RA for SOA and a RM for SOA,
with particular emphasis on a rich and detailed Meta Model
for SOA

“Cloud computing has transformed the way we think about
computing and communication, data storage and access, and
collaborative work. Cloud-based applications and services are
available to many school students today, and more schools are
employing cloud computing solutions all the time. What still
remains to be developed is the capacity for the cloud to help
students engage in real research and participate in global
learning communities.” Horizon Report

Cloud Computing Reference Architectures, Models and
Frameworks
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Layer-based. Where activities or capabilities are mapped to
layers in an architecture such as application or resource layers
or to the service management architecture or security
architecture





Cloud Security Alliance Reference Model is one of
many layered models showing the cloud ‘stack’
CISCO Cloud Reference Architecture Framework is
an architecture of architecture, placing Cloud on top
of layers of Service, Security and Technology
architectures
IEFT Cloud Reference Framework goes into more
depth, showing the capabilities for each layer.

Analysis of the these shows that they typically contain,

Figure 1 – Generalized Reference Framework
and a Maturity Model for SOA. We also developed a detailed
process and task decomposition for SOA activities.
But the RF is easily generalized, as shown in figure 1, where
the various elements could be applied to any domain, and
explicit references for example to “SOA Meta Model” or
“SOA Standards” etc., can be removed
The benefit of this approach is that elements of the framework
can then be mapped to each other in different ways to support
alternative perspectives such as different usage or adoption
scenarios, or the viewpoint of an individual participant or
organization. Whereas most of the Cloud Computing
Reference architectures, models and frameworks proposed
today apply to a single perspective.
Current Cloud Computing
Models and Frameworks

Reference




Roles – that would be better placed in the
Organization section of an RF
Activities – which would be part of the Process
Model
Layered Architecture – which would be part in the
Reference Architecture

Everware-CBDI recommend that is more useful to model the
capabilities required for Cloud Computing rather than to list
them all as activities - as that may imply processes and tasks
which is not always the case. Across the industry capability
modeling is rapidly becoming the de facto standard approach
to business design, and it seems highly appropriate to use the
technique in planning Cloud frameworks. Using this technique
capabilities are separated from the processes that use them and
from roles that possess them, and consequently mapped in
different ways to show different scenarios. The capability
model would be in the RM section of the RF and should be
used extensively in disciplines such as roadmap planning,
process improvement, technology planning, service
management etc.

Architecture,

As discussed there are many frameworks and models to
choose from. It is not our intention to detail and critique them
all individually. Credit must go to NIST who have already
done much of that in their Survey of Cloud Architecture
Refrence Model..
We may classify Cloud reference models as one of two styles,
either

A useful source of capabilities is provided by the Cloud
Computing Reference Model/Architecture in The Role of
Enterprise Architecture in Federal Cloud Computing published
by the American Council for Technology.
Figure 2 takes the various elements from these different
architectures, models and framework and places them into a
generic RF. The intention here is not to reinvent the wheel, but
consolidate the elements contained across the different
reference architectures, models and frameworks for Cloud
Computing into a unified framework.

Role-Based. Where activities or capabilities are mapped to
roles such as cloud provider or consumer. For example,





DMTF Cloud Service Reference Architecture
IBM Cloud Computing Reference Architecture
(which has been submitted to the Open Group)
NIST Cloud Computing Reference Architecture
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Primary role(s) – as provider, consumer,
broker, etc
Expect to customize public domain reference
framework materials to suit their specific purpose
Consider how they will address those sections not
covered by public domain reference framework
materials (the pink areas in Figure 2)
Consider how the capability requirements change
when viewed from a purely cloud consumer
perspective which may be the case when there is just
tactical use of public cloud, to that of more
enterprise-wide usage involving private cloud, and
perhaps integration of public, private, and non-cloud
apps (see Service Portfolio Planning and Architecture
for Cloud Services for an enterprise perspective)
2.





Figure 2 - Cloud Computing Elements Placed in Generic
Reference Frameworks
Elements highlighted in green are usually covered by existing
Cloud Computing reference architectures, models and
frameworks. These focus primarily on the operational state of
the life cycle, and the implementation and deployment
architectures.
Recommendations
The value of a reference framework is to provide a consistency
in such aspects as terminology, deliverables and governance
across an organization. To understand the totality of the task
and to manage the adoption in a proactive manner rather than
allowing uncontrolled experimentation. This permits sensible
reuse across the whole spectrum of capabilities and avoids the
necessity for each enterprise to reinvent the wheel, and to
make mistakes that could have been avoided.

Build their own reference framework. This
should be applicable to their
1.

Current and planned maturity states for
cloud computing. See the Everware-CBDI
research note on Cloud Computing Maturity
Model
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The “cloud” is a term for the delivery of computing as a ervice
rather than a product. Shared resources, software, and
information are provided to computers and other devices as a
utility over the network. Cloud applications harness resources
of computers to distribute applications and provide storage and
processing power to users. Education institutions are finding
these solutions provide access to more applications for less
money with less overhead and faster provisioning, allowing IT
to focus on Educational performance.

Reference

We recommend organizations



In subsequent research notes, Everware-CBDI will drill down
on the individual parts of the reference framework and
provide a wide range of resources including patterns,
templates, process guidance, work breakdown structure and
more.The Networking Academy team worked to define a
solution that would create flexibility and extensibility as the
program grew. The team made a decision to build its solution
while migrating to a cloud computing model for the program.

[1] http://www.webopedia.com/TERM/C/cloud_computing.html
[2]http://in.pcmag.com/networking-communicationssoftware/38970/feature/what-is-cloud-computing.
[3]https://www.rackspace.com/cloud/what_is_cloud_computing
[4]http://www.sciencedirect.com/science/article/pii/S0268401209001170
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Abstract: Given the growth on the number of Internet users
and the quality of their connections, building large Internet
live broadcasts has become increasingly. This paper presents
the
implementation
of
the
P2PSP
(Peer-to-Peer
Straightforward Protocol) over the WebRTC framework,
resulting a Web client that can be used to share, exchange or
retrieve in real-time multimedia content from a streaming
server. This solution, compared to non P2P-based ones, it
minimizes the bandwidth consumption at the server side,
provides a good quality of service and avoids the need to
download plugins or third party software. In this paper we first
provide a brief introduction to the WebRTC technology and
then explain it usage in the enterprise as well as service
provider environment. WebRTC

documents consumption, it is widely believes that video
distribution will increase the traffic over the Internet. although
the peoples records and the required number of greater publish
industries to increase the amount of online broadcasting
publication, the challenges related to scalability, economic
costs and the quality of consumer’s experience of these
transmissions are still an open issue. The absolute majority of
the audience watches online videos using web browsers, in
this we makes use of WebRTC peer-to-peer technology to
provide a simple hybrid P2P-CDN model that tries to increase
the number of requests to video chunks on content servers,
removing transmission cost and taking advantage of peer-topeer distributed computing to provide better user experience
and system flexibility and gaugeable.

enables web browsers to directly share video, audio, and data.
WebRTC enables web browsers to directly share video, audio,
and data. It also uses a webRTC Session controller. WebRTC
Session Controller enables real time communication between
web browsers that support public switched telephone network
(PSTN) phones. WebRTC Session Controller uses WebRTC
(Web Real

The large amount of distribution of real-time video content is
one of the big challenges in the Internet. Nowadays, there are
several proposals that exactly to this goal, but none of them
provide a QoS (Quality of Service) flexible to the DVB. This
is a direct tactical of the design and model of the Internet and
an uneﬃcient use of the capacitance of the network. The
Internet was created to provide and gives good efforts that so
called best-eﬀort service that basically defines that you can
transmitting data through the network but the transmission
time is unknown a priority. That time depends on several
factors such as network failures, the network load and,
obviously, the amount of sent data. These two components are
directly attaches to the capacitance of the network, a term also
preferred as (network) bandwidth. In order to provide an
acceptable Quality of Service in real-time streaming scenarios
one of the most important requirements to fulﬁll is to have a
lower bound of the network capacity. However, most of the
current solutions fail to take advantage of this resource. One of
the reasons is that IP multicast has not achieved the expected
popularity. This forces content sources to replicate the same
data for diﬀerent receivers, resulting in a linear growth of the
transmmited data when the number of receivers increases. In
this situation, P2P (Peer-to-Peer) overlays can improve the
performance of the real-time streaming services: given that all
peers manage (and thus can share) the same content, the

Time Communication), an API being standardized by the
World Wide Web Consortium (W3C). WebRTC enables web
browsers to directly share video, audio, and data. Current
approaches for supporting real time communication in web
applications are based on either using a separate application or
a plug-in such as a Flash plug-in. Using a separate application
would mean leaving the browser and launching a new
application. Thereby there can be no real integration of the
content presented by the browser and the real time content. So
for that concept we are using a WebRTC.
Keywords: WebRTC , P2P , W3C , P2PSP , PSTN

1.INTRODUCTION
By increasing growth of the audience on the Internet and the
users’ inherent preference for multimedia over text-based
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trasmission requirements at the source are drammatically
reduced. There are a number of proposals for P2P video
streaming. Of these, the PPSP stands for two reasons: (1) it is
a standard (though currently only available as a draft) and (2)
it can be used to implement both IPTV and VoD (Video on
Demand) systems. However, we propose to use an alternative
called P2PSP. As it will explained in the next section, the
P2PSP is quite functional and very easy to implement .
Consequently, this document introduces P2PSP (Peer-to-Peer
Straightforward Protocol) and discusses how it takes
advantage of HTML 5 and WebRTC. P2PSP is a set of
transmission and machine behavior rules that helps increasing
the Qulity of Service of real-time streaming systems.
Basically, the P2PSP mimics the IP multicast solution by
taking advantage of the transmission capacity of the peers,
which is typically wasted in pure C/S (Client/Server) services.
We would like to stress that, although the P2PSP can be an
standalone solution for small scenarios, its performance can be
increased in massive scenarios by taking advantage of both
paradigms: the C/S model and the P2P model.
2. POCESSING
2.1 Peer entrance and Signaling
The ISP-location and Geolocation Awareness concepts to
build clusters of nodes that can exchange messages between
then. These clusters are called peer swarms. When a node
wants to watch a live streaming, it first reaches a URL that
will estimate peer’s location and Internet provider, returning a
swarm name for the node to connect to their common.
The act of connecting to their common is basically to
announce the node and swarm name, captured on the earlier
step, to a central signaling server, which will propagate the
announcement to all nodes in the swarm. Every node that
receives the announce will try to connect directly to the node
throughout STUN servers [Rosenberg et al 2008] and, if it
succeeds, both earn a directly peer-to-peer channel
communication (WebRTC Data Channel). Nodes store all
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communication channels in a hash table to use for chunk
negotiation on next steps.
2.2 Video Chunks Exchange Protocol
As in every HTTP-Based Streaming Protocol, when the user
presses play, the video player requests a playlist from the
CDN. On HLS, when a playlist doesn’t have the EXTXENDLIST tag at playlist’s end, it means that it is a live
streaming and the player will need to hit the same playlist
periodically looking for new video chunks. After the player
has received and parsed the playlist, it starts to request video
chunks. Instead of the common HTTP request for the chunk
from the CDN, the node sends a DESIRE to every node of the
peer swarm and each node that receives the DESIRE searches
for the chunk in its cache. Our implementation stores the last
10 chunks watched, and if the chunk requested is cached, the
node sends back a DESACK. The desiring peer looks for the
best node from the pool of nodes that sent DESACK and sends
a REQ to the chosen one. Every peer that receives a REQ is
ensured by the previous step that the chunk is in its cache and
then it sends an OFFER with the chunk to the desiring peer.
When the desiring peer sends the DESIRE to swarm, it waits
for a timeout of 0.7 seconds and if nobody answers, it requests
directly to the CDN using the traditional serverclient HTTP
schema. The same occurs if the node chosen to send the chunk
takes more than 1 second to send the file itself. On Figure 2,
Peer A presents the desiring peer.

3. A MODULAR DESIGN
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In this six modules the protocol is organized , each of them is
organized in the set of rules that provide the different
functionality. The one set that id DBS is compulsory to
implement for creating P2PSP team. Remaining are optional
there is no dependency between them. That means
combination of sets of rules is possible.
3.1.Data Broadcasting Set (DBS) of rules: The basic
behavior of the protocol is implemented by set of rules and
design for transmitting a data-stream from a source node to
peers in the network.
3.2. Adaptive Chunk-rate Set (ACS) of rules:
The DBS provide the same uploading capacity. This module
relaxes this requirement by transferring upload bandwidth
requirements from weak peers to better-performing peers
when needed. This rule can be useful in those PPV (Pay-PerView) where the stream must be guaranteed to those users that
have paid for receiving the stream.
3.3. End-point Masquerading Set (EMS) of rules: This set
of rules handles those situations where two or more peers are
behind a NAT device that performs IP masquerading .
3.4. NAT Traversal Set (NTS) of rules: Connection-ﬁlteringNATs are becoming increasingly frequent, a situation that
diﬁcults the connectivity between peers. This set of rules
introduces the extra P2PSP functionality to handle peers that
are behind restricted-cone NATs and symmetric NATs.
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Fig: A typical real-time streaming scenario
3.5. Multi-Channel Set (MCS) of rules: In contexts where
there is suﬃcient available bandwidth, peers can decide to
subscribe to more than one stream (channel) in a given period
of time. A peer that implements this set of rules communicates
with several teams concurrently.
3.6. Data Integrity Set (DIS) of rules: In some contexts, the
network needs to protect itself from hostile peers which could
produce the poisoning of the stream, a denial of service, etc.
Those peers will be identiﬁed and rejected from the P2PSP
overlay by this set of rules.
3.7. Data Privacy Set (DPS) of rules: There is a collection of
rules ensuring the transmitted stream is played only by
allowed peers. This set can be useful to implement, for
example, PPV streaming services.

4. WORKING
4.1 Main Screen
In the main screen we typically seen that the Web RTC Demo
Console. In that console the features whatever we required for
the further procedure is present over their.
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Fig: Web RTC Demo Console
4.2 List Of Features
In that we can see the list of features which we required for the
successful transmission of the video or other data what we
want to transfer. In the list of features we can see the Publish
module , subscribe module , presence , history and many more
which will useful for the message transmission.

Fig:Subscription of the channel

4.4 Publish Channel
After subscribing our channel we have to publish our channel
.For publishing the channel we have to select publish feature
from the main screen and then publish the channel. The
publishing of channel will not textplace until we subscribe the
channel. After subscription only the authenticate channel can
get publish.The publishing of the channel is textplace for
inviting the other user’s for transferring the data.Until the user
publish their channel they are not able to transfer the data.
Fig: List of Features

4.3 Subscribe Channel
In this module subscription of the client or user is textplace .
For the subscription firstly we have to select the feature from
the listed features of main screen . After that we have to
subscribe for subscription we have to enter the channel name
which can be anything whatever user wants to give that
channel name.
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Fig: Publish Channel
The remaining modules which we have like History, Here
Now , Presence, Unsubscribe and others are work according to
their features like history is used for finding the history and
presence for finding the other user’s which are currently
transferring data etc.
5. CONCLUSION
WebRTC is very much a cutting edge technology.
Vendors who integrate WebRTC will give users true “work
from any device” experience – phone, tablet, browser.
Limitless possibilities for video, conferences, sharing, social
media as well.
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Abstract:Web databases comprise the deep web. Web
databases generate query result pages based on a user’s query.
Automatically extracting the data from these query result
pages is very important for many applications, such as data
integration, which need to cooperate with multiple web
databases. For this data extraction and alignment method are
proposed. Data extraction from deep webs needs to be
improved to achieve the efficiency and accuracy of automatic
wrappers. For extraction CTVS that combines both tag and
value similarity method are used to extract the data from
multiple web databases. For Alignment re-ranking method are
propose which employs semantic similarity to improve the
quality of search results. Fetch the top N results returned by
search engine, and use semantic similarities between the
candidate and the query to re-rank the results. First convert the
ranking position to an importance score for each candidate.
Then combine the semantic similarity score with this initial
importance score and finally get the new ranks.
Keywords— Ranking ,Web search,search engine,
Imporntace.
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1.

INTRODUCTION

There are many online databases that Online databases,
comprise the deep web. Compared with webpages in the
surface web, which can be accessed by a unique URL, pages
in the deep web are dynamically generated in response to a
user query submitted through the query interface of a web
database. Upon receiving a user’s query, a web database
returns the relevant data, either structured or semistructured,
encoded in HTML pages.
The huge amount of Web pages and the exponential
growth of the Web suggest that users are becoming more and
more dependent on the search engines’ ranking schemes to
discover information relevant to their needs . Typically, users
expect to find such information in the top-ranked results, and
more often than not they only look at the document snippets in
the first few result pages. Highly ranked documents have
greater visibility, which translates into getting more attention
and eventually leads to popularity . Thus, the ranking systems
have introduced a critical bias to the users’ perception of
information.
Many web applications, such as meta querying, data
integration and comparison shopping, need the data from
multiple web databases. For these applications to further
utilize the data embedded in HTML pages, automatic data
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extraction is necessary. Only when the data are extracted and
organized in a structured manner, such as tables, can they be
compared and aggregated. Hence, accurate data extraction is
vital for these applications to perform correctly.
The objective of this project is to extract data from
multiple web data bases and align them in one format. Where
anyone fire a query for they get a result from one particular
database and it should be limited one. But if data come from
multiple web databases, then it contain more results as
compared to single database. The advantage of using multiple
web database is that we get more relevant data .For this we
used two databases Google and Faroo. ITH the advent of
information technology, a user is able to obtain relevant
information from the World Wide Web, which contains a huge
amount of information, simply and quickly by entering search
queries . In response to information and deliver it directly to
the user.
2.

additional heuristics for the task without using domain
ontologies.
3.

EXISTING SYSTEM

Many web sites contain a large collection of “structured”
web pages. These pages encode data from an underlying
structured source, and are typically generated dynamically. An
example of such a collection is the set of book pages in
Amazon. There are two important characteristics of such a
collection: first, all the pages in the collection contain
structured data conforming to a common schema; second, the
pages are generated using a common template. Our goal is to
automatically extract structured data from a collection of
pages described above, without any human input like manually
generated rules or training sets. Extracting structured data
gives us greater querying power over the data and is useful in
information integration systems.

RELATED WORK

Web database extraction has received much attention
from the Database and Information Extraction research areas
in recent years due to the volume and quality of deep web
data. As the returned data for a query are embedded in HTML
pages, the research has focused on how to extract this data.
Earlier work focused on wrapper induction methods, which
require human assistance to build a wrapper. More recently,
data extraction methods have been proposed to automatically
extract the records from the query result pages. In wrapper
induction, extraction rules are derived based on inductive
learning. A user labels or marks part or all of the item(s) to
extract (the target item(s)) in a set of training pages or a list of
data records in a page and the system then learns the wrapper
rules from the labeled data and uses them to extract records
from new pages. A rule usually contains two patterns, a prefix
pattern and a suffix pattern, to denote the beginning and the
end, respectively, of the target item. Some existing systems
that employ wrapper induction include WIEN, SoftMealy,
Stalker, XWRAP, WL2 and , and Lixto .
Related works on Web data extraction can be
classified into three categories: 1) wrapper programming
languages, 2) wrapper induction, and 3) automatic extraction.
The first approach provides some specialized pattern
specification languages to help the user construct extraction
programs. Visual platforms are also provided to hide their
complexities under simple graphical wizards and interactive
processes. Systems that use this approach include WICCAP ,
Wargo, Lixto, DEBye, etc. The second approach is wraper
induction, which uses supervised learning to learn data
extraction rules from a set of manually labeled examples.
Manual labeling of data is labor intensive and time consuming.
Furthermore, for different sites or even pages in the same site,
the manual labeling process needs to be repeated because they
may follow different templates. Example wrapper induction
systems include WIEN , Softmealy, Stalker, WL2, Thresher,
IDE , etc. Our technique requires no human labeling. The third
approach is automatic extraction. Embley et al.proposes using
a set of heuristics and domain ontologies to automatically
identify data record boundaries. Buttler et al.proposes
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4.

PROPOSED SYSTEM

A novel data method, CTVS, to automatically extract
QRRs from a query result page. CTVS employs two steps for
this task. The first step identifies and segments the QRRs. We
improve on existing techniques by allowing the QRRs in a
data region to be non contiguous. The second step aligns the
data using re-ranking method. This employs semantic
similarity to improve the quality of search results. We fetch
the top N results returned by search engine, and use semantic
similarities between the candidate and the query to re-rank the
results. We first convert the ranking position to an importance
score for each candidate. Then we combine the semantic
similarity score with this initial importance score and finally
we get the new ranks.
5.

MODULE DESCRIPTION

5.1 System Architecture
The general architecture of our systemis given in Fig.
5.1. The input to the system is a Web page containing lists of
data records (a page may contain multiple regions or areas
with regularly structured data records). The system is
composed of the following main components:
1. Google and Faroo Databases: From this Databases
we extract the data for given input. Data from these databases
GOOGLE API and Json API, are used, which returns the
rendering information from respective databases.
2. Data Regions Identifier: Check the occurrence for input
word identifies each area or region in the page that contains a
list of similar data records.
3. Re-raking Method: After identifying the data region
of similar record, using the importance score for each web
page we find out the relevance ofdata.
4. Display result: After finding out the importance score, align
the data in descending order from that score. This means most
relevant data contain highest score and it will be display first.
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Figure 5.1 The general architecture of system
5.2 Google API
This tool is used to extract data from Google
database. The Google API stands for ‘Application
Programmable Interface’. As its name implies, it is an
interface that queries the Google database to help
programmers in the development of their applications. Google
API’s consist basically of specialized Web services and
programs and specialized scripts that enable Internet
application developers to better find and pro-cess information
on the Web. In essence, Google APIs can be used as an added
resource in their applications.
5.3 Json API
JSON has become a very popular lightweigth format
for data exchange. JSON is human readable and easy for
computers to parse and use. However, JSON is schemaless.
Though this brings some benefits (e.g., flexibility in the
representation of the data) it can become a problem when
consuming and integrating data from different JSON services
since developers need to be aware of the structure of the
schemaless data. We believe that a mechanism to discover
(and visualize) the implicit schema of the JSON data would
largely facilitate the creation and usage of JSON services. For
instance, this would help developers to understand the links
between a set of services belonging to the same domain or
API.
5.4 Re-ranking Module
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6.

IMPLEMETION OF RE-RANKING METHOD

The semantic analysis method is use to remedy the short
comings of the current search techniques. The search based on
lexica semantics instead of keyword matching can better adapt
to the thinking pattern of human beings, and thus search
results are more relevant to users’ search intention.
Meanwhile, using semantic factors can conciliate the freshness
and make the high-relevant new pages get moderate rank
promotion. In our work, we fetch the top N results returned by
search engines such as Google for user queries, and use
semantic similarities between the candidate and the query to
re-rank the results. First convert the ranking position to an
importance score for each candidate. Then combine the
semantic similarity score with this initial importance score and
finally we get the new ranks. We analyze the combination
ratio between these two parts and choose a best one. The
experimental results validate that our proposed method can
indeed improve the search performance.
6.1 Importance
Since our result is heavily depended on the search
engine’s quality and result, how to grade the web pages
returned from the search engine is important.
How to measure the importance of the results at
different positions. As we know, the search results are returned
by search engines according to their importance and relevance.
The most important web pages usually are returned at the top
positions, and hence attract much more attention from users.
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On the contrary, the un important pages are returned at the
bottom positions. Therefore, a discount factor is needed which
progressively reduces the document value as its rank
decreases.
We propose the ollowing formula to calculate each
web’s importance score.
importance (i)= 1 - (i- 1) / totlog2(i+ 1)
where I is the original PageRank serial number
(i.e., original ranking position) and tot is the number of the
fetched web pages for a query. The formula indicates that the
top results have significant importance to the search keywords
and thereby are much valuable for web users.

1. Calculate the importance
(i)for each web page which are extracted for result.
2. Arrange this rank of i in descending order
3. Now matched the title with USD, if matched then
Original rank i + 1;
4. If contain matched then
Original rank i + 5;
5. If url matched then
Original rank i + 10;
6.Finally we get result in descending order.
CONCLUSION

Web databases generate query result pages based on a
user’s query. Automatically extracting the data from these
query result pages is very important for many applications,
such as data integration, which need to cooperate with
multiple web databases. For this data extraction and alignment
method are proposed. Data extraction from deep webs needs to
be improved to achieve the efficiency and accuracy of
automatic wrappers. For extraction CTVS that combines both
tag and value similarity method is used to extract the data from
multiple web databases. For Alignment re-ranking method is
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Abstract:This paper proposes a retrieving method for an
image retrieval system that utilizes the fusion of the images
multimodal information (textual and visual) which is a recent
trend in image retrieval researches. Two different data mining
techniques are used to retrieve semantically related images:
clustering and association rules mining algorithm. The
semantic association rules mining is constructed at the offline
phase where the association rules are discovered between the
texts semantic clusters and the visual clusters of the images to
use it later at the online phase. For the evaluation of proposed
system, the experiment was conducted on more than 50,000
images. It was compared to an online image retrieving system
called MM Retrieval and to the proposed system but without
using association rules. The obtained results show that the
proposed method achieved the best precision score among
different query categories.
Keywords— Image retrieval, Multimodal information
fusion,Association rules mining, Clustering.
I. INTRODUCTION
For the past few years, due to the popularity of multimedia
applications and Internet, the capacity of data storage increases
rapidly and more and more digital multimedia datum related to
our life are produced. For handling the huge amount of digital
multimedia data, multimedia data retrieval is an emerging
issue. In order to solve the problems of data retrieval, ContentBased Image Retrieval (CBIR) became the focus of the
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research in these years [1]. The Content Based Image Retrieval
(CBIR) systems can filter images based on their visual contents
such as colors, shapes, textures or any other information that
can be derived from the image itself which may provide better
indexing and return more accurate results. At the same time,
these visual features contents extracted by the computer may be
different from the image contents that people understand. It
requires the translation of high-level user perceptions into lowlevel image features and this is the so-called “semantic gap”
problem. This problem is the reason behind why the CBIR
systems are not widely used for retrieving Web images [2].
Fusion for image retrieval (IR) is considered as a novel area
with very little achievements in the early days of research. High
level image semantic representation techniques are based on
the idea of developing a model of each object to be recognized
and identifying image regions which might contain examples of
the image objects. Image mining deals with the extraction of
knowledge, image data relationship, or other patterns not
explicitly stored in the images. It uses methods from computer
vision, image processing, image retrieval, data mining,
machine learning, database, and artificial intelligence. Rule
mining has been applied to large image databases. There are
two main approaches. The first approach is to mine from large
collections of images alone and the second approach is to mine
from the combined collections of images and associated
alphanumeric data [3].
The proposed method is a Multimodal Fusion method based
on Association Rules mining (MFAR). It is considered as a late
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fusion. This method combines two different data mining
techniques for retrieving: clustering and association rules
mining (ARM) algorithm [2]. It uses ARM algorithm to
explore the relations between text semantic clusters and image
visual features clusters. The method consists of two main
phases: offline and online phase. In the offline phase, the
relations among the clusters will be identified from different
modalities to construct the semantic Association Rules (ARs).
On the other hand, the online phase (retrieving phase) uses the
generated ARM, to retrieve the related images of the query[2].
II.
RELATED WORK
The information retrieval community found the power of
fusing multiple information sources on the retrieving
performance [3]. Information fusion has the potential of
improving retrieval performance by relying on the assumption
that the heterogeneity of multiple information sources allows
cross correction of some of the errors, leading to better results
[4]. Depending on the available information in a certain field,
different levels of fusion may be defined. In literature, the
fusion of the image visual and textual features was performed
in different levels of the retrieving process in image retrieval
systems which are early fusion, late fusion, trans-media fusion
and re-ranking.
A. Early Fusion
In this method, after extracting the low level visual
features, the extracted vectors are concatenated into one vector
to form one unique feature space. The advantage of this
strategy is that it enables a true multimedia representation for
all the fused modalities where one decision rule is applied on
all information sources. Early fusion could be used without
feature weighting such in [5]; they concatenate the normalized
feature spaces of the visual and the textual features. On the
other hand, feature weighting was used in different works in
order to provide more weight for specific features. In [6] and
[7] as part of Image CLEF 2006 and 2007 respectively, they
used the maximum entropy framework to train a logistic
model, which can be used to calculate a score for a
query/database image pair. Also, they presented a novel
approach to weight features using support vector machines.
The main drawback of early fusion is the dimensionality of the
resulting feature space which is equal to the sum of all the
fused subspaces and that leads to the well-known problem the
“curse of dimensionality” [8]. Also, increasing in the number
of modalities and the high dimensionality make them difficult
to learn the cross correlation among the heterogeneous
features [9].
B.

Late Fusion
Late fusion strategies do not act at the level of one
representation for all the media features but rather at the level
of the similarities among each media. In the late fusion, the
extracted features of each modality are classified using the
appropriate classifier then each classifier provides the
decision. Unlike early fusion, where the features of each
modality may have different representation, the decisions
usually have the same representation. As a result, the fusion of
the decisions becomes easier. In addition, it allows for each
modality to use the most suitable methods for analyzing and
classifying which provides much more flexibility than the
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early fusion. The main disadvantage of this strategy is that it
fails to utilize the feature level correlation among modalities.
Also, using different classifiers and different learning process
is expensive in term of time and learning for each modality.
C. Trans-media Fusion
In this method, the main idea is to use first one of the
modalities (say image) to gather relevant documents (nearest
neighbors from a visual point of view) and then to use the dual
modalities (text representations of the visually nearest
neighbors) to perform the final retrieval.
D. Image Re-ranking
It is another level for fusing the visual and textual
modalities. In image re-ranking, it needs first to perform the
search based on the text query. Then the returned list of
images is reordered according to the visual features similarity.
In the cross-reference re-ranking strategy is proposed for the
refinement of the initial search results of text-based video
search engines. While method deals with the clusters of the
modalities, proposed a method that constructs a semantic
relation between text (words) and visual clusters using the
ARM algorithm. The authors proposed a Multimodal Semantic
Association Rules (MMSAR) algorithm to fuse keywords and
visual features automatically for Web image retrieval. It
associates a single keyword to several visual feature clusters in
inverted file format. Then, the results of the text-based image
retrieval are re-ranked based on the mined MMSARs in
inverted files.
III.BASIC OF ASSOCIATION RULES
MINING ALGORITHM
ARM is a data mining technique useful for discovering
interesting relationships hidden in large databases. The
classical example is the rules extracted from the content of the
market baskets. Items are things we can buy in a market, and
transactions are market baskets containing several items. The
collection of all transactions called the transactions database.
Besides the market basket data, association rules mining are
applicable for different applications of other domains such as
bioinformatics, medical diagnosis and Web mining. The
process of mining association rules consists of two main steps.
The first step is to identify all the item sets contained in the
data that are adequate for mining association rules. To
determine that the item set is frequent, it should satisfy at least
the predefined minimum support count.
IV. METHODOLOGY
MFAR method consists of two main phases: online phase
and offline phase. The next sub sections describe in details the
inputs, the outputs and the steps of each phase. A. Offline
Phase the inputs of this phase are the images dataset which
contains two modalities: the images and their associated text.
First, the visual and the textual features are extracted to run the
clustering algorithm independently over them. Then, the
modified association algorithm will identify the relations
among the clusters from each modality to construct the ARs.
1) Features extraction in our experiment, we use a set of
generic MPEG-7 descriptors [10]. The features are selected to
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balance the color and the edge properties of the images. After
extracting the visual features, the images of the dataset are
represented as objects in multidimensional space models
separately for each visual feature. For textual features, we
need to perform several linguistic preprocessing steps
(tokenization, removing stop word, and stemming). Then, each
document is described by a vector of the constituent terms –
which are the extracted features– that represents the frequency
occurrence of each term in the document. The set of all vectors
construct the vector space model, usually known as a bag-ofwords model.
2) Clustering For the visual features, the large quantity
of images and the high dimensionality of descriptors need for
an efficient clustering (or indexing) method. The high
dimensional index technique called NOHIS (Non Overlapping
Hierarchical Index Structure) is used in the system. After
running NOHIS algorithm, the NOHIS-tree is constructed; it is
a not balanced binary tree. Then, an adapted k-nearest
neighbors search is used for retrieving. On the other hand,
different clustering algorithms are used for text documents. In
MFAR, K-means algorithm is used.
3) Association rules mining algorithm of clusters As
mentioned previously at section three, to apply the ARM
algorithm we need to determine the items set I and the
transaction database T. In our case, the items set is the
generated images clusters based on the text (denoted by Cti)
and based on the visual features (denoted by Ccj for color
based clusters and Cek for edge-based clusters) where i, j and
k are the identifiers of the clusters in each modal. After
quantifying the features space of each modal, we aim to
associate the text clusters and the visual feature clusters. Thus,
we need to construct the transaction database T first to run the
ARM algorithm over it.
TABLE I. FREQUENT ITEMSETS MINING ALGORITHM
BASED ON APRIORI
Input:
a) The transaction database T
b) minsup threshold Output: The list of frequently itemsets
L
1) L2 = {(Cti , Cvj) | where | Cti ∩ Cvj | > 0 && (Cti ,
Cvj).suppminsup}; //Find all frequent 2-itemsets
2) for ( k = 3 ; Lk−1 ; k++ ) do begin
3) Ck = apriori-gen( Lk−1 ); // New candidates with kitemset with only one text cluster in it and a combination of
frequent sets from Lk−1
4) for all transactions t T do begin
5) Ct = subset(Ck , t); // Identify all candidates that belong
to t
6) for all candidates c Ct do
7) c.count++;
8) end
9) Lk = { c Ck | c.supp minsup}
10) end
11) Return Lk ;

It is the retrieving phase. The next sections describe
each process in this phase.
1)

Query Modalities and Processing
The used query paradigm in this method is the composite
paradigm. The basic query model used here is query by
example image since when image is used as query, all the
information it contains is provided to the system. Using a
keyword as query is optional. It could be provided to the
system to support the results that generated by the image
query. For query image, we need to extract the same visual
features that have been extracted from the images of the
dataset. For the optional keyword query, we used one keyword
and simple text matching to simplify this step.
2)

Search and retrieve the related visual clusters
In addition to the resulted strong ARs from the offline
phase, there is another output from that phase: NOHIS-tree
which was discussed previously. We need to use the same
index trees to retrieve the relevant clusters to the query image
for each visual descriptor. In our case, we have two different
NOIHS-trees for two different feature spaces. For each
feature, the query vector q will be used to search in the trees
and to retrieve the relevant clusters of q. Relevant cluster is a
leaf cluster that contains nearest neighbor(s) objects to q. The
used similarity measurement of images is simply defined as
the Euclidean distance between two vectors.
3) Retrieve ARs with similar visual clusters
It gets the list of the related visual clusters as input and
then to make a search in the ARM to get the rules that contain
these clusters. If the keyword query was provided, the
retrieved rules should be filtered to pick the rules which
contain text clusters that have similar term to the text query
using simple text match. Then, the images’ scores in those text
clusters should be increased.
V. EVALUATION AND CONCLUSION
In the proposed method, we used association rules mining
algorithm in our Web image retrieval system to construct a
semantic relations between images clusters based on the visual
features and the images clusters based on textual features for
the same dataset. After constructing the ARs in the offline
phase, the retrieving process should starts with example image
query in the online phase. The method gives the ability to
retrieve images that are semantically related by using the
extracted visual features of the query image and by exploring
the related ARs from the mining. To support the results, it is
possible to use a keyword query. The results show that the
precision value of our proposed system is better than MM
Retrieval system and the system without association rules.

B. ONLINE PHASE
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Abstract :The project named ‘HOUSING ALLOCATION

AND REAL ESTSTE’ is a software system especially for
owner of a properties called as builder and developer like
construction companies.We are developing this system
supports residential commercial users who can directly get the
exact details in fever of their satisfactory cost and location.All
the above things are password protected. The builder can
recall or see the visitor’s information.
Keywords – Location Gathering Features, Data mining
Techniques.
I. INTRODUCTION
As per survey in the market about such system, We found
that many companies are using flat files like Microsoft excel
and Word files to maintain all databases of properties.
Also we found that some software application are used by
top level construction companies for Housing Allocation And
Real Estate that are not flexible in calculations and information
is to be added on every level therefore making them
inconvenient and lengthy for use.
The valuation of the technical feasibility must be based on
the outline design of system requirement in terms of inputs,
outputs, files, programs procedure and staff. Having identified
and outline system, the investigator must go on to suggest the
type of equipment required, method of running the system ones
it has been designed. The feasibility includes the purchase of
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package, the use of consultancy organization or software house
to design the system and write the programs.
II.EASE OF USE
In existing system Companies are using flat files that store
data manually, but with the help of this project we can
maintain large number of data in easy way.
In existing system work is done manually but our software
techniques are used to reduce manual work.
In existing system number of calculation are time consuming
but our software parameter are automatically generated, for
that we required only basic input values.
The housing allocation and real estate are called a strong
diversion between entities that comes under the words says
housing abilities to deliver a right property to right earner with
right cost.
We are distributing various modules which come under
Housing Allocation and Real Estate terminology, we show a
high privilege to individual modules to be developed as per
customers needs and we can deliver right property to right
customers.

Special Issue Tech-Ed 2016 (International Conference)

Page 306

III. METHODS AND TECHNOLOGY
We are using following basic technologies that are useful to
develop back end programming and front end designing of this
system, also some additional software that are always
supporting to deliver this application.
Following are the basic software needed,




SQL (Structural Query Language)
PL/SQL (Procedural SQL)
D2K (Developer 2000)

IV. METHODOLOGY
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Abstract: Cloud computing, also known as 'on-demand
computing', is a kind of Internet-based computing, where
shared resources, data and information are provided to
computers and other devices on-demand. It is a model for
enabling ubiquitous, on-demand access to a shared pool of
configurable computing resources. Cloud computing and
storage solutions provide users and enterprises with various
capabilities to store and process their data in third-party data
centers. It relies on sharing of resources to achieve coherence
and economies of scale, similar to a utility (like the electricity
grid) over a network. At the foundation of cloud computing is
the broader concept of converged infrastructure and shared
services. Though
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service-oriented architecture advocates "everything as a
service" (with the acronyms EaaS or XaaS or simply aas)
cloud-computing providers offer their "services" according to
different models which happen to form a stack: infrastructure-,
platform- and software-as-a-service.
Keywords—Cloud Computing, IaaS, PaaS, SaaS, Public,
Private, Hybrid, Community
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I. INTRODUCTION

III.

DIFFERENT TYPES OF CLOUD COMPUTING
MODELS

CLOUD COMPUTING IS A RELATIVELY NEW BUSINESS MODEL IN
THE COMPUTING WORLD. ACCORDING TO THE OFFICIAL NIST
DEFINITION, "CLOUD COMPUTING IS A MODEL FOR ENABLING
UBIQUITOUS, CONVENIENT, ON-DEMAND NETWORK ACCESS TO
A SHARED POOL OF CONFIGURABLE COMPUTING
RESOURCES
(E.G., NETWORKS,
SERVERS STORAGE, APPLICATIONS AND
SERVICES) THAT CAN BE RAPIDLY PROVISIONED AND RELEASED
WITH MINIMAL MANAGEMENT EFFORT OR SERVICE PROVIDER
INTERACTION."

Proponents claim that cloud computing allows companies to
avoid upfront infrastructure costs, and focus on projects that
differentiate
their
businesses
instead
of
on
infrastructure.[4]Proponents also claim that cloud computing
allows enterprises to get their applications up and running
faster, with improved manageability and less maintenance, and
enables IT to more rapidly adjust resources to meet fluctuating
and unpredictable business demand. Cloud providers typically
use a "pay as you go" model. This can lead to unexpectedly
high charges if administrators do not adapt to the cloud pricing
model.
The present availability of high-capacity networks, low-cost
computers and storage devices as well as the widespread
adoption of hardware virtualization, service-oriented
architecture, and autonomic and utility computing have led to
a growth in cloud computing. Companies can scale up as
computing needs increase and then scale down again as
demands decrease.

A.

Types of Cloud

i.Private cloud
Private cloud is cloud infrastructure operated solely for a
single organization, whether managed internally or by a thirdparty, and hosted either internally or externally. Undertaking a
private cloud project requires a significant level and degree of
engagement to virtualize the business environment, and
requires the organization to revaluate decisions about existing
resources. When done right, it can improve business, but every
step in the project raises security issues that must be addressed
to prevent serious vulnerabilities. Self-run data centres are
generally capital intensive. They have a significant physical
footprint, requiring allocations of space, hardware, and
environmental controls. These assets have to be refreshed
periodically, resulting in additional capital expenditures. They
have attracted criticism because users "still have to buy, build,
and manage them" and thus do not benefit from less hands-on
management, essentially "[lacking] the economic model that
makes cloud computing such an intriguing concept".

Cloud computing has now become a highly demanded service
or utility due to the advantages of high computing power,
cheap cost of services, high performance, scalability,
accessibility as well as availability. Cloud vendors are
experiencing growth rates of 50% per annum. But due to being
in a stage of infancy, it still has some pitfalls which need to be
given proper attention to make cloud computing services more
reliable and user friendly.
Cloud computing is providing developers and IT departments
with the ability to focus on what matters most and avoids
undifferentiated work like procurement, maintenance, and
capacity planning As cloud computing has grown in
popularity, several different models and deployment strategies
have emerged to help meet specific needs of different users.
Each type of cloud service, and deployment method, provides
you with different levels of control, flexibility, and
management. Understanding the differences between
Infrastructure as a Service, Platform as a Service, and
Software as a Service, as well as what deployment strategies
you can use, can help you decide what set of services is right
for your needs.
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Fig. 1.

Cloud models
i.

Public cloud

A cloud is called a "public cloud" when the services are
rendered over a network that is open for public use. Public
cloud services may be free. Technically there may be little or
no difference between public and private cloud architecture,
however, security consideration may be substantially different
for services (applications, storage, and other resources) that
are made available by a service provider for a public audience
and when communication is effected over a non-trusted
network. Generally, public cloud service providers like
Amazon AWS, Microsoft and Google own and operate the
infrastructure at their data centre and access is generally via
the Internet. AWS and Microsoft also offer direct connect
services called "AWS Direct Connect" and "Azure
ExpressRoute" respectively, such connections require
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customers to purchase or lease a private connection to a
peering point offered by the cloud provider.
ii.Hybrid cloud
Hybrid cloud is a composition of two or more clouds (private,
community or public) that remain distinct entities but are
bound together, offering the benefits of multiple deployment
models. Hybrid cloud can also mean the ability to connect
collocation, managed and/or dedicated services with cloud
resources defines a hybrid cloud service as a cloud computing
service that is composed of some combination of private,
public and community cloud services, from different service
providers. A hybrid cloud service crosses isolation and
provider boundaries so that it can't be simply put in one
category of private, public, or community cloud service. It
allows one to extend either the capacity or the capability of a
cloud service, by aggregation, integration or customization
with another cloud service.

Varied use cases for hybrid cloud composition exist. For
example, an organization may store sensitive client data in
house on a private cloud application, but interconnect that
application to a business intelligence application provided on a
public cloud as a software service. Hybrid cloud adoption
depends on a number of factors such as data security and
compliance requirements, level of control needed over data,
and the applications an organization uses.
Another example of hybrid cloud is one where IT
organizations use public cloud computing resources to meet
temporary capacity needs that cannot be met by the private
cloud. This capability enables hybrid clouds to employ cloud
bursting for scaling across clouds. Cloud bursting is an
application deployment model in which an application runs in
a private cloud or data centre and "bursts" to a public cloud
when the demand for computing capacity increases. A primary
advantage of cloud bursting and a hybrid cloud model is that
an organization only pays for extra compute resources when
they are needed. Cloud bursting enables data centers to create
an in-house IT infrastructure that supports average workloads,
and use cloud resources from public or private clouds, during
spikes in processing demands. The specialized model of
hybrid cloud, which is built atop heterogeneous hardware, is
called "Cross-platform Hybrid Cloud". A cross-platform
hybrid cloud is usually powered by different CPU
architectures, for example, x86-64 and ARM, underneath.
Users can transparently deploy and scale applications without
knowledge of the cloud's hardware diversity. This kind of
cloud emerges from the raise of ARM-based system-on-chip
for server-class computing.
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iii.Community cloud
Community cloud shares infrastructure between several
organizations from a specific community with common
concerns (security, compliance, jurisdiction, etc.), whether
managed internally or by a third-party, and either hosted
internally or externally. The costs are spread over fewer users
than a public cloud (but more than a private cloud), so only
some of the cost savings potential of cloud computing are
realized.

b.

Types of Services

1) Infrastructure as a service (IaaS)
In the most basic cloud-service model - and according to the
IETF (Internet Engineering Task Force) - providers of IaaS
offer computers – physical or (more often) virtual machines –
and other resources. IaaS refers to online services that abstract
user from the detail of infrastructure like physical computing
resources, location, data partitioning, scaling, security, backup
etc. A hypervisor, such as Xen, Oracle VirtualBox, KVM,
VMware ESX/ESXi, or Hyper-V runs the virtual machines as
guests. Pools of hypervisors within the cloud operational
system can support large numbers of virtual machines and the
ability to scale services up and down according to customers'
varying requirements. IaaS clouds often offer additional
resources such as a virtual-machine disk-image library, raw
block storage, file or object storage, firewalls, load balancers,
IP addresses, virtual local area networks (VLANs), and
software bundles.[59] IaaS-cloud providers supply these
resources on-demand from their large pools of equipment
installed in data centers. For wide-area connectivity, customers
can use either the Internet or carrier clouds (dedicated virtual
private networks).
To deploy their applications, cloud users install operatingsystem images and their application software on the cloud
infrastructure. In this model, the cloud user patches and
maintains the operating systems and the application software.
Cloud providers typically bill IaaS services on a utility
computing basis: cost reflects the amount of resources
allocated and consumed.
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Platform as a Service (PaaS) the consumer does not manage or
control the underlying cloud infrastructure including network,
servers, operating systems, or storage, but has control over the
deployed applications and possibly configuration settings for
the application-hosting environment.
3) Software as a service (SaaS)
In the software as a service (SaaS) model, users gain access to
application software and databases. Cloud providers manage
the infrastructure and platforms that run the applications. SaaS
is sometimes referred to as "on-demand software" and is
usually priced on a pay-per-use basis or using a subscription
fee.

Fig. 2.

Different cloud services

2) Platform as a service (PaaS)
PaaS vendors offers a development environment to application
developers. The provider typically develops toolkit and
standards for development and channels for distribution and
payment. In the PaaS models, cloud providers deliver a
computing platform, typically including operating system,
programming-language execution environment, database, and
web server. Application developers can develop and run their
software solutions on a cloud platform without the cost and
complexity of buying and managing the underlying hardware
and software layers. With some PaaS offers like Microsoft
Azure and Google App Engine, the underlying computer and
storage resources scale automatically to match application
demand so that the cloud user does not have to allocate
resources manually. The latter has also been proposed by an
architecture aiming to facilitate real-time in cloud
environments. Even more specific application types can be
provided via PaaS, such as media encoding as provided by
services like bitcodin.com or media.io.
Some integration and data management providers have also
embraced specialized applications of PaaS as delivery models
for data solutions. Examples include iPaaS and dPaaS. iPaaS
(Integration Platform as a Service) enables customers to
develop, execute and govern integration flows. Under the
iPaaS integration model, customers drive the development and
deployment of integrations without installing or managing any
hardware or middleware. dPaaS (Data Platform as a Service)
delivers integration—and data-management—products as a
fully managed service. Under the dPaaS model, the PaaS
provider, not the customer, manages the development and
execution of data solutions by building tailored data
applications for the customer. dPaaS users retain transparency
and control over data through data-visualization tools.
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In the SaaS model, cloud providers install and operate
application software in the cloud and cloud users access the
software from cloud clients. Cloud users do not manage the
cloud infrastructure and platform where the application runs.
This eliminates the need to install and run the application on
the cloud user's own computers, which simplifies maintenance
and support. Cloud applications differ from other applications
in their scalability—which can be achieved by cloning tasks
onto multiple virtual machines at run-time to meet changing
work demand. Load balancers distribute the work over the set
of virtual machines. This process is transparent to the cloud
user, who sees only a single access-point. To accommodate a
large number of cloud users, cloud applications can be
multitenant, meaning that any machine may serve more than
one cloud-user organization.
The pricing model for SaaS applications is typically a monthly
or yearly flat fee per user so prices become scalable and
adjustable if users are added or removed at any point.
Proponents claim that SaaS gives a business the potential to
reduce IT operational costs by outsourcing hardware and
software maintenance and support to the cloud provider. This
enables the business to reallocate IT operations costs away
from hardware/software spending and from personnel
expenses, towards meeting other goals. In addition, with
applications hosted centrally, updates can be released without
the need for users to install new software. One drawback of
SaaS comes with storing the users' data on the cloud provider's
server. As a result, there could be unauthorized access to the
data. For this reason, users are increasingly adopting intelligent
third-party key-management systems to help secure their data.
IV.

IMPLEMENTATION

We are building video storage services on cloud IaaS
environment which integrates TGPCloud open sources to
provide a cloud virtual environment for end users. Video
storage system that is combines resources of trusted users with
cloud storage for improving the service quality achievable.
Every user handles hundreds of gigabytes to store digital
information including video and images. In this project we are
using the technique of virtualization. Virtualization refers to
the creation of virtual resources such as server, desktop,
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operating system, file, storage or network. Here we are also
using the technique of storage virtualization. It is the process
of grouping the physical storage from multiple network
storage devices so that it looks like a single storage device. It
is also called as cloud storage.

developing a owncloud for our college student to access cloud
data from anywhere. It will be helpful for our student.

In this system every user that are registered on the service
can download and upload the videos when any user upload the
video in the system the administrator receive one message
related to uploaded video. After that admin check the video is
technical or non technical when non technical video is
uploaded by any user then admin have the right to remove the
video from the system and admin also have the right to add
new user and delete the existing user from the system.
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V.
CONCLUSION AND FUTURE WORK
Cloud computing as an exciting development is a significant
alternative today’s educational perspective. Students and
administrative personnel have the opportunity to quickly and
economically access various application platforms and
resources through the web pages on-demand. This
automatically reduces the cost of organizational expenses and
offers more powerful functional capabilities. The gradually
removal of software license costs, hardware costs and
maintenance costs respectively provides great flexibility to the
university/corporate management.
In future deployment of an application in cloud will be
making it as accessible from everywhere. And also we will be
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Abstract:

rural industry is not adequate, requires substantial number

With expanded desires for organic product results of top

of works and causes human slips. Programmed reviewing

notch and wellbeing gauges, the requirement for precise,

framework paces up the procedure as well as gives

quick and target quality determination of these attributes in

exact results. In this way, there is a requirement for an

natural product items keeps on developing. PC vision

effective organic products reviewing or characterization

gives one distinct option for a mechanized, non-damaging

routines to be created. Organic product's shading, size,

and financially savvy system to finish these prerequisites.

weight, part surface, readiness are critical elements for

This examination methodology in light of picture

precise grouping and sorting of natural products, for

investigation and handling has discovered a mixed bag of

example, oranges, apples, mangoes and so on. Goal of this

diverse applications in the organic product industry.

paper is to underscore on late work provided details

Mechanized examination of Mac quality includes PC

regarding

acknowledgment of good apples and flawed apples in light

identification framework. This venture exhibits the picture

of geometric or factual components got from apple

handling methods for highlight extraction and arrangement

pictures. This venture introduces the late advancements of

for organic product quality estimation framework

picture handling and machine vision framework in a

proposed we will provide a defect and disease detection

mechanized natural product quality estimation framework.

system for apple grading. We will perform grading using

In rural segment the effectiveness and the exact reviewing

K means clustering. The proposed system will provide

procedure is exceptionally vital to expand the efficiency of

better defect detection through reclustering.

a

programmed

natural

product

quality

In

produce. Ordinary fantastic natural products are sent out to
different nations and create a decent pay. That is the

Keyword: Image analysis and Processing, Computer

reason the reviewing procedure of the natural product is

vision, Fruit, Grading and Sorting, Machine Vision,

vital to enhance the nature of organic products.

Online inspection, PIC microcontroller, conveyor belt,

Notwithstanding, organic product reviewing by people in

grading system.
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I.INTRODUCTION:
Computerized pictures are a standout amongst the most
key medium of passing on data. Extricating the data from
pictures and comprehension them such that the removed
data can be utilized for a few assignments is a vital normal
for Machine learning. Utilizing pictures for the route of
robots is a case of the same. Different applications, for
example, extricating defame tissues from the body checks
and so forth frame an indispensable piece of Medical
conclusion. Picture division is one of the introductory
strides in course of comprehension pictures and afterward
finds the distinctive items in them.

force estimations of picture pixels: closeness and
brokenness. In the first classification, the idea is to parcel
the picture into a few distinct districts such that the picture
pixels fitting in with a locale are comparable as per an
arrangement of predefined criteria's. Though, in the second
class, the idea of allotment a picture on the premise of
unexpected changes in the power qualities is utilized. Edge
location method is an illustration of this classification
which is like the limit extraction. Scientists have been
taking a shot at these two methodologies for quite a long
time and have given different routines considering those
district based properties personality a main priority. In any

Cutting edge agrarian science and innovation is
compelling development. The estimation of natural
product relies on upon the nature of organic product. It is a
vital issue how to test nature of organic product in
horticultural science and innovation. The traditional
methodology of organic products quality appraisal is
finished by the specialists and it is extremely tedious.
Deformity division of organic products can be seen as an
example of the picture division in which we are intrigued
just to the absconded part of the picture.

case, still, there is no altered methodology for the picture
division. In light of the intermittence or comparability
criteria, numerous division strategies have been presented
which

properties. In another route, division of the picture is only
pixel characterization. The trouble to which the picture
division procedure is to be completed for the most part
relies on upon the specific issue that is being understood.
It is dealt with as a critical operation for important
translation and investigation of the procured pictures. It is
a standout amongst the most significant parts of picture
examination and example acknowledgment and still is
considered as most difficult undertakings for the picture
preparing and picture investigation. It has application in a
few ranges like Analysis of Remotely Sensed Image,
Traffic

System

comprehensively

grouped

into

six

Detection, (3) Neural Network based division techniques,
(4) Physical Model based methodology, (5) Region based
routines (Region part, Region developing and blending),
(6) Clustering (Fuzzy C-means bunching and KMeans
bunching).

division of the picture into regions of comparable

Science,

be

classifications: (1) Histogram based system, (2) Edge

Picture division involves the partition or

Medical

can

Monitoring,

and

Fingerprint Recognition etc.

Histogram based picture division procedures
are

computationally

exceptionally

proficient

when

contrasted with other picture division methods on the
grounds that they generally require just a solitary go
through the picture pixels. In this system, a histogram is
ascertained from the greater part of the picture pixels, and
the crests and valleys are identified in the histogram.
Presently the picture pixels between two back to back
crests can be considered to a solitary group. A weakness of
this technique is that it is not ready to sort when the picture
has no reasonable dim level histogram crest. Another
burden of this technique is that the progression of the
fragmented picture areas can't be guaranteed. We ought to
concentrate on worldwide crests that are liable to compare
to the overwhelming picture areas for the histogram based

Picture division systems are by and large

division system to be effective.

taking into account one of two major properties of the
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The edge identification strategy is broadly

This paper displays an effective picture

utilized ways to deal with the picture division issues. It

division methodology utilizing K-means grouping strategy

chips away at the premise of the discovery of focuses

in light of

considering sudden changes at dim levels. A hindrance of

Imperfection division is done into two stages. At in the

the edge identification system is that it doesn't function

first place, the pixels are grouped in view of their shading

admirably when there are numerous edges in the picture in

and spatial components, where the bunching procedure is

light of the fact that all things considered the division

proficient. At that point the bunched pieces are converged

method creates an over fragmented yield, and it can't

to a particular number of locales. Utilizing this two stage

without much of a stretch recognize a limit or shut bend.

technique, it is conceivable to expand the computational

For an edge based division system to be productive, it

productivity maintaining a

ought to recognize the worldwide edges and these edges

highlight extraction for each pixel in the picture of natural

must be nonstop.

products. In spite of the fact that the shading is not

shading elements

from the

strategic

pictures.

distance

from

normally utilized for deformity division, it delivers a high
Neural Network construct picture division

discriminative force for distinctive areas of the picture.

depends with respect to preparing little areas of a picture
utilizing a neural system or an arrangement of diverse

Literature Review:

counterfeit neural systems. After this, the choice making

1.

Segmentation of pomegranate MR pictures

system denote the districts of a picture on the premise of

utilizing ACM and FCM calculations

the classification perceived by the simulated neural
system. Kohonen self arranging guide is a sort of system

In

this

paper,

we

demonstrate

a

customized

outlined particularly for such kind of issues.

computation to section the inward structure of
pomegranate. Since its energy of stem and calyx is

The physical model based picture division

close to the internal tissues, the stem and calyx pixels

system accept that for a picture, singular areas take after a

are regularly named to within tissues by division

repeating type of geometrical structure. This sort of

figuring. To handle this issue, at first, the normal item

division strategies utilizes surface component. The district

shape is isolated from its experience using element

based picture division technique utilizes the similitude of

structure model (ACM). By then stem and calyx are

pixels inside of an area in a picture. At times a half and

evacuated using morphological channels. Finally the

half strategy fusing the district based and edge based

photo is isolated by feathery c-infers (FCM). The test

routines have been ended up being exceptionally valuable

outcomes identify with a precision of 95.91% in the

for a few applications. The seeded locale developing

region of stem and calyx, while the exactness of

technique was the first area developing system. Bunching

division augmentations to 97.53% when stem and

based picture division strategies are likewise utilized by

calyx are at first emptied by

numerous specialists [1] [2]. The division strategy

channels.

consolidating

grouping

methodologies

morphological

experiences

incredible challenges when processing the quantity of
bunches that are available in the component space or

2.

Image examination for apple deformity location

separating the fitting element. This kind of picture division
is generally utilized because of the straightforwardness of
understanding and more precise result.

ISSN NO: 2454-1958

A structure for perceiving surface deformations on
apples was arranged, in light of analyzing pictures
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acquired while apples were turning before the camera.

qualities,

Exactly when various pictures were joined and

valuable properties and disfigurements. Instrumental

similarities made for turn, dull regions realized by

estimations are frequently needed to material appraisals in

defects would appear with practically the same shape

examination and business circumstances in light of the

and at the same spot in three or more edges. The

way that they lessen mixed bags in judgment among

proposed count had the limit recognize surrenders, for

individuals and can give a run of the mill tongue among

instance, wounds, ice damage, and scab.

researchers, industry and purchasers.

3.

Design Guideline for Quality Assessment of

5.

blend

constituents,

mechanical

properties,

Inspection and reviewing of rural and sustenance

Fresh Fruits in Hypermarket

items by PC vision frameworks

In this work, a push to apply the exploratory advances

The paper presents the late progression and utilization

of common item quality recognizable proof to the

of picture examination and PC vision structure in

advancing channel has been done. The present

quality evaluation of things in the field of cultivating

situation at various natural item centers as for quality

and support. It is all that much key to through light on

control is overwhelmed by the snappy advancement of

crucial thoughts and progressions joined with PC

things, and the brief time available to perform

vision system, a contraption used as a piece of picture

evaluations, moreover by virtue of the lacking usage

examination and modernized sorting and assessing is

of adaptable devices to measure quality parameters.

highlighted.

Yet much advance has been proficient in consistent
labs on sensor development and common item quality,

6.

Quality Evaluation Technology for Agricultural

there is a need of mechanical trade from investigation

Products

to industry. The genuine quality control that is being
finished in the natural item trading centers, as it has

This paper gives a point by point layout of the

been found in the charging association, is deficient

speculation

and subjective, performed on a very basic level by a

development and discusses its applications in the field

visual audit. The proposed quality control structure,

of worth evaluation of cultivating things. In addition,

sorted out in two control methods, joins the use of

future potential outcomes of HSI are moreover

picked electronic estimation contraptions, quantifiable

reported.

and

fundamentals

behind

this

frameworks and PC help to procure an intensive
control of the common item dealt with step by step in

7.

Segmentation of pomegranate MR pictures

a hypermarket of normal item center had a portrayal

utilizing ACM and FCM calculations

accuracy of 96% for the examples in these trials. This
examination was upheld by blessing KBN Nr

In this paper, we show a programmed calculation to

6P06R0452. „Computer vision structure dedicated to

portion the interior structure of pomegranate. Since its

gage Mac quality

power of stem and calyx is near the interior tissues,
the stem and calyx pixels are typically named to the

4.

Quality estimation of products of the soil

inward tissues by division calculation. To tackle this

This paper focuses to look at and control quality, one must

issue, in the first place, the natural product shape is

have the ability to evaluate quality-related attributes.

separated from its experience utilizing dynamic form

Nature of produce joins unmistakable qualities, nutritive

model (ACM). At that point stem and calyx are
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uprooted utilizing morphological channels. At long

The robotized assessment of farming items, natural

last the picture is sectioned by fluffy c-implies (FCM).

products specifically, is an imperative procedure as it

The exploratory results speak to an exactness of

lessens

95.91% in the vicinity of stem and calyx, while the

merchandise, characterize for the most part quicker than

precision of division increments to 97.53% when stem

people and have a tendency to be steadier in arrangement.

and calyx are initially uprooted by morphological

The division of deformities in organic products is

channels.

proposed and assessed in this paper. The proposed

human

association

with

the

investigated

methodology utilized K-Means grouping and Fuzzy CMeans bunching to section imperfections in diverse sorts
Proposed Architecture

fffFFruit
Fruit
Image

Fruit
Quality
Detectio
n System

of natural product pictures. Test results propose that the
Image
segmentation
RGB
Converter

A
C
M

of the soil exchange. High caliber is the primary purpose
behind survival of fruit products trade. Continually,
creating superb items and utilizing picture preparing as a
part of examination of its quality are essential. In
dependable

quality

strategy,

93% exactness. The significant disadvantage of K-Means
is that, there may be a skewed bunching result if the group

a
Quality
l
Detection
g
o
r
i
t
The fruit products comprise of different sorts of outside
h
deformities in distinctive sizes.
Expanding client
m
information about item quality prompts focused products

conventional

calculations have the capacity to portion the imperfections

human

administrators are utilized. It is exhausting and prolonged.
Case in point the majority of the nourishment items are

number evaluation is off base. It is overcome to certain
degree in the proposed system by deciding the quantity of
bunches utilizing the picture's histogram. The picture is
additionally pre-handled to uproot commotion.
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Abstract:Nowadays, mobile devices like smartphones and

for doing tasks like browsing net, mailing, online shopping

tablets are used by people all over the world. The smartphones

etc. Due to their small size, smartphones can be easily carried

make it easy to access, find and share information/data.

in people’s pockets, purses or briefcases.

However, lack of the efficient and proper security measures

One way to protect the data is to use the fingerprint API

has make it hard to protect this information. Anyone like

provided by the Android Marshmallow 6.0 . This lets the

friends and family can take your phone and look at private

android user to use the fingerprint reader in his/her smartphone

pictures or private videos of an individual. Increase in the

to access the gallery app. This will protect the private data of

popularity of smartphones have made them preferred device
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the user and also it shows that it doesn’t slow down the
devices.
Keywords—
fingerprint.

Security,

Android

Marshmallow,

I.INTRODUCTION
Security in computing world is defined as developing
a mechanism to secure computers, smartphones, networks
(public/private) and internet. It describes the measures against
unauthorized or unintended accesses, protection of crucial
data, information and unplanned events. The smartphone is
stolen or lost and its memory or removable media are
unprotected, permitting an unauthorized user access to the
information stored on it. Smartphones, being both important
and pocket-sized, are prone to be stolen or lost. On the off
chance that information on the smartphone memory or its
removable media is not sufficiently then any one can get to
that information. Smartphones often contain valuable and
crucial information, for example, private photos, bank account
numbers, private videos, credit card data, and so on.
Smartphones are often the user’s primary vault of personal
data because they are carried around all the time and are
always available. Users at times secure sensitive data by
putting away it in a muddled structure. Business telephones
frequently hold corporate messages and archives and may hold
sensitive information.
Users are not generally mindful of all the usefulness of
smartphone applications. Regardless of the fact that the users
have given express assent, the users or generally not aware of
that an application collects and publishes personal data, trace
users and so allow, for example, stalking, robbery etc.
We propose that personal apps like gallery, messaging apps
should have fingerprint security and cloud backup options.
Smartphones with fingerprint scanner can be used to provide
fast and easy security to private apps using the finger API
provided by that Android Marshmallow 6.0.
The implementation is divided into the design of three
modules, Cloud Storage, Gallery App and the fingerprint
authentication module.

Fingerprint API was provided by Google in Android
marshmallow 6.0. These API can be used by app developers in
their apps to provide fingerprint security.
The aim of our project is to design a photo app which has
fingerprint security. This will provide easy and fast security to
user’s private photos and videos. The app will be also have
various features like cloud backup option.
A.Advantages of Proposed System
Here are some advantages of our project
I. Cloud Backup
All the photos and videos in the smartphone will be uploaded
to the cloud storages so the user doesn’t have to worry if the
photos get deleted or something. Also nowadays the
smartphones have limited internal memory so by uploading
the photos and videos to the cloud, the user can save space for
other things like apps and songs etc.
II. Privacy
As the app will have fingerprint security so only the owner of
the phone can open the photo app. This will provide easy and
fast security. User doesn’t have to remember any patters or
write any password, he just have to put his finger on the
fingerprint scanner. Also the owner of the phone can give his
phone to his friends without worrying about anyone looking at
his private photos.

III.Speed
The fingerprint security is extremely fast than other security
options. It doesn’t slow down the devices.

II.EXISTING SYTEM
Currently android smartphones doesn’t have security for
individual apps. Only the lockscreen of the smartphone has
security like pattern lock, pin lock and fingerprint lock.
Drawbacks of Existing System
As currently security is only on the lockscreen of the
smartphone thus if the lockscreen is unlocked than any app can
be accessed easily. Sometimes owner gives his phone to
another person to call someone or view contact etc. But that
user can also get access to private data like private photos.

ISSN NO: 2454-1958

III.PROPOSED SYSTEM

IV.Acknowledgment
With profound feeling of immense gratitude and affection, we
would like to thank our guide Prof. Mr. G. Anant, Department
of Computer Science & Engineering for her/his continuous
support, motivation, enthusiasm and guidance. His/Her
encouragement, supervision with constructive criticism and
confidence enabled us to complete this project.

Special Issue Tech-Ed 2016 (International Conference)

Page 320

We also wish to extend our reverences to Prof. Mrs. R. B.

Reference

Talmale, Head of Computer Science & Engineering for
providing necessary facilities to complete our project.
We are also thankful to all the faculty members and all nonteaching staff of the department & college for their

[1] A. Pocovnicu , "Biometric Security for Cell Phones" , Informatica
Economic¿¿ , vol. 13 , no. 1 , pp.57 -63 , 2009
[2] Javelin researchers find mobile users prefer fingerprint biometrics , pp.2 3 , 2015 :Biometric Technology Today
[3] Samsung S5 to feature biometric access control and secure mobile
PayPal , pp.1 , 2014 :Biometric Technology Today

cooperation throughout the project and Seminar work
We also put forth our deepest sense of gratitude towards

Dr.

G. K. Awari, Principal for constant motivation and providing
necessary infrastructure.

ISSN NO: 2454-1958

Special Issue Tech-Ed 2016 (International Conference)

Page 321

RFI D BASED AUTOMATED TOLL PLAZA
SYSTEM
1

Mr.Abhishek G.Mahilawar

Tulsiramji Gaikwad-Patil College of Engineering & Technology Nagpur,India
Email:abhishekcse@gmail.com
2

Mr.Abhishek Warang

Tulsiramji Gaikwad-Patil College of Engineering & Technology Nagpur,India
Email:warang.abhishek107@gmail.com
3

Miss.Snehal Deshmukh

Tulsiramji Gaikwad-Patil College of Engineering & Technology Nagpur,India
Email: snehaldeshmukh963434@gmail.com
4

Miss.Rashmi Ghatole

Tulsiramji Gaikwad-Patil College of Engineering & Technology Nagpur,India
Email:rashmitole8894@gmail.com
5

Miss.JayshreeWaghade

Tulsiramji Gaikwad-Patil College of Engineering & Technology Nagpur,India
Email:jayshiwaghade393@gmail.com
6

Prof.G.Rajesh Babu Assistant Professor,

Tulsiramji Gaikwad-Patil College of Engineering & Technology Nagpur,India

ISSN NO: 2454-1958

Special Issue Tech-Ed 2016 (International Conference)

Page 322

Abstract:Nowadays,

causes

antenna or coil a transceiver (with decoder) a transponder (RF

congestions commonly around the toll gate of highway.

tag) electronically programmed with unique information the

Therefore, the new technique is urgently required to reform the

technology can also be used in toll Collection at toll gates and

problem of congestions. Automated toll collection system is

this enables the tracking of vehicles as well as the goods they

one of the methods to solve the above conditions. The

carry, in real time. Location tests done prove that RFID is the

automated system is composed of several subsystems. The

best technology for tracking items in motion. The technology

RFID

supply,

enables remote storage and retrieval of data and this is why

microcontroller, motor and inferred device are included.

developments towards wireless identification point towards

Automated system can bring the several sectors for toll gates as

low-bandwidth systems like RFID. Automated system can

saving time and reducing the human workers. Develop the

bring the several sectors for toll gates as saving time and

prototype model, which reproduces the operation states of

reducing the human workers. Develop the prototype model,

various toll gate systems: passing time and waiting time.

which reproduces the operation states of various toll gate

technology,

increasing

computer

traffic

database,

volume

power

Keywords— ATCS, RFID Reader, RFID Tag, Toll

systems: passing time and waiting time. Toll gate Automation
and Vehicle Tracking is designed to automatically keep track

Collection, prepaid account.

of the vehicle’s movement, record the time and the details like
I.INTRODUCTION

Owner’s name, date of registration, vehicle model etc. This

Radio Frequency Identification (RFID) is an auto

system is very useful for automatic vehicle tracking, time

identification technology which uses Radio Frequencies

management and also for automation of Toll gate. It explains

(between 30 kHz and 2.5GHz) to identify objects remotely.

the implementation of Toll Gate Automation which is a step

Increasing traffic volume causes congestions commonly around

towards improving the Tracking & monitoring of vehicles,

the toll gate of highway. Therefore, the new technique is

traveling in predetermined routes. In this system,

urgently required to reform the problem of congestions.

computerized system automatically identifies an approaching

Automated toll collection system is one of the methods to solve

vehicle and records the vehicle number & Time. If the vehicle

the above conditions. The automated system is composed of

belongs to the authorized person/group, it automatically opens

several subsystems. In the design, a frequency of 928MHz is

the Toll Gate and a predetermined amount is automatically

used as it is in the Industrial Scientific and Medical (ISM)

deducted from its account with the increase in the number of

band. A basic RFID system consist of three components an

vehicles on road, the task of traffic management becomes more

ISSN NO: 2454-1958

Special Issue Tech-Ed 2016 (International Conference)

a

Page 323

complex. It is hard to keep & maintain the details of the each

users. The ID number from the tag checks with the recorded

vehicle, which is running on the road. Also in case of hit and

database and deduces the toll tax. The computer and

run or carrying of illegal goods over inter-state cross boarder or

microcontroller are connected with USB cable. So, the PIC

road robbery cases, the police may not trace the culprits very

18F4550 microcontroller is very compatible for system. The

easily, as the vehicle details are not monitored continuously.

microcontroller will display the amount of deposits on LCD

Suppose The Cargo Company wants to send a message to its

and the gate will open.

on-road vehicle to stop delivering the goods to customer,

motion for closing gate automatically. “Design and develop a

policeman want to stop a vehicle which is smuggling some

Automatic toll plaza which is based on microcontroller, RFID

illegal goods or city transports want to track each buses details

technology and load cell to save the time at toll plaza and

such as departure and arrival time on bus terminal, number of

having cash free operation” “Automatic Toll Plaza” the key

round trips it has undergone in a single day. All this is possible

theme of our project is the automation. Over look of what is

by the use of automated toll gates. This system is intended to

mean by Automation. In very simple language the Automation

help the RTO, Police Department, Public Transport and Cargo

means to replace the human being from the process with the

Companies to track the vehicle.

machines. Means what presently the human is doing on the

The RFID tag and reader are contained in RFID
technology. RFID consists of the tags which can be either
active or passive tag. Passive tag do not have own power
supply, much cheaper to manufacture and small coil antenna is
used. On the other hand, active tag must have own power
supply. It has longer range and larger memories. It can store
additional information sent the RFID reader. RFID reader is an
interrogator. It is placed at the toll gate on every single row
where vehicles are passed. The reader contains an RF module,
which acts as both transmitter and receiver of radio frequency
signals. The reader generates the signal to receive the data from
tag. The received signals send to the computer system which
contains Graphical User Interface (GUI) and the database of all
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The IR sensor senses the vehicle

process now onwards the machines are going to do. Before
moving further we will just take the overlook of history of the
toll plazas. So before the 90’s decade the toll plazas were fully
manual controlled. Means there are two people for opening &
closing of the gate & another two are for reception of the
money & data keeping etc. But in 1995 when the Express ways
had been developed the semiautomatic toll plazas were
launched in which data is stored in computers & gate operation
is automatic, only two personals are required for single booth.
But here we are going to see the human less toll plaza. After
the text edit has been completed, the paper is ready for the
template. Duplicate the template file by using the Save As
command, and use the naming convention prescribed by your
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conference for the name of your paper. In this newly created

barrier.

file, highlight all of the contents and import your prepared text

previously mentioned method for collecting toll tax is time

file. You are now ready to style your paper; use the scroll down

consuming method. Chances of escaping the payment of toll

window on the left of the MS Word Formatting toolbar. The

tax are there. It leads to queuing up of following vehicles.

implementation is divided into the design of four modules,

A. Drawbacks of Existing System Both the

III.PROPOSED SYSTEM

Vehicle Module (Active Tag) and the RFID Reader Central
Database Module, Tollgate station. A.Vehicle Module (Active
tag) In this vehicle module we are used small RFID active tag
(i.e. prepaid smart card).In this prepaid card contain sufficient
amount which is deducted by RFID reader. B. RFID Reader
Module In this RFID Reader module we are used small RFID
Reader device which is used for the scanning and deducting the

The system is implemented to automatically a more
convenient way of collecting the toll and traffic management.
It’s called Electronic Toll Gate Stations using RFID
Technologies. The implementation is divided into the design of
three modules, Vehicle Module (Active Tag) and the Central
Database Module, Tollgate station. The three modules
communicate via GSM modem connected to each module. The

amount. RFID Reader only deducted amount those card
which is registered. C.Central Database Module It has two
database module first module save the information about RFID
tag(Smart card).and second database module generate the
record (e.g.vehical no.,vehicle in-out time, deducted amt etc.)
D.Tollgate Station In this module we are generating the layout
of the toll station. Which is fully automated which contains
sensor, gate and motion sensor capturing camera etc.
II.EXISTING SYSTEM
There are two ways of collecting toll tax being in practice
at present. First is the traditional manual method where one
person collects the money and issues a receipt. The other one is
Smart Card system where the person needs to scratch the smart

special feature of RFID tags it provides Security through This
report explains the implantation of automation in toll plaza
which is a step towards improving the monitoring of vehicles,
travelling in predetermine routes. The aim of our project is to
design a system, which automatically identifies an approaching
vehicles and record vehicles number and time. If the vehicle
belongs to the authorized person, it automatically opens the toll
gate and a predetermined amount is automatically deducted
from its account. This translate to reduced Traffic congestion at
toll plazas and helps in lower fuel Consumption. This is very
important advantage of this system. A.Advantages of Proposed
System Here are some advantages that can be split into the
following sections: accuracy, security, reliability, functionality,

card to the system installed at the toll tax depot to open the
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speeds of execution, financial requirements and hardware

system that the one used to issue tickets manually. This design

availability as well as user friendliness.

was functional at prototype level using low power motors to

I. Accuracy Several tests were run during the Zimbabwe
International Trade Fair (ZITF) for the whole week and the
RFID system recorded entries accurately. The system managed
to identify all the cars that passed through it. The serial
communication between the PIC and the computer was also
repeatedly tested. The results showed that there were neither
unwanted additional bits nor lost bits. There were no instances
when the gate failed to open when it was supposed to, neither
did it fail to close when it was supposed to. Generally accuracy
was high and the authors recommend the use of RFID in

operate a boom gate. V.Hardware availability However some
of the parts required to build the mechanical and billing side
are readily available. In fact the PIC18F452 used here is
available in the country although more expensive.

Cheap

available components include the serial communication
adapters, MAX232s, RS232s, resistors, transistors and relays.
VI.User friendliness Visual basic is very good at designing
smart and user friendly windows, just like any other Microsoft
Windows application. This can be seen from the graphical user
interface.

identity detection even for car parks and door entrances.

B.Features 1. RFID tag cannot be cloned, so cannot be

II.Security The system proved to be secure since it could not be

cheated. 2. Very efficient saving of time. 3. Wastage of money

cracked without the login details. No unauthorized user is

reduced. 4. Consumption of oil is reduced. 5. Pollution is

supposed to log on to the system, in case they may start editing

reduced to a large extent. 6.

their balances. However it is very difficult for subscribers to

congestion on the roadways. 8.

clone RFID tags and start using them in the road because an

maintenance cost

unrecorded/unknown tag ID is not allowed to pass. The design

Table.4.1.Data Flow Diagram of RFID Based Automated Toll

can also include IP Cameras for increased security.

Plaza System

III.

Financial Costs However, with the losses that can be incurred

Speedy transport. 7.

Less

Comparatively less

IV..Data Flow Diagram and Figure

Fig.4.1.Working of toll plaza system

because of the paper tickets, the cost of installing and using the
RFID Automatic Tollgate System is very negligible. It must be
noted that manual paper tickets can be cloned and reproduced
from somewhere.

IV.Speed of operation The experimental

results showed that a model car can be recorded and allowed to

Fig.4.2.Implementation of Toll Plaza System using RFID
Conclusion & Future Work
RFID is not replacement of Bar code but it is a technology
offering various features. RFID offers highly reliable data

pass in on an average of 5 seconds. This makes it a faster
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collection in harsh environments. RFID technology can provide
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Abstract:
In this project, we are trying to develop a new kind of
security system, which hasn’t been seen before. We are
trying to use the concept of Morse Codes used as a
communication method in emergency situation and
integrate it into an authentication security device. We
will present the user with a minimal design and interactive
device, a SINGLE SWITCH. This may be a push button
switch or a bell switch as found in most homes. The actual
use of this switch will be to provide Morse Style Inputs, in
the form of combinations of DOTS (•) and DASHES (—).
The system can be used anywhere, for soft authentication
like login system, or even where physical processes
require authentication, like opening a secured door, or a
bank locker or a vault. This system, although so powerful,
will be very cheap to implement, and can be used to
replace existing systems with more sophisticated, yet
cheaperalternatives.
KEYWORDS:Electronics single switch, Morse symbol
collection, Embedded system, Performance Evaluation,
Microcontroller based system.

I. INTRODUCTION
a.PROBLEM STATEMENT: A Morse code operator needs
to listen to the beep of the received signal to get
information from it. They have to distinguish the timing
of each beep that will eventually form a letter
or a number from a group of characters. For a competent
Morse Code operator, the sound of dit (short beep) and
dah (long beep) can be directly translated into messages
by using their ears. However, it took a lot of practice to
master the receiving skill and memorize all the codes. A
long message can be a problem to the receiving party to
translate. A piece of paper and pen may help them to
record the received messages. However, it takes a lot of
time and effort to do so and it is not practical. Nowadays,
the Morse Code is a rarely used and not many person can
do the translation. However, as a backup communication
system, somebody has to be able translate the Morse
Code. we came up with this project to help user to discern
information directly from the sound of Morse Code. An
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operator must learn how to translate a series of dots and
dashes into messages. Among difficulties faced by Morse
Code operator was to remember codes. It also requires a
lot of effort and time to discern information from codes.
Furthermore, data lost may result from mistranslated or
untranslated codes as human errors always happened
while translating Morse Code. After a quick study, it has
been discovered that the code translator using computer
software has already being used. However, it is bulky &
costly because we need to use computer to use it. It also
consumes more power.
b. LITERATURE SURVEY 1.”Implementing the Payment
Card Industry (PCI) Data Security Standard (DSS)”
ABSTRACT:Under pinned by the rise in online
criminality, the payment card industry (PCI) data security
standards (DSS) were introduced which
outlines a subset of the core principals and requirements
that must be followed, including precautions relating to
the software that processes credit card data. The necessity
to implement these requirements in existing software
applications can present software owners and developers
with a range of issues. We present here a generic solution
to the sensitive issue of PCI compliance where aspect
orientated programming (AOP) can be applied to meet the
requirement of masking the primary account number
(PAN). Our architecture allows a definite amount of code
to be added which intercepts all the methods specified in
the aspect, regardless of future additions to the system
thus reducing the amount of work required to the maintain
aspect. We believe that the concepts here will provide an
insight into how to approach the PCI requirements to
undertake the task. The software artefact should also serve
as a guide to developers attempting to implement new
applications, where security and design are fundamental
elements that should be considered through each phase of
the software development lifecycle and not as an
afterthought. 2.“Extensible Modeling and Simulation
Framework (XMSF) Challenges for Web-Based Modeling
and Simulation” ABSTRACT:As the Department of
Defense (DoD) is engaged in both war fighting and
institutional transformation for the new millennium, DoD
Modeling & Simulation (M&S) similarly needs to identify
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and adopt transformational technologies which provide
direct tactical relevance to war fighters. Today the only
software systems that can composedly scale to worldwide
scope utilize World Wide Web technologies. It is evident
that an extensible web-based framework shows great
promise to scale up the capabilities of M&S systems
to meet the needs of training, analysis, system acquisition
and tactical preview needed by operational warfighters.
Defense M&S includes a large and diverse set of
applications which individually provide advanced
computing capabilities. Embracing commercial web
technologies as a shared-communications platform and a
ubiquitous-delivery framework will enable current M&S
to fully leverage mainstream industry practices for largescale software development. Similarly, providing web
interoperability to general M&S applications can provide
broad new classes of capability for commercial,
educational and scientific applications

II. REQUIREMENT ANALYSIS:
a. Hardware specification:
8051 based microcontroller
Switch
Voltage
regulator IC, LM7805 Power indicator LED Bridge
rectifier
R-C filter
MAX 232 IC (works as a Logic
converter).
b. Software specification
Windows XP or Higher
Keil u Vision
Flash Magic
III. SYSTEM ANALYSIS AND DESIGN
In this authentication system, firstly user enter the
password in the form of dot(.) and dashes(-). Then it will
be checked with desired given designated Morse code
table, if it will be matched then the system is authenticated
otherwise it will be rejected the password and if the trial is
more than three then it automatically locked the system
and resettled it.
Details of identified modules:This project consist of two modules namely Hardware
module and Software module.
HARDWARE MODULE:1. Power supply module: The Power Supply part of the
circuit consists of a switch, a power indicator LED and
regulation components. 2. Input module: In this single key
is used to give input to the device. 3. Microcontroller
circuit module: All ports of the microcontroller are
open, and as such we can use any port for any purpose. 4.
LCD module: The LCD module consists of 16 pins, most
of which are hard wire shorted or grounded or given a
constant 5v input.
SOFTWARE MODULE:1. Input module: In this module of software part inputs are
received by input module of hardware part and then
generation of code takes place.
2. Authentication module: In this generated codes are
recognized and authentication is given to the right user.
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IV. APPLICATIONS:There are several home software and commercial software
products which claim to use keystroke dynamics to
authenticate a user:1. Intensity Analytics
2. Admit One Security-Formerly Bio Password is a
patented commercial system which uses keystroke
dynamic.
3.Bio Tracker-From
is a biometric authentication
software that uses continuous authentication to verify the
identity of a user.
4. KeyTrac-Key Trac works with any text the user enter
thus making it the first method able to analyse any text
input in the background, without disrupting the work flow
of the end user.
5. iMagic Software-It makes Trustable Passwords, a
patented commercial system which is designed for both
web
authentication
and
large-scale
enterprise
authentication in conjunction with ESSO and supports all
platforms (Windows, Mac, Linux) and major enterprise
infrastructure.
6. ID Control- Keystroke ID is easy to enrol and manage
through their fully integrated and centralized identity and
access management solution called ID Control Server.
6. Deep net Security has also developed a keystroke
biometric authentication system, Type Sense.
7. Psylock is a method for biometric authentication based
on a user's typing behaviour.
8. DiBiSoft has an implementation which uses keystroke
dynamics for Windows authentication in hidden mode.
V. MAJOR OUTCOMES OF APPLICABLE
SYSTEM:Morse code can be used for sending voice call. Morse
code can be used for sending SOS signal on a flash light.
Morse can be used in future for windows phone 7. Morse
code can be used in special forces. Morse code can be
used for glowing LED’s.
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Abstract:Secret images in Conventional visual secret
sharing are hidden in shares that are either encoded and
stored in digital form or printed on transparencies. The
shares can be meaningful images or noisy like image, which
may arouse suspicion and may be intercepted. Thus VSS
Schemes are risky for the participants who are involved and
even for the secret. In order to counter the above problem
natural image based VSS Scheme is used that shares the
commonly found and diversity of their selection drastically
reduces the suspicion. The system may be made more
efficient by introducing the concept of Encryption then
Compression(ETC) unlikely the concept of compression
then Encryption(CTE).After generating the noise like image
by encryption ,it is hidden the compressed and transmitted.
The process is reversed at the receiver end. Thus
combination of (n, n) NVSS Scheme and ETC gives
excellent solution for transmission risk problem.

secret image through various communication media to
safeguard the participants and the secrets. In (n, n) NVSS
scheme, one Secret image is shared over n-1 randomly
selected natural images (natural shares) and one noise like
image The secret image and natural shares (in print form)
generates the noise like image. The Natural Shares are

transmitted to the participants. The participants can decode
the encrypted image by orderly piling the “n” shares which
will reveal the secret image and it can be recognized by the
human visual system and do not require a computer. Secret
images can be images, handwritten documents,
photographs, etc.

Keywords:Index Terms— Visual secret sharing scheme,
natural images, transmission risk, Encryption- ThenCompression system.

Fig.1.1 Overview of Visual Cryptography

I.INTRODUCTION
Visual Cryptography is a technique that encrypts a secret
image into n shares. The image is divided into “n” pieces
which are called as shares this process is also called as pixel
expansion and it is a part of encryption. These shares are
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The major drawback of (VSS) scheme is that it suffers from
high transmission risk as the shares are like noise which
causes the attackers attention and the shares can be
intercepted [1].The VSS scheme is not user friendly [1].The
EVSS limits its practicality by using unity carrier for
sharing the images. It displays low quality image, where the
shares are easy to detect by the naked eye which causes
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interception risk due to low quality shares. By using
Stenography technique, secret image can be concealed in
cover image. With the help of Stegnoanalysis method
Stegno images can be detected. Therefore the Existing
EVCS Scheme Still must be improved for reducing the
transmission risk problem for carrier and shares. So a new
method i.e. NVSS is adopted for reducing the transmission
risk problem.
A new VSS Scheme called Natural image based VSS
Scheme (NVSS Scheme) reduces the interception risk
problem during transmission phase. The NVSS Scheme
shares a digital secret image over n-1 arbitrary natural
shares and one share. This uses a diverse image media as a
carrier for sharing digital images. The carrier media
contains digital images, printed images, hand-painted
pictures; etc. Using diverse carrier image media increases
an image that is not easily suspected as the content of
media.
He
uses
digital
shares
and
printed shares as natural shares. The digital shares can be
stored in digital devices. The printed media is send via
postal or direct mail services. Therefore he uses different
transmission channels for reducing the interception risk
during the transmission phase. Compression-thenEncryption (CTE) paradigm meets the requirements in
many secure transmissions scenarios, the order of applying
the compression and encryption needs to be reversed in
some other situations[2]. As the content owner, Alice is
always interested in protecting the privacy of the image data
through encryption.
In a (2, 2) NVSS scheme the two shares are the natural
image and generated share (i.e. cipher text) are distributed
to the two participant. In the decryption process the secret
key will be extracted from the natural image. This is how
the secret key and generated share can recover the original
secret image. The (2, 2) NVSS scheme can be extended to
(n, n) NVSS scheme by taking n-1 natural images for
generating n-1 secret keys. This is how the secret image can
be shared by using diverse natural images.
II. RELATED WORK
III.THE PROPOSED SCHEME
The (n, n)-NVSS scheme takes randomly selected n - 1
natural shares and one generated share as carrier media to
share one secret image that has 24-bit/pixel color depth [13].
The objective is to reduce the transmission risk of shares by
using diverse and innocuous media.
1. As the number of delivered shares increases, the
transmissions risk increases.
2. The transmission risk of shares with a meaningful cover
image is less than that of noise-like shares.
3. The transmission risk decreases as the quality of the
meaningful shares increases.
4. The natural images without artificially altered or
modified contents have the lowest transmission risk.
The NVSS makes use of natural image such as
photographs, paintings, landscapes etc as digital shares,
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the degree of difficulty of intercepting the shares. The
contents of natural images/shares are not altered. These non
altered natural shares are totally innocuous thus reduces the
interception probability. The noise like share can be
concealed by using various data hiding technique to
increase the security the level during the transmission
phase. The generated share is then compressed before
sending it on thechannel noise like share can be concealed
by using various data hiding technique to increase the
security the level during the transmission phase. The
generated share is then compressed before sending it on the
channel.
For example assume BOB select n-1 media as
natural shares for sharing a secret image. To reduce the
interception risk during the transmission phase BOB choose

VSS Scheme uses Transparency, Digital media, printed
media for transmission. Previous research used only
transparencies and digital media as carrier for a VSS
scheme. A VSS Scheme using Transparency as a carrier
media have noise like share or a meaningful appearance.
The noise like share is not user friendly. So Researcher tried
to improve the property of user friendliness in a VSS
scheme. Another New Scheme EVSS reduced the display
quality of the recovered image which did not reduce the
interception risk during transmission. A new Scheme called
NVSS Scheme is developed where a secret image is shared
via natural images [3]. In this study we make an extension
to the previous work where possibility of adopting the
unaltered printed media as share is adopted. The share then
is compressed after the encryption process which
implements the ETC scheme. This compression works in a
lossless image scenario.

Fig.3. Process at the receiver side

making use of natural shares rather than noise like
image can reduce the transmission risk to certain extent the
natural shares can be in digital or printed form. In the
encryption process only features are extracted from the
natural shares; it
does not alter the natural shares. The unaltered natural
shares are delivered by participants who are involved in the
NVSS scheme, by the owners of the photographs, or via
public Internet [8]. Because the natural shares are not
altered, it is likely that they will not arouse suspicion during
transmission.
Even if the natural shares are intercepted, it will
not be possible to verify that there is any hidden information
in the images before reaching the decryption threshold. In
such a scenario, the transmission of the innocuous natural
shares is more secure than the transmission of shares in
another form, such as noise-like or meaningful shares.
Another share, which is generated by the secret image and
features that are extracted from n - 1 natural share, can be
hidden behind other media, then compressed and then
delivered via a high-security transmission channel.
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It includes three main phases: feature extraction, encryption,
compression .In feature extraction 24 binary feature images
are extracted from each natural share, which includes np
printed images and nd digital images, where n=nd+np+1. In
the encryption phase, XOR operation is performed between
the n - 1 feature images (F1,…, Fn-1) with 24-bit/pixel color
depth and the secret image to generate one noise-like share
S with 24-bit/pixel color depth., the share is concealed
behind cover media or disguised with another appearance by
the data hiding process to reduce the transmission risk of
1
share S.
Noisy
3
2

The generated share is then compressed using any one of the
compression technique like LZW, Run-length Coding,
Dictionary based Coding.
The n shares in the (n, n) NVSS Scheme are the n-1
innocuous natural shares and the compress share. When all
these n shares are received at decryption end it first
decompress the generated share, it then extracts n-1 feature
images from all natural shares and then perform XOR
operation with compressed share to obtain the original
image.

Share

Secret

1

2

3

Image

Secret
Image
(SE)

Printed
Images
(P)

Digital
Images
(D)

Secret Image
Feature Extraction
Noisy Share

F1, F2, F3….Fn

Encryption

Data Hiding

Noisy
Share

1

2

3

Compression

Generated Share S’’
Fig.4.a. Encryption Process

Noisy Share
Generated Share S’’

Secret Image
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Decompression

Printed
Images(P)

Digital
Images(D)

generated share. The original feature matrix is disordered by
adding noise Qc number of black feature pixels f x,y=0 are
altered to f x,y=1 and vice versa. Qc is calculated by the
given formula
𝑄𝑐 = 𝑏 2 /2 ∗ Pnoise
Eq. (3)
P noise is the salt and paper noise whose value ranges from 0
to1 here P noise =0.5
A. Encryption/Decryption
The (n ,n)-NVSS schemes encrypts a secret image by n-1
natural shares and one noise share.
The process of decryption is just the reverse process of
encryption.

Feature Extraction

S’

Data Extraction

F1,F2,F3…….

Decryption

Recovered Image
A.Feature Extraction:
The feature extraction module consists of three
processes—binarization, stabilization, and chaos processes.
First, a binary feature matrix is extracted from natural image
N via the binarization process [7]. The stabilization balances
the occurrence frequency of values 1 and 0 in the matrix.
Finally, the chaos process scatters the clustered feature
values in the matrix.
In binarization process, a set threshold is
determined by a simple threshold function F to determine a
binary feature value. Median M is calculated to obtain
approximate appearance for binary values 0 and 1.Median
M is the threshold value. Therefore
Ƒ(Hx,y) = {

1 𝐻 𝑥,𝑦 ≥ 𝑀
0 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

Fig.5. Experimental results of Feature Extraction taking 3 natural shares

Eq.(1)

In the stabilization process the number of black and
white pixels are balanced in each block the number of
unbalanced pixels Qs is calculated by using the formula
𝑄𝑠 = (

∀𝑥1≤𝑥≤𝑥𝑏 𝑓 𝑥,𝑦
)
∀𝑦1≤𝑦≤𝑦𝑏

−

𝑏2
2

Eq. (2)

Fig.6. Experimental results of Encryption and Decryption Process

B. Share Hiding
Depending upon the value of Qs f x,y=1 is randomly selected
and the values of these pixels is set to 0.
The third process of chaos is used to eliminate the
texture which appears on the extracted feature image and the
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After the encryption process, now the noise share is hidden
and a new generated share is obtained by using the Share
hiding technique.
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In the Share Hiding technique the noise share is hidden in
an image. The process of hiding the noisy share in an image
is shown in fig.7.
C. Decompression
Now this generated share is compressed which clears the
idea of this paper i.e. ETC scheme. First encrypting the
image and then compressing it before sending on the
transmission media. For this process of compression there
are various techniques like LZW, Run Length coding,
Dictionary based Coding etc. from which comparatively
better method may be used.

arbitrary chosen images which are unaltered [1]. These
unaltered natural images are totally innocuous thus greatly
reducing the interception risk during transmission phase in a
Encryption- then -Compression (ETC) System [2]. Here we
are with the results of Feature Extraction Process and the
Encryption and Data Hiding .The further process of
compression is in progress.

Reference
[1] Kai-Hui Lee and Pei-Ling Chiu, “Digital Image Sharing by Diverse
Image Media,” in IEEE transactions on information forensics and security,
vol. 9, no. 1, January 2014.
[2] Jiantao Zhou, Xianming Liu, Oscar C. Au, Yuan Yan Tang “Designing
an Efficient Image Encryption-Then-Compression System via Prediction
Error Clustering and Random Permutation,” IEEE
transactions
oninformation forensics and security, vol. 9, no. 1, January 2014.
[3] “Designing an Efficient Image Encryption-Then-Compression System
via Prediction Error Clustering and Random Permutation,” IEEE
transactions on information forensics and security, vol. 9, no. 1, January
2014.
[4] M. Naor and A. Shamir, “Visual cryptography,” in Advances in
Cryptology,vol. 950. New York, NY, USA: Springer-Verlag, 1995, pp. 1–
12.
[5] R. Z.Wang, Y. C. Lan, Y. K. Lee, S. Y. Huang, S. J. Shyu, and T. L.
Chia,“Incrementing visual cryptography using random grids,” Opt.
Commun.,vol. 283, no. 21, pp. 4242–4249, Nov. 2010.
[6] P. L. Chiu and K. H. Lee, “A simulated annealing algorithm for
generalthreshold visual cryptography schemes,” IEEE Trans. Inf. Forensics
Security, vol. 6, no. 3, pp. 992–1001, Sep. 2011.
[7] K. H. Lee and P. L. Chiu, “Image size invariant visual cryptography
forgeneral access structures subject to display quality constraints,”
IEEETrans. Image Process., vol. 22, no. 10, pp. 3830–3841, Oct. 2013.
[8] C. N. Yang and T. S. Chen, “Extended visual secret sharing
schemes:Improving the shadow image quality,” Int. J. Pattern Recognit.
Artif.Intell., vol. 21, no. 5, pp. 879–898, Aug. 2007.

Fig.7.Data Hiding Process

[9] K. H. Lee and P. L. Chiu, “An extended visual cryptography
algorithmfor general access structures,” IEEE Trans. Inf. Forensics
Security, vol. 7,no. 1, pp. 219–229, Feb. 2012.

Original Image
Image

Extracted Image

Embedded

Fig.8.Experimental result of Share Hiding

At the receiver side, in decryption phase reverse
process is repeated. On receiving the compressed share, it is
first decompressed; the hidden information is then extracted
from the share. The share extraction algorithm is used for
extracting a feature matrix. It is then decrypted with the help
of Printed image and Digital Image and the original Image is
recovered.
IV.CONCLUSION
The paper proposes a (n, n) NVSS scheme in an
ETC system. Using diverse image media, it includes n-1
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Abstract
With expanded desires for organic product results of top

reviewing procedure of the natural product is vital to

notch and wellbeing gauges, the requirement for precise,

enhance the nature of organic products. Notwithstanding,

quick and target quality determination of these attributes in

organic product reviewing by people in rural industry is not

natural product items keeps on developing. PC vision gives

adequate, requires substantial number of works and causes

one distinct option for a mechanized, non-damaging and

human slips. Programmed reviewing framework paces up

financially savvy system to finish these prerequisites. This

the procedure as well as gives exact results. In this way,

examination methodology in light of picture investigation

there is a requirement for an effective organic products

and handling has discovered a mixed bag of diverse

reviewing or characterization routines to be created. Organic

applications in the organic product industry. Mechanized

product's shading, size, weight, part surface, readiness are

examination of Mac quality includes PC acknowledgment of

critical elements for precise grouping and sorting of natural

good apples and flawed apples in light of geometric or

products, for example, oranges, apples, mangoes and so on.

factual components got from apple pictures. This venture

Goal of this paper is to underscore on late work provided

introduces the late advancements of picture handling and

details regarding a programmed natural product quality

machine vision framework in a mechanized natural product

identification framework. This venture exhibits the picture

quality estimation framework. In rural segment the

handling methods for highlight extraction and arrangement

effectiveness and the exact reviewing procedure is

for organic product quality estimation framework.

exceptionally vital to expand the efficiency of produce.

Keyword: Image analysis and Processing, Computer

Ordinary fantastic natural products are sent out to different

vision, Fruit, Grading and Sorting, Machine Vision,

nations and create a decent pay. That is the reason the

Online inspection, PIC microcontroller, conveyor belt,
grading system

I.INTRODUCTION:

for Machine learning. Utilizing pictures for the route of

Computerized pictures are a standout amongst the most key

robots is a case of the same. Different applications, for

medium of passing on data. Extricating the data from

example, extricating defame tissues from the body checks

pictures and comprehension them such that the removed

and so forth frame an indispensable piece of Medical

data can be utilized for a few assignments is a vital normal

conclusion. Picture division is one of the introductory strides
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in course of comprehension pictures and afterward finds the

procured pictures. It is a standout amongst the most

distinctive items in them.

significant parts of picture examination and example

Cutting edge agrarian science and innovation is compelling

acknowledgment and still is considered as most difficult

development. The estimation of natural product relies on

undertakings

upon the nature of organic product. It is a vital issue how to

investigation. It has application in a few ranges like

test nature of organic product in horticultural science and

Analysis of Remotely Sensed Image, Medical Science,

innovation. The traditional methodology of organic products

Traffic System Monitoring, and Fingerprint Recognition etc.

quality appraisal is finished by the specialists and it is

Picture division systems are by and large taking into account

extremely tedious. Deformity division of organic products

one of two major properties of the force estimations of

can be seen as an example of the picture division in which

picture pixels: closeness and brokenness. In the first

we are intrigued just to the absconded part of the picture.

classification, the idea is to parcel the picture into

Picture division involves the partition or division of the

distinct districts such that the picture pixels fitting in with a

picture into regions of comparable properties. In another

locale are comparable as per an arrangement of predefined

route, division of the picture is only pixel characterization.

criteria's. Though, in the second class, the idea of allotment

The trouble to which the picture division procedure is to be

a picture on the premise of unexpected changes in the power

completed for the most part relies on upon the specific issue

qualities is utilized. Edge location method is an illustration

that is being understood. It is dealt with as a critical

of this classification which is like the limit extraction.

for

the

picture

preparing and

picture

a few

operation for important translation and investigation of the
ists have been taking a shot at these two methodologies for

between two back to back crests can be considered to a

quite a long time and have given different routines

solitary group. A weakness of this technique is that it is not

considering those district based properties personality a

ready to sort when the picture has no reasonable dim level

main priority. In any case, still, there is no altered

histogram crest. Another burden of this technique is that the

methodology for the picture division. In light of the

progression of the fragmented picture areas can't be

intermittence or comparability criteria, numerous division

guaranteed. We ought to concentrate on worldwide crests

strategies

be

that are liable to compare to the overwhelming picture areas

comprehensively grouped into six classifications: (1)

for the histogram based division system to be effective. The

Histogram based system, (2) Edge Detection, (3) Neural

edge identification strategy is broadly utilized ways to deal

Network based division techniques, (4) Physical Model

with the picture division issues. It chips away at the premise

based methodology, (5) Region based routines (Region part,

of the discovery of focuses considering sudden changes at

Region developing and blending), (6) Clustering (Fuzzy C-

dim levels. A hindrance of the edge identification system is

means bunching and KMeans bunching).

that it doesn't function admirably when there are numerous

Histogram

have

based

been

presented

picture

division

which

can

procedures

are

edges in the picture in light of the fact that all things

computationally exceptionally proficient when contrasted

considered the division method creates an over fragmented

with other picture division methods on the grounds that they

yield, and it can't without much of a stretch recognize a limit

generally require just a solitary go through the picture

or shut bend. For an edge based division system to be

pixels. In this system, a histogram is ascertained from the

productive, it ought to recognize the worldwide edges and

greater part of the picture pixels, and the crests and valleys

these edges must be nonstop.

are identified in the histogram. Presently the picture pixels
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Neural Network construct picture division depends with
respect to preparing little areas of a picture utilizing a neural

Literature Review:

system or an arrangement of diverse counterfeit neural

1.

systems. After this, the choice making system denote the

utilizing ACM and FCM calculations

districts of a picture on the premise of the classification

In this paper, we demonstrate a customized computation

perceived by the simulated neural system. Kohonen self

to section the inward structure of pomegranate. Since its

arranging guide is a sort of system outlined particularly for

energy of stem and calyx is close to the internal tissues,

such kind of issues.

the stem and calyx pixels are regularly named to within

The physical model based picture division system accept

tissues by division figuring. To handle this issue, at

that for a picture, singular areas take after a repeating type

first, the normal item shape is isolated from its

of geometrical structure. This sort of division strategies

experience using element structure model (ACM). By

utilizes surface component.

then stem and calyx are evacuated using morphological

The district based picture division technique utilizes the

channels. Finally the photo is isolated by feathery c-

similitude of pixels inside of an area in a picture. At times a

infers (FCM). The test outcomes identify with a

half and half strategy fusing the district based and edge

precision of 95.91% in the region of stem and calyx,

based routines have been ended up being exceptionally

while the exactness of division augmentations to

valuable for a few applications. The seeded locale

97.53% when stem and calyx are at first emptied by

developing technique was the first area developing system.

morphological channels.

Bunching based picture division strategies are likewise

2.

utilized by numerous specialists [1] [2]. The division

A structure for perceiving surface deformations on

strategy consolidating grouping methodologies experiences

apples was arranged, in light of analyzing pictures

incredible challenges when processing the quantity of

acquired while apples were turning before the camera.

bunches that are available in the component space or

Exactly when various pictures were joined and

separating the fitting element. This kind of picture division

similarities made for turn, dull regions realized by

is generally utilized because of the straightforwardness of

defects would appear with practically the same shape

understanding and more precise result.

and at the same spot in three or more edges. The

This

paper

displays

an

effective

picture

division

Segmentation of pomegranate MR pictures

Image examination for apple deformity location

proposed count had the limit recognize surrenders, for

methodology utilizing K-means grouping strategy in light of

instance, wounds, ice damage, and scab.

shading elements from the pictures. Imperfection division is

3.

done into two stages. At in the first place, the pixels are

Fresh Fruits in Hypermarket

grouped in view of their shading and spatial components,

In this work, a push to apply the exploratory advances

where the bunching procedure is proficient. At that point the

of common item quality recognizable proof to the

bunched pieces are converged to a particular number of

advancing channel has been done. The present situation

locales. Utilizing this two stage technique, it is conceivable

at various natural item centers as for quality control is

to expand the computational productivity maintaining a

overwhelmed by the snappy advancement of things, and

strategic distance from highlight extraction for each pixel in

the brief time available to perform evaluations,

the picture of natural products. In spite of the fact that the

moreover by virtue of the lacking usage of adaptable

shading is not normally utilized for deformity division, it

devices to measure quality parameters. Yet much

delivers a high discriminative force for distinctive areas of

advance has been proficient in consistent labs on sensor

the picture.

development and common item quality, there is a need

Design Guideline for Quality Assessment of

of mechanical trade from investigation to industry. The
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genuine quality control that is being finished in the

item bunching. In proposed system a vital utilization of

natural item trading centers, as it has been found in the

picture preparing in determination of apple quality is

charging association, is deficient and subjective,

concentrated on, and a programmed calculation is proposed

performed on a very basic level by a visual audit. The

keeping in mind the end goal to focus apples skin shading

proposed quality control structure, sorted out in two

deformities. In the first place, this picture is changed over

control methods, joins the use of picked electronic

from RGB to shading space L*a*b*. At that point organic

estimation contraptions, quantifiable frameworks and

product shape is separated by ACM calculation. At last, the

PC help to procure an intensive control of the common

picture has divided utilizing SHFCM calculation. Here we

item dealt with step by step in a hypermarket of normal

consider expanding the effectiveness of calculation more

item center had a portrayal accuracy of 96% for the

than 95%.

examples in these trials. This examination was upheld

Algorithm Used

by blessing KBN Nr 6P06R0452. „Computer vision

Color-Based Segmentation Using K-Means Clustering

structure dedicated to gage Mac quality

Step 1: Read Image

4.

Step 2: Convert Image from RGB Color Space to L*a*b*

Quality estimation of products of the soil

This paper focuses to look at and control quality, one

Color Space

must have the ability to evaluate quality-related

Step 3: Classify the Colors in 'a*b*' Space Using K-Means

attributes. Nature of produce joins unmistakable

Clustering

qualities,

Step 4: Label Every Pixel in the Image Using the Results

nutritive

mechanical

qualities,

properties,

blend

valuable

constituents,

properties

and

disfigurements. Instrumental estimations are frequently

from KMEANS
Step 5: Create Images that Segment the Image by Color.

needed to material appraisals in examination and
business circumstances in light of the way that they

CONCLUSION:

lessen mixed bags in judgment among individuals and

The robotized appraisal of cultivating things, regular items

can give a run of the mill tongue among researchers,

particularly, is a basic system as it decreases human

industry and purchasers.

relationship with the researched stock, portray generally
faster than individuals and tend to be steadier in plan.

Proposed Architecture

The division of disfigurements in natural items is

The fruit products comprise of different sorts of outside
deformities

in

distinctive

sizes.

Expanding

client

information about item quality prompts focused products of
the soil exchange. High caliber is the primary purpose
behind survival of fruit products trade. Continually, creating
superb items and utilizing picture preparing as a part of
examination of its quality are essential. In conventional
dependable quality strategy, human administrators are
utilized. It is exhausting and prolonged. Case in point the
majority of the nourishment items are grouped via

proposed and surveyed in this paper. The proposed
philosophy used K-Means gathering and Fuzzy CMeans bundling to area defects in different sorts of
characteristic item pictures. Test results suggest that the
computations have the ability to parcel the blemishes
93% precision. The huge burden of K-Means is that,
there might be a skewed batching result if the gathering
number assessment is misguided. It is overcome to
certain degree in the proposed framework by choosing
the amount of clusters using the photo's histogram. The

occasional laborers. Work movement is at times long and
working condition is hard and basically there is time
photo is furthermore pre-taken care of to remove confusion.
restriction for dependability of items freshness. In vicinity of
a few and complex components, human lapse is expanded in
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Abstract: High-performance computing (HPC) generally
refers to the practice of aggregating computing power in a way
that delivers much higher performance than one could get out
of a typical desktop computer or server in order to solve large
problems in science, engineering or business. Depending on
the problem type and the science and algorithm used, these
applications can require just one or thousands of compute
cores running together. IT organizations are facing increasing
pressure to deliver critical services to their users while their
budgets are either reduced or maintained at current levels. This
paper focus on improving performance in cloud.
Keywords—authenticity, integrity, digital images,
tampering, image forensic.

I.

INTRODUCTION

Cloud Computing allows customers to utilize resources and
software’s which are hosted by service providers. It mainly
reduces infrastructure investment and maintenance cost.
Computing infrastructure is not known to the users and
resources are provided virtually in cloud. High Performance
Computing (HPC) allows scientists and engineers to solve
scientific, engineering and business problems using different
applications that require high computational capabilities. HPC
applications are mainly categorized into two types; they are
closely coupled applications, loosely coupled applications. To
run these HPC applications it requires expensive hardware,
and users have to wait to make use of the shared memory. We
can run these HPC applications in Cloud; within the cloud no
waiting time is required and there will be no need of Initial
investment cost. With the advent of Cloud Computing and
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benefits of IaaS and PaaS, scientists and engineers are able to
deploy their HPC applications in the cloud without worrying
about the costs associated with infrastructure and other costs.
Government and research community. Scaling an existing data
center in many cases is not possible as demands from users
increase, and as the real estate or construction costs become
too high or unavailable. Cloud computing can offer IT
departments the ability to respond to critical needs while costs
remain under control and predictable. With more compute
power available to organizations than previously possible,
business innovation on many fronts is just a click away when
working with a cloud computing provider.
1.

Industries/Uses of Cloud Computing for HPC
Applications

Various industries have adopted or are in the planning and
evaluation phase for using the cloud for HPC applications.
Within the realm of technical computing, certain workloads
are suited to a cloud-based HPC environment. Workloads
could be considered either loosely coupled or tightly coupled.
In each of the industries discussed below, multiple jobs
submitted with different input parameters would be loosely
coupled and not require a low- latency, high-speed
interconnect, while a job that requires the use of multiple
systems working in concert would be tightly coupled and need
IB. Figure 1 shows a loosely coupled system where there is no
need for node-to-node communication at high speed.
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chemistry and physics within that cell. The data (temperature,
wind direction, etc.) then needs to be communicated to its
neighboring cells and the simulation can continue. These
applications require a very fast and low latency interconnect
and are written using the MPI application programming
interface.
CONCLUSION
From HPC running on cloud is concluded that it provide the
higher speed with lower cost on resources.

Figure 1 – Loosely Coupled System
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Figure 2 – A Tightly Coupled System with InfiniBand

Life sciences
Genomics and computational chemistry are two examples
of applications that can be offloaded to a cloud infrastructure.
Each requires significant computing resources with a large
number of cores for maximum application performance. In
addition, many of these applications and.
Since the problem of image forensics is very broad, this
paper focuses on forgery detection in digital images. There are
three lead directions for image forensics research.
algorithms lead to tremendous performance when GPU
accelerators are available.

Weather modeling and forecasting
Predicting the weather for the next hour, day, week or month
has become extremely important for a wide range of
organizations. Breaking up the water, land and atmosphere
into massive amounts of 3D cells, scientists can model the
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Abstract: Over the last few years in the field of computer
vision, face recognition is one of the most popular area. It has
become most successful applications of image analysis and
understanding. Face recognition is used for identifying or
verifying a person, present in the image or video frame. It also
compares selected facial features of input image with the
stored database. Computer science researchers, neurologists
and psychologists are taking more interest towards face
recognition. Face recognition has more applications in various
fields such as security systems, video conferencing,
identification and authentication. While recognizing the face
certain features are extracted. These features are stored into
excel file to form a datasheet. Face present in a video frame
may not be a frontal view, in order to overcome this problem it
is recommended to store the multiview images of an input
image. To generate multiview images Partial Least Squares
(PLS) method is used. PLS method performs feature
extraction method like Gabor features for frontal gallery
images. PLS method is used to convert a frontal image into
non-frontal images (cross pose images). In this paper, there are
three main parts a) To extract the frames from video. b) To
generate cross pose images and c) To recognize face from a
selected frame.
Keywords— Face Recognition, Partial Least Squares
Method, Gabor features, Cross Pose Images.
I.INTRODUCTION
Image processing is a method to convert an image into
digital form and perform some operations on it, in order to
get an enhanced image or to extract some useful
information from it. It is a type of signal dispensation in
which input image, like video frame or photograph and
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output may be image or characteristics associated with that
image. Feature plays a very important role in the area of image
processing. Feature extraction techniques are helpful in
various image processing applications e.g. character
recognition.
In image processing, feature extraction starts from an initial
set of measured data and builds derived values (features)
intended to be informative, non-redundant, facilitating the
subsequent learning and generalization steps, in some cases
leading to better human interpretations. Feature extraction is
related to reduction. When the input data to an algorithm is too
large to be processed and it is suspected to be redundant, then
it can be transformed into a reduced set of features (also
named features vector). This process is called feature
extraction. The extracted features are expected to contain the
relevant information from the input data, so that using this

reduced representation instead of the complete initial data can
perform the desired task.
There are number of existing methods for facial recognition.
These methods are based on frontal view face data. There are
few methods, which are based on non-frontal view face
recognition method. In most of the face recognition algorithm,
“Feature space” approach is used. In this approach, different
feature vectors are extracted from face. These distances are
compared to determine matches. Partial least square is a
popular method for soft modeling in industrial applications.
Partial Least Squares (PLS) to compute pair wise poseindependent coupled subsector recognition paces have
achieved good results on this problem. Analysis of the PLS
approach for pose-invariant face recognition. The use of
different alignment methods can have a significant influence
on the results.
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II. LITERATURE REVIEW
A. “Analysis of Partial Least Squares for Pose-Invariant Face
Recognition”
Mika Fischer [1] et al[1], proposed experimental analysis of
the PLS approach for pose-invariant face recognition and find
that the use of different alignment methods can have a
significant influence on the results. Author proposes a simple
and consistent alignment method that is easily reproducible
and uses only few hand-tuned parameters. Further, authors
find that block-based approaches outperform those using a
holistic face representation. It shows that local PLS using
simple intensity values perform almost as well as more
sophisticated feature extraction methods like Gabor features
for frontal gallery images. However, Gabor features perform
significantly better with non-frontal gallery images. The
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achieved results exceed the previously reported results for the
CMU Multi-PIE dataset on this task with an average
recognition rate of 90.1% when using frontal images as gallery
and 82.0% when considering all pose pairs.
B. “Face Recognition System with GUI Using Digital Image
Processing”
Himani [1] et al[1], Explained how to face recognize with GUI
using digital image processing. A facial recognition system is
a computer application for automatically identifying or
verifying a person from a digital image or a video frame from
a video source. In this paper also given that how to compare
selected facial features from the image and a facial database.
Given comparison to other biometrics such as fingerprint or
eye iris recognition systems for security purpose. It explains
Feature based eigen face method provides a bette
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alternative to existing methods. Feature based eigen faces
approach excels in its speed and simplicity and delivers good
recognition performances under controlled conditions. In this
paper have specified the importance of face recognition using
eigenvectors and also highlighted the applications involving
feature based eigen face approach viz., robotics and crime
investigation.
C. “Coupled Bias–Variance Tradeoff for Cross-Pose Face
Recognition”
Annan Li [3] et al[3],information given about the face
recognition across pose differences from the viewpoint of
regression. Faces can be well represented by linear subspaces.
From this viewpoint, authors first revisited the problem of
recognizing faces across pose differences, which is a
bottleneck in face recognition.Then, authors propose a new
approach for cross-pose face recognition using a regressor
with a coupled bias variance tradeoff and found that striking a
coupled balance between bias and variance in regression for
different poses could improve the regressor-based cross-pose
face representation, i.e., the regressor can be more stable
against a pose difference. With the basic idea, ridge regression
and lasso regression are explored. Experimental results on
CMU PIE, the FERET, and the Multi-PIE face databases show
that the proposed bias–variance tradeoff can achieve
considerable reinforcement in recognition performance.
III. Proposed Approach
The proposed methodology is all about to recognize any
person's face from any view and check whether a person is
known or not. To work with this system, first step is to
generate database. To generate database “Partial Least Square”
method is used. This algorithm will take a 2D face image from
frontal view and generates different cross pose images of the
input face. In this system, a video is an input, which is divided
into number of frames. Just select any one frame, convert it
into grayscale image and apply face recognition technique,
which will compare that face with database and gives output
whether that person is known or known.
The whole system is divided into two parts
A. To create database
B. To recognize face
A. To Create Database
In order to recognize face, database plays a very important. To
create database following steps are used.
Feature Extraction
Alignment
Partial Least Square Method
Storing

Fig. 1 Feature Extraction
This will form one datasheet storing values of different
features.
Alignment
After extracting features, it is necessary to identify which pose
to be generated either in 30o, 45o, 60o, 90o from left side or
right side. It is necessary because for each angle there are
different formulae.
Partial Least Square (PLS)
After extracting features and identifying angle, Partial Least
Square method is applied. The PLS method will calculate
different values. These values are actually the new values
indicating the distance between eyes, nose, mouth, their
shapes and their relationship.

Fig :2: Illustration of aligned parameters
To generate cross pose images, PLS method will generate
different values for features. Then the system will rotate the
face roughly to a particular angle. Then it matches whether the
rotated image is having same features as it has calculated with
the help of PLS method. If it is not equal, then some
adjustments are done to generate the correct face.
Storing
After generating multiview face images of an input image, all
the images are stored in one file along with some information
like name, age, phone number etc. of an input image. This
information is retrieved while recognizing face, the
information about the input image will be displayed on screen.

Feature Extraction
A 2D image(face image) is an input. Different features are
extracted from this image using Feature Extraction technique.
This technique will extract different features like distance
between eyes, nose, mouth, their shapes and their relationship.

Fig.3. Steps to create database
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a. To Recognize Face
In order to recognize face, database plays an important role,
which is generated by using Partial Least Square method. The
following steps are used to recognize face
Input
Generating and Selecting Frame
Face Recognition
Output
Input
A video file is given as an input to the system. A file must be
in .avi file.
Generating and Selecting Frames
An input video file is divided into number of frames. Frame is
a type of an image. Among 'n' number of images, a single
image is selected, where a face is present. It is not necessary to
select an image that is having only front face. A cross pose
face image can also be selected to recognize face.
Face Recognition
A selected frame is passed through face recognition method.
In face recognition method following steps are used
i. Feature Extraction
ii. Comparing and Matching
i. Feature Extraction
To extract the features, it is necessary to give information
about the alignment of selected frame. According to this
alignment, it will extract the features.
ii. Comparing and Matching
The extracted features are compared with the database. The
face recognition algorithm is used to match an input image
with the database.

Fig .5.Flowchart of the System
IV. CONCLUSION
The proposed approach is used to detect the non-frontal face.
This system checks whether the input person is known or
unknown. The whole system is divided into parts, first to
create database and other to recognize face. The system
generates the non-frontal face of the input (frontal) face with
the help of Partial Least Squares (PLS) method. Feature
extraction technique and gabor methods are used for face
recognition. Partial least square method forms the database of
the actual system.
V. Acknowledgement
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Fig.4. Steps for Face Recognition
Output
Whenever the image is matched in the database, it will extract
information about that file and if none of the image is matched
then it will display the message as “unknown person”.
The proposed architecture is explained with help of following
flowchart. The whole system is divided into two main parts
i.e. creation of database and face recognition.
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Abstract: Data sharing is one of the important aspects of cloud storage. In
this paper we show how to share the data with the others in cloud storage in
a secure and efficient manner. We are proposing new public key
cryptosystem that produces constant size cipher texts such that it authorize
and delegate the decryption rights for any set of cipher text. The specialty of
this system is that it aggregate any set of secret keys and make it compact
single key that posses the power of all keys. This compact aggregate key
can be efficiently sent to others. For the encryption we are using AES
algorithm which is one of the most powerful encryption. By combining the
AES algorithm and KAC algorithm we are making the system more
efficient and the problem of key management will be reduce. Main

objective of this paper is to store data securely in cloud storage and
maintaining the security while accessing the data.

Index term: Cloud storage, data sharing and key aggregated
encryption
I.INTRODUCTION
There is no concern about the fact that cloud computing has been growing
day by day. Companies all over the world are tuning to different cloud
platform for their I.T needs. It is the fact that, 80 % of assets of 1000
companies was used various aspect of cloud computing in the year 2013 &
20% do so without buying single piece of hardware.

What is cloud computing? U.S national institute of standards
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and technology gives definition: The cloud enables convenient ,on demand
network access to a shared pool of computing resources-networks, servers,
storage applications, and services among others several key features are
crucial to the cloud offering and to today’s dynamic business environment.
Cloud computing fails in some security measures the threat to the security
of clouds is data theft attacks. Data sharing is one of the important aspects
of cloud storage. In this paper we show how to share the data with the
others in cloud storage in a secure and efficient manner.
We are proposing new public key cryptosystem that produces constant size
cipher texts such that it authorize and delegate the decryption rights for any
set of cipher text. Here we are using Microsoft azure as cloud storage and
AES algorithm for the encryption. Data which is going to be share is
divided into four parts using simple random sampling after that there is key
generation using auto key generation. By using this key encryption is
performed and data is going to be encrypted which is going to be store in
different containers of cloud storage. Now if authorize user wants this data
than data owner give Master secret key that posses the power of all keys to
that legal user now this Master secret key will be enter by the legal user
than automatically data is merge from different cloud storage containers and
it is going to be downloaded by the legal user. In this way data is going to
share in secure manner without losing confidentiality of data which is our
main objective.

A. Features of cloud computing:
Cloud computing is defined by five features




B. Service models of cloud computing:
Various service models of cloud computing are:
a)

Software as a Service (SaaS): In a Software as a Service model
pre-made applications, along with any operating system, software,
hardware and network.

b)

Platform as a Service (PaaS): In a Platform as a Service model
user can develop his own software and applications. Basically it
provides platform to develop various software and applications.

c)

Infrastructure as a Service (IaaS): In Infrastructure as a Service
user can develop or install his own operating system, software and
applications rather than purchasing servers, network devices, etc.

C. Deployment models of Cloud computing:



On-demand self service: Establish manage and terminate
services on your own, without involving service
provider.



Broad network access: Use a standard browser to access the
user interface, without any unusual software adds-on or
specific operating system requirement.
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Resource pooling: Share resources and cost across large pool
of users, allowing for centralized and increased peak load
capacity.
Rapid elasticity: Leverage capacity as needed, when needed
and give it back when it is no longer required.
Measured services: Consume resources as service and pay
only for resources use.

The deployment models of cloud computing are categorizes
according to their accessibility, structure of organization and
provisioning location. They are:
a)

Public cloud: Public cloud is depend on standard cloud
computing model in which service provider makes all the
resources available to general public over the internet.

b) Private cloud: Private cloud is acquire by an organization
which is hosted externally or internally and manage
internally or by trusted third party. Private cloud can only
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access by members, employs and trusted third party of
organization.
c)

Community cloud: In community cloud the infrastructure is
shared among several organization from some specific
community which is manage internally or by trusted third
party and also host internally or externally.

d) Hybrid cloud: Hybrid cloud is the combination of public,
private or community clouds.

Azure Compute (Web and Worker Roles). An Azure application consists
of one or more hosted roles running within the Azure data centers.
Typically there will be at least one web role that is exposed for access by
users of the application. A web role is supported by Internet Information
Service (IIS) 7.0 and ASP.NET. The application may contain additional
roles, including worker roles, that are typically used to perform background
processing and support tasks for web roles.
Virtual Machine (VM role). This role allows us to host our own
custom instance of the Windows Server 2008 R2 Enterprise or
Windows Server 2008 R2 Standard operating system within an
Azure data center.
DATA MANAGEMENT IN MICROSOFT AZURE:-

II. MICROSOFT AZURE
Microsoft Azure provides a Microsoft Windows Server based computing
environment for applications and persistent storage for both structured and
unstructured data, as well as asynchronous messaging. Azure also provides
a range of services that helps us connect users and on-premises applications
to cloud-hosted applications, manage authentication, use inter-service
messaging, and implement data management and related features such as
caching.
Azure also includes a range of management services that allows us to
control all these resources, either through a web-based user interface (a web
portal) or programmatically. In most cases there is a REST-based API that
can be used to define how our services will work. Most management tasks
that can be performed through the web portal can also be performed using
the API.
MICROSOFT AZURE’s COMPUTE ENVIRONMENT:The Azure compute environment consists of a platform for applications and
services hosted within one or more roles. The types of roles we can
implement in Azure are:
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Azure, SQL Azure, and the associated services provide
opportunities for storing and managing data in a range of ways.
The following data management services and features are
available:

Azure Storage. This provides four core services for
persistent and durable data storage in the cloud. The four storage
services are listed below:
1.

The Azure Table Service:- The Azure Table Service
provides a table-structured storage mechanism and supports
queries for managing the data. The Azure Table Service is a
No SQL offering that provides schema-less storage. It is
primarily aimed at scenarios where large volumes of data
must be stored, while being easy to access and update.

2.

The Binary Large Object (BLOB) Service:- The Binary
Large Object (BLOB) Service provides a series of containers
aimed at storing text or binary data. It provides both Block
BLOB containers for streaming data, and Page BLOB
containers for random read/write operations.
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3. The Queue Service:- The Queue Service provides a mechanism for
reliable, persistent messaging between role instances, such as
between a web role and a worker role.

key through KeyGen. Encryption of messages will be done
through Encrypt by anyone or data owner and also decides
which cipher text class is associated with the plaintext message
which is to be encrypted. Owner of the data will use master
secret key to generate an aggregate decryption key for a
particular set of cipher text classes through Extract. Now the
keys are passed to delegates in secure manner at last any user
with an aggregate key can decrypt any cipher text through
Decrypt.

4. Azure Drives:-Azure Drives provide a mechanism for applications
to mount a single volume NTFS VHD as a Page BLOB, and upload
and download VHDs via the BLOB.
 SQL Azure Database. This is a highly available and scalable cloud
database service built on SQL Server technologies that supports the
familiar T-SQL-based relational database model. It can be used with
applications hosted in Azure, and with other applications running onpremises or hosted elsewhere.

i. Setup: - It is implemented by the owner of data to setup an
account on non trusted server.
ii. KeyGen: - It is implemented by the owner of the data to
generate Public/Master secret key pair.
iii. Encrypt: - It is implemented by anyone or data owner who
wants to encrypt data.
iv. Extract: - It is implemented by the data owner for giving
decrypting power for particular set of cipher text classes to
whom that want to access this data.
v. Decrypt: - It is implemented by the user that received
aggregate key through Extract.


Data Synchronization. SQL Azure Data Sync is a cloud-based
data synchronization service built on Microsoft Sync Framework
technologies. It provides bi-directional data synchronization and data
management capabilities, allowing data to be easily shared between
multiple SQL Azure databases and between on-premises and SQL
Azure databases.

Caching. This service provides a distributed, in-memory, low
latency and high throughput application cache service that requires
no installation or management, and dynamically increases and
decreases the cache size as required. It can be used to cache
application data, ASP.NET session state information, and for
ASP.NET, page output caching.
III. KEY AGGREGATE ENCRYPTION (KAC)



Application of KAC in Cloud Storage:-

Initially we describe the main components of KAC than we
describe the application of KAC in cloud storage.
 Components of KAC:KAC scheme will have five algorithms that run in polynomial
time. Data owner will maintain the public system parameter
through Setup which generates pair of public key/Master secret
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3.

4.

5.


IMPORTANT STEPS: - Following are the important
step which perform during accessing of cloud server
1.
2.
3.
4.
5.

2.

Authentication and Authorization:- Authentication and
Authorization process are the required of the Verifying the
User Originality and Appropriate Session Activities of the
Registered User.
File Encryption by KAC: - After user login, the user can
able to store the files into the cloud in an encryption
manner. So that the encrypted files which are stored in the
cloud cannot be decrypted normally by other users or
hacker’s.
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Authentication And Authorization
File Encryption by KAC
Cloud data sharing
File Decryption by KAC
Regeneration of Data
1.

Cloud data sharing: - The user initially uploads’s files
data to the cloud, and shares it with other users. The shared
files are encrypted by the owner. Whenever the other
user’s want to access or decrypt the file required key
permission to be provided by data Owner.
File Decryption by KAC: - The aggregate keys are sent in
mail to other user by the original user. The file will be
decrypted by the aggregate key’s which was generated by
the KAC. Finally, any user with an aggregate key can
decrypt any cipher text.
Regeneration of Data: - In Case of Corruption of any
Share of data or loss of any share on cloud, that particular
share will be regenerated from a backup storage.

V. CONCLUSION
Data privacy is one of the most important aspects of the cloud
storage. There are several mathematical tools and cryptographic
technique that involve several keys for single. In this paper our
main focuses is on how to compress secret key in a public key
cryptographic environment that support delegation of secret keys
for the different classes of cipher text in cloud storage also the
person that want to access to the particular data will get constant
size aggregate key. Our method is more convenient than the
hierarchical key assignment scheme that can only reduce spaces if
all the holders of key share a similar set access. Limitation of this
method is the predefined bound of the number of cipher text
classes as in cloud storage the number of cipher text are increases
rapidly.
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